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Real-Time Ransomware Infection Detection System
Based on Social Big Data Mining

Mihui Kim" - Junhyeok Yun"

ABSTRACT

Ransomware, a malicious software that requires a ransom by encrypting a file, is becoming more threatening with its rapid
propagation and intelligence. Rapid detection and risk analysis are required, but real-time analysis and reporting are lacking. In this
paper, we propose a ransomware infection detection system using social big data mining technology to enable real-time analysis. The
system analyzes the twitter stream in real time and crawls tweets with keywords related to ransomware. It also extracts keywords
related to ransomware by crawling the news server through the news feed parser and extracts news or statistical data on the servers
of the security company or search engine. The collected data is analyzed by data mining algorithms. By comparing the number of
related tweets, google trends (statistical information), and articles related wannacry and locky ransomware infection spreading in 2017,
we show that our system has the possibility of ransomware infection detection using tweets. Moreover, the performance of proposed
system is shown through entropy and chi-square analysis.
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Table 1. Parameters in Egs.(1) and (2)

Eq. |Parameters Comments
n The number of groups
T The number of tweets with Ransomware—
J related keywords
1) n groups that is divided as x; (eg, 1"
b, group: 0-9, 2 group: 10-19, 3¢ group: 20
above)
) The probability of being occupied in i
pi group
n The number of groups
(2) Ni The number of units in i group
ni The expected value of units in i group
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time
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Fig. 2. Entropy Values Based on Tweet Count
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