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Efficient Evaluation of Shared Predicates for XForms Page Access Control

Eun-Jung Lee'

ABSTRACT

Recently, access control on form-based web information systems has become one of the useful methods for implementing client
systems in a service-oriented architecture. In particular, XForms language is being adopted in many systems as a description language for
XML-based user interfaces and server interactions. In this paper, we propose an efficient algorithm for the evaluation of XPath-based
access rules for XForms pages. In this model, an XForms page is a sequence of queries and the client system performs user interface
realization along with XPath rule evaluations. XPath rules have instance-dependent predicates, which for the most part are shared between
rules. For the efficient evaluation of shared predicate expressions in access control rules, we proposed a predicate graph model that reuses
the previously evaluated results for the same context node. This approach guarantees that each predicate expression is evaluated for the

relevant xml node only once.
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oA e ZE Adge Aol vk F 20% 2
L == FoA o2 =7t YRE k29 FAo] o}
d g gAsojof g FH AN dE F EFR2
Us & U Q4 228 F £ AL A, ofF
Ads A FRAAY AALEEEA e A LE 7HA
T3 lpath =220 A%< AdE == IS 7BRAY L
< 7H3dh B¥ A g 95 AR 2YTY x=
of i3l o3& Hej)

* nodeset(q) C Nxay or nodeset(q) = L if ¢ € Qpan
* evalValue(q) € (L, true, false} if ¢ € @,

ojel A o]&3tA HHLE xE7} viHAUL o9
A gagFe] o3 2ok Al dndEe Yy A4
2E xE X173 2 AH2E xE x2d d$3E= DTD
REE Yo e 93¥dE F DTD k27 22 3¢
E FYE 44 PES dis g Adxdx =8 nigl
dg ASolth a3 vid} v27t g ZJ$E 944 g8
o] v AY repeat Ei= group L2 ThE QEH oA Q&
AR o5 g 7 §olrt

(g2 EF 2] reset(vl, v2)
48 - 4% 3YE G = (Q E, Qstart),

- old g #Ale fEFY wlo]A k= vid v2
28 - Ay 2AR =52 A%
(1) if vl = null or vl is an ancestor of v2, then retum;
(2) if vl = v2, w < common ancestor node of vl, vZ;
(2-1) else w «— vl.parent;
(3) v «— v2
(4) repeat
(4-1) for all ¢ € Quun s.t. baselq) = v,

(4-1-1) nodeset(q) <« L;
(4-1-2) forall q’ st (@', @) € E
(4-1-2-1)  evalValuelq’) «— L;

(4-2) v <« v.parent;
(5) until v = w;

olA K UF AN LduEFE AuE Fu7} HY
ot 7o AR JYZ = g9 AYAE do]~ DTD
RE p, 282 XML Q282 = xo isiA g gdn
2l 5 goll fFshs ZAF HE4e] xol dis) FesE
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Ak,

[¢t2|F 3] evalExpr(g, v, x)
48 -q €V, G=(QE Qudt ZAF 2,
- v € Nomp (HEH #le]& kE)
= X ! Myp(x) = vE& B8 XML Q1464 k5
29 - g D FRZAA] xd s 9EEA
4 ookd ARE ukgg
(1) result < false;
(2) if evalValuelq) # unknown, return evalValue(q).
(3) if 9 € Quan,

(3-1) result < true;

(3-2) for all @ € next(q),

(3-2-1) if eval_expr(q, x) = false
(3-2-1-1) result < false; break;

4) if ¢ € Quan,

(4-1) if nodeset(q) = unknown
(4-1-1) nodeset(q) < evalNodeSet(q, x)
(4-2) result < (nodeset(q) = @)

(5) if g € Qu and oplg) € {and, or},

(5-1) Let qen, Grgne € next(q),
(5-2) result < op(q)(evalExp(qes, x), evalExpr
(Qright, X))

(6) if ¢ € Qy and oplg) is an comparative operator,

(6-1) pathdiff < path(v, base(qen));

(6-2) for all X' € decsendent(x, pathdiff);
(6-2-1) for all x" € evalNodeSet(ques, x)
(6-2-1-1) if op(@) (X", Qrignt)

(6-2-1-1-1) result < true;

(6-2-1-1-2) break;

(7 evalValue(q) < result;

(8) return result;

evalNodeSet(q, x) = descendents(x, Ipath(q))

Ao ¢ F 1, 2, 3& 53 2L A E XForms &

(E 2) oA XForms H|O|X| HE (YF)

<table>

<xfrepeat ref = ‘task’™>
<tr>
<td><xfinput ref="@type™></td>
<td><xfioutput ref="@author></td>
<td><xf:input ref="description’></td>
<td><xfinput ref='@state"></td>
<td><xfitrigger><xfidelete ref=""/></xf:trigger></td>
<>

</xf'repeat>

2EE HsHA €.

i) repeatt} group =t HEAE nEZ A2 ARG}

i) A92E =27} vbd F9 M 52 S Favt
€ Al AFE gagi,

i) 44 FEYD 24d dis) XML =29} vigigdg A4
A2wxe] HE &4 AR E AT} o o A
#HE M xEE OUE o] &)

iv) Zt Alat Al M= Aa A9E 2AR 2YgE xo
o 433 £k

< 3> <H 2>9 XForms #°o]A] ¥&3 (2¥ 19
xml Eg dx¥lxe di3] XForms &4 ¥ #ieigdsg
xml kEo tfa] =AY o AL £ AL AL
HoEr)

(29 5= AlEdolAe] o] FHZ Aol F3¢ 7|5l
e AR 2gZ w= 59 F71 FA49 XForms #H o)A
o] A4 2|2 e F7le] BE AAHE k= F g
&S HoFrh o ZoAM Bz Re] Aty =AY o
o] A A= vy HAY2E =71 upE o i
AME & A& AALES & 5

Agkd HZ Aol Wy Ay AMEA QEH A 7Y
o2 g4&o] 7}sdth oE 9 Updated] g A4 95
Y 847t 2ol ARE H$(x) Read A4te2 tha] A4k

(Z 3) ZUF MAEE S8t H2 Aol w3 Aldt 2Hy

HRIGAYAE w= | 4 2 Ad A2 | RIGAYAE v [ F3 A= A 1Lg 24 &
repeat task task task SU
input () @type R4 e, d X
output(**) @type R3 abe 0
input @state R4 d X
output @state R3 e 0
output @author R3 e 0
insert comments/comment R7 f.ghkmn d X
delete task BP R2 d X
task BP acf -> bdg, -> ehmn
input @type R4 fc X
output @type R3 eba X




120 - -
100 -
80 =10
60 1 | LBE!
. 16
z =19
20 - "2
0
E4 284

XForms HOIXI2| HZHOE ISt 3R T4 =82

14

200
150 A
| *=|path 2| At3]4=
100 p A 4tl 2
| “op £ E
e hMBE
[ e

1 2 3 4 5 6

(23l 5) Nz (a) FES0l WE ZHEIDNT O Y SFES (b) HTHOHLA| =HE MAIRE ¢

gto] A 71%E AFsA gt HolHE BoF7|
e e 7bedA BT 4 Sloh+x). FH HEle-AA
groupe|tt repeat S| sl EEEHE RE AFEA SIET
olA 84Eo] 3E5A Gerhd ofd AAE F7)E Ao
7Fsdte) dlE Eo] <& 3>9A task BPol| ¥ ®E xforms
849 A AAg2r} AHFDZ repeat AAME A=
o] 7hEdich o] AL HelgAdA HIA ] RES 3F
e HEg g3y tEE 5 ok

o4& XForms #Ho| Ao thg XPath 7|4ke]
&Moo AxbslE ¢unFE AdEidd. 7
ath H2 Aol A4 i3 g2 o7 Fo2
AM HZgla vpeldsE XML Q282 == s A
= A7t Astsojel ok A&4EHE A4 HEY AL
oA AALE FHed AR AN AFAE EF 27 fsky
FAE 2Y=E Agdsdn AL At Fa7F € 9
reset 8t Y FL A ST} o] WyPe 7 AR
£40] xml =20 s o] ¥ AiEE AL WA
o}, Alete W2 XForms oA #Ho]Ao] tha) H2Aolst
T AU & Fato AHE 2Rt

Aty #Wye dA dFgEelA sl XForms BEHf-
Al Xeni EHEF[18]0] & 7Y Folv] =HF w9
AHAFES F3) XForms #Ho|#|e] H Aloje] A s A
T e BY Zeg vdiEg

Aoty w2 XSLelu XUL, =& XML 7)4¥te] &
AHEAL QIEF ol 7]E o= HEE & dbd, AHE
2} Qg ol 248 HH @ESoE By XML dolH
o dig HZ AT/E Aisle A2g Rddye BEF A
47538tk =8 Aoke XPath 7)uke] A&z} ¢lEHo] A
A2 Ao B HEHQY AHEA U H A BAE AT
wBopoll M E &89 = 9lg FAog Yk
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