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A Testing Method for Web-Based Banking Applications
Using Formal Specification

Younghee Ahn' - Eun Man Choi"

ABSTRACT

Programmers can be got the test-related information for implementation without interference of source code complexity by use of the formal
specification. Especially the external inputs and system responses can be represented precisely by formal specification in testing phase of
web-based software systems. This paper suggests a method of extracting test cases by use of formal specification. Object-Z formal specification
represents various test-related information for complex functions of web-based applications. State Transition Models could be built from the
formal specification so that test scenarios were extracted from STDs from the highest level to detail levels. The target system for verification
of this method is a web-based banking system which is necessary to be secured and critical on errors. This method would be an important
factor in automatizing test procedure for web-based application software systems combining the user-base test technique.

ANE ¥ 7I¥ olE2|H0/M(Web-based Application), 2ZER0f EIAE(Software Test), AHX YM|(Formal Specification),
Object-Z, HAE XE#(Test Automation)
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— Withdraw

A(balance)
amount?, amount! : R

( (balance > amount?) N\
(balance’ = balance — amount?) A

(amount! = amount? ))
\%4
( (balance < amount?) N
(balance’= balance) N\
(amount! = 0))
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£ WebBrowser, INIplugin, Keyboard, Mouse, Account,
Bank, CertificateAuthority, IBProcess 0] o]d] slgat},

— IBProcess
bank : Bank

ca : CertificateAuthority

iniplugin : SecurityProgram

revokedCertificate : CertificateNo—B

State ::= idle | inipluginrunning | certificatechecked | certpwdverified | receivedinfo |

transferpwdverified | logout

passbookAce, savingsAcc, timeAcc, installmentAcc : Account

badTry: N

state : State

—INIT
state = idle
badTry = badTry! = badTry2 =0

— INIpluginStart

Afstate)

start_url? : URL
state = idle

state’ = inipluginrunning

— CertificateCheck
A(state)

login_url? : URL
certificateFilename! : FileName

state = inipluginrunning
certificateFilename! = INIplugin.ReadCertificate.certificateFilename
(certificateFilename'e validCertificateFilenames N\ state’= certificatechecked)

— CertificatePasswordVerify
A(state,badTry)
inCertPwd?: CertPwdType
certificateNo! : CertificateNo
| state = certificatechecked

((certificateNole ca.CRL N\ state’= inipluginrunning) vV
((badTry =5 A INIplugin.CloseCertificate A\ badTry’= 0 A state’ = inipluginrunning)
\

((badTry < S)A
((inCertPwd? = bank.GetCertPwd \badTry’= O\ state’ = certpwdverified)V
(inCertPwd? # bank.GetCertPwd /\badTry’= badTry + | A state’= state))))

— GetAccounts
N(state, passbookAcc, savingsAcc, timeAcc, installmentAcc)
state = certpwdverified
passbookAcc’ = bank.GetPassbookAcc || bank. GetAccinfo
savingsdcc” = bank.GetSavingsAcc || bank. GetAcclnfo
timeAce” = bank.GetTimeAcc || bank.GetAccinfo
installmentAce” = bank GetInstallmeniAcc || bank.GetAccInfo
state” = receivedinfo

— ProcessTrans

A(state)

sel? . URL
state = receivedinfo

sel?e {urll, url2, url3, urld, url5, uri6}

((sel? = urll N\ DepositWithdrawallnquiry A state” = state) V

(sel? = url2 A\ AccountBalancelnquiry N\ state’ = state) V

(sel? = url3 N ImmediateTransfer A state’ = state) V

(sel? = url4 /\ ReservationTransfer N\ state” = state) V

(sel? = url5 N\ Opendccount A state” = state) V

(sel? = url6 /\ CloseAccount \ state” = state)




— TransferPasswordVerify
A(state, badTryl, badTry2)
inTransferPwd?: Transfer PwdType
inSecurityCardCode? : SecurityCardCodeType
state = receivedinfo
(badTryl =3 N bank.TransferLock A state’ = state)
A%
((badTryl < 3)A
((badTry2 =3 A bank.TransferLock N badTry2’ = QA state’= siate)
\%
((badTry2 <3)A
((inTransferPwd? = bank.GetTransferPwd A badTryl” = 0) A
(inSecurityCardCode? = bank.GetSecurityCardCode A badTry2* =0y A
state” = transferpwdverified ))
\
((inTransferPwd? = bank.GetTransferPwd A badTryl” = 0) A
(inSecurityCardCode? # bank. GetSecurityCardCode /\
badTry2’ = badTry2 + 1) A state’ = state)) .
({(inTransferPwd? # bank.GetTransferPwd A badTry!” = badTryl + 1) V
state’ = state)) }

(28 3) QlEiel HEN B

el Al~elg FYgtsly] A8 A4 64 IB-
Process &2 WARZRE A Z8tAt). IBProcess® 4
2 bank, account, % AAE <¢UFAE el partial
function® E&3tch IBProcessv 783 d# 7HA AHH)
2 Uehd g glon ez Holw &F oHES Wi
el o] ofsjx dojdrt

el Faol Ao F&3kr| H7AE idle FHolth,
AU S FYstd 458 BE INIplugino] ¥ 51
IBProcesst inipluginloaded “¢8)7} €k, 219 A z7)
el dis JAFA #E, 29=xd ARFEer 2
7] giel A Z19lg F¥3d INIplugine] UASAE 24
8t certificatechecked Rl 7} B3 1Z3A 437t &3 A
Bo] Aol FJAHE certpwdverified 4ej7t Hol =
o "k AFA G5t FHAHE iR ex ol o3
A#XBRE A HL 222 F § dAo[Ad &dFFF, A
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FAHAA dd MEdwrt yebdo) a3 FFel we Aua
7bed vt t2A Jelded AgdEadee 39
CF8 AY 715e 4E3PAHRE, ZAx3F), ZA0H 9
kol A Foluk AefulWz 9] Object-Z HWAE (¥ 3l
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(28 9E =2dA dz2 & FA°4 A9 Object-Z
B Mot} TransferPasswordVerify 271vty Al# o) g
dlFAldt Al ojAudHsE Hste Aot AH AR
& W& receivedinfo “Felol™ ¥ I olAuAW I
StATtE R e} badTryld} badTry2e 27 2% 483
ol MU UHF Y} A= FEE oujge}, ojAu| YA F L}
JdAIET} 3H A4 EE T AR oA Aujxrt
FAH I o) AHAHS o A== HRAHE trans-
ferpwdverified 3 e|7} ST,

g GME 0182 @ 7|8t 28 {E2IAOII9 HIAE 71¥ 859

’

I Transfer
F A(state, badTry)

selWithdrawingAcc? . AccountNo

inPin? : PinType

selBankCode? : N1

receivingdcc? : AccountNo

transferAmount? : N1

withdrawingAcc!, receivingdcc! : Account

state = transferpwdverified

AccTypeNo(selWithdrawingdce?) € {10, 20}

bank.GetAccNos(selWithdrawingAcc?) € validAccounts
bank.GetBankCodes(selBankcode?) € validBankCodes
bank.GetAccNos(receivingAcc?) € validAccounts
A

(((badTry =3 A bank. TransferLock NbadTry’=0)V

((badTry <3)N

((inPin?= bank.GetPin A badTry’= 0)V (inPin? # bank.GetPin A badTry =badTry +1))))
withdrawingAcc!. TransferWithdraw

((— withdrawingdcc).transferOK )V

(withdrawingAcc.transferOK A

(receivingAcc!. TransferDeposit
(bankcode? € errBankList N\ withdrawingAcc!.CancelTransfer)))

(32! 4) Object-Z HAM| : FA| O[A|

ImmediateTransfer 227|vhe oA 37t &g 4
Holw 7439 dAFARE dd@t 3439 5%
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7b FolA L, vk 3 d£0 2 E¥W I AFe BRE A
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& ) BE [BProcessd] X398 T2AA GetAccount, Process-

Transaction(§] W79 3¢ dxad+xy, IHzxs, £
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e 27vkE § #HolAd WYHT FHE MM T

E

o
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cll

o N

e 1 3": BeforeLogin

< 1. IBProcess.BeforeLogin{+,-)

click on Log-in select Login, CertificateManage or
v Conveniencelnquiry

- ooommeeoenoosesoees { 4" : CheckCertificate L »

@ | 1. IBProcess CentificateCheck(7) & Imalid
Valig Certificate Filename check certificate filename ertificate

i Filename
oo 1 §": VerifyCertificatePassword >
1. IBProcess.CertificatePassword Verify(+,-) &: badTry :5,0"
£ get bankPassword revoked Certificate
Valid Password entered get userPassword
ifinvalid userPassword then
badtry = badtry+1

R { 6" : GetAccountInfo J —————————————————— »!
h: 1. IBProcess.GetAccounts(+,)
account info received get accounts information.
N ——— 4 7" : ProcessTransaction J """""""""" »
1. 1BProcess.ProcessTrans(+,-)
click on Log-out prlx‘cssmg depoannthdrawallnqulry
diate Transfer,

AAdel BAE + ZEALZE 3] EozivtE A

€ vl -& 4L gudd. (29 6)d Edd 3

Lo A AE e Fo@ 94 7l5e A 7
o},

N

‘ 1: Start up l

a:
ick on Internet Banking l
-------------------- 51 2: INIpluginStart [ —

if badtry = 5 then
close certificate

if certificateNoe CRL then
close certificate

reservauonTransfer openAccount and
closeAccount functions.

E: Emergency ¥

r 8 : Emergency Handler

(38! 5) STD : Qlejlzlo| Hake] e

el 7 o FAE wAEE (2 6)3 Zol Ak 4=

B £3], FA0A|, JFATF F& AT EWRHAN =0

71019 A& 3 AAG R Bojtth EA oA A&

o

==

£
A

o
2

]

=

2 W 741 olAHYRE, bdstEdE Y, 742 &

2A3 2 AT, AGAH, AT 4, 743 olA W

8ol 744 o)A ¥F FToF STDE gy oz AL A
shstel F71 & itk

42 HAE ALl2l2 &

HAE Alvale $% 748 STDE AF3a B4t
o AR g AojEE FEEE %
o] Pog Y3y STDE W J=Zzs B &
gz 7k HHE STDAAMS AeiE el H A
AvE e & FAHL g 2

O fFras 28 =dx] AP

@ A4dL 2% 28 Z(Reduced Directed Graph)E 2t
A gt

@ Ao A AL Fog,
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® 712 AREF dd Ao]EE2RE 7Hed Aves.
g BF F&90

Object-ZB A 2HE STDE AA% t STDE #ZF3s)
I BT o] £40] AFHoR o]FAW RDGE
gt e HA9 dd STDE o5 #4383
Y e FAHI BAE Y. 1 Ade (a¥ D
e,

E: GetAccountlnfo j

7.1": GetTransSelection l|=

1. IBProcess.ProcessTrans(+) 7g: end deposit
* i B inquiry
Tt 72" : DepositWithdrawallnguiry i—-—.

1. IBProcess.DepositW ithdrawallnquiry(+.-)

7.h: end account

. balance inquiry
—“'li : AccountBalancelnquiry }—““'_'

7.b: sel = url2

1. IBProcess.AccountBalancelnquiry(+,-)
Tizend

N transfer
—~”IL4 : ImmediateTransfer )————'
7.c: sel = url3

1. IBProcess. TransferPasswordVerify(+,-)

get bankTransferPassword and bankSecurityCardCode
get userTransferPassword and userSecurityCardCode
if invalid userTransferPassword then

badTryl =badTryl + 1
if invalid userSecurityCardCode then

badTry2 =badTry2 + 1
ifbadTryl = 3 or badTry2 = 3 then

transfer service stop

2. IBProcess.Immediate Transfer(+, -) 7.t end

___.[ 7.5": ReservationTransfer M’

7.d:sel = url4 .
1. 1BProcess. TransferPasswordVerify(+,-)
2. IBProcess.ReservationTransfer(+,-)
7k: end .
_,]Ls” : OpenAccount mic—cﬂ—p
7.eisel =urls

L. IBProcess. TransferPasswordVerify(+,-)
2. IBProcess.OpenAccount(+,-) 7.t end

7.Eset = url
—*——-’l 7.7* : CloseAccount *—CM

1. 1BProcess. TransferPasswordVerify(+,-)
2. IBProcess.CloseAccount(+,-)

7.m: logout

l 9 : (Pseudo final state) I

(32 6) AEH 70l CHEE &M STD

Reduction of vertices:

(V1> v2) ¢ A, v & B
(vd o v5)y & C,
(v6 o v7) < D, v9 & E
Initial node: A; Final node(s) : E The graph is a dag.

Reduction of vertices:

Ve < A, v e B
Vip e C, v;360 D
vy E, vys F
vigw G vy, H
vy & |
Initial node : A; Final node(s) : 1. The graph contains cycle(s).

Qg 7) 38 &2 o



Aefuz o] HAH9l A3t 48 79 RDGE 44 (29
8)(a), (719 8)(b)¢k 2t o] aAZeM HH ofF H -
AR AAE Uedn += ¥ J3e Yl (29
8i(b)elA Bt EXAM d9, Ce d&834x3, DE A
#ZN 23], EE FAoA], FE d %ol Ge 54, H
= dadd [+ 4% ZHE Uehdnh

(b)
(38 8) elefuizlel RDG

<& 2>9 (A, BEB, I)& AH&A7F A FAolA] A

VeV7.1V74V71V9

2alg 89 Aze A <FE 1>9 BE 0(vivevavevs
vevive)S A S AHZE ollel 2

V1V2V3V4V5VEV7.1V74V7.1V9

Ty HME 013TH ¥ V(B 28 ME2A0INY HIAE 718 861

(B z|de Y 3=

Num Length Path Original Path
0 4 A BCDE V1VaV3V4V5VeVTIVY
1 3 A B,CE V1V2VaV4Vsve
2 2 A,B,E V1V2V3vg
3 1 AE V1VaVe

(B 2> Ej 79| &3 42

Path Len Basis Path

0 2 - AB 1L

1 4 0 A,BCB, I

2 4 0 A,BDB, I.

3 4 0 A,BEB, I.

4 4 0 A, BFB, .

5 4 0 A, BGB, 1.

6 4 0 A,BHB, .

7 6 1 A,BCBCB, I.
8 6 1 A,BCBDB, I.
9 6 1 A, BCBEB, I.
10 6 1 A,BCBFB, I
11 6 1 A, BCBGB, I.
12 6 1 A,BCBHB, I.
13 6 2 A,BDBCB, I
14 6 2 A, BDBDB, I.
15 6 2 A, BDBEB, I.
16 6 2 A,BDBFB, I.

ojg} & WHor FEF FAA R HEE A
2 2E <H 3> et

(E 3 H2AE AlU2(22] of (FA01H)

Test Scenario : VivavavavsVeV7.1V7.41V7.42V7.43V7.44V7.1V

Current State Function list Next State Event
1 {) 2 click on Internet banking home
2 IBProcess. INIpluginStart(+, -) 3 confirmation process completed
3 IBProcess.BeforeLogin(+, ~) 4 click on Log-in
4 IBProcess.CheckCertificate(+, ~) 5 valid certificate filename checked
5 IBProcess.CertificatePassword Verify (+, -) 6 certificate password verified
6 IBProcess.GetAccount(+, -) 71 account information received
7.1 IBProcess.ProcessTrans(+) 741 transaction selection
741 IBProcess. TransferPasswordVerify(+, ) 742 transfer password verified
742 IBProcess.Immediate Transfer(+, -) 743 immediate transfer transaction
743 IBProcess. TransactionConfirm(+, -) 74.4 click on confirmation button
7.4.4 IBProcess.EndTransfer(+, -) 71 transaction completed
71 IBProcess.ProcessTrans(-) 9 click on Log-out
9 {)

43 HAE #HolA &M F A
H2E Auele 2% Fv <¥ 49 Yoy Tz
sdel BAE Y= 4 W Bl HAE ol Esld

2 X
= T

H2E Aoj2& HAETE 72 vlojy 8L o 1dd
Hole BlEd A8t Holdth
T2 dely BYe] AW, T ol2r7HA EAE
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ALs, Fae 5o A5y 2L TV HA g CheckDigit) 2§02 o|FolAY Z2} 3 digits, 2 digits,
Jol7AL Aekzio] ol HAE Zejueln gedelth of 5 digits, | digito® TR, oA FE TrandferAmount
2 =9 QZAM 43FE CertificatePassword® 7 9] ¥ &) 2 A= 1014 10000000 Alele] HHE wEE Lol
AR e FEA 1S EFT 694 822l JEAS =A ojof g} o|9} o] EBNFol Ao AEAMH LS dHolH
o] z3o|t}h ABWNS AccountNotx A HWHE BranchNost By obz} AA gholy ds gt 5 thE HAE dlo]
2T AccTypeNo, 18)al QEW B SerialNost ASHE B Mgl 7o) ol
(E 4) EBNF AtEARH
digit <char><[0.9]> ;
letter <char><la.z, A.Z]> ;
UserID [digit] letter (1.8)1(6.8) ;
CertificatePassword letter (1) + [digit | letter 1(5..7) ;
Transfer Password [digit | letter (1.8)](6..8) ;
SecurityCardCode digit(4) ;
PIN digit(4) ;
AccountNo BranchNo + AccTypeNo + SerialNo + CheckDigit ;
BranchNo digit(3) ;
AccTypeNo digit(2),
SerialNo digit(5) ;
CheckDigit digit(l)
BankCode digit(2) ;
CustomerName Name ;
Name <char> ,
Remitter Name ;
RequestTypelnfo [DepositWithdrawalInfo | AccountBalancelnfo | ImmediateTransferInfo | Transfer ReservationInfo | OpenAccountInfo) ;
. AccountNo + InquiryPeriod + AccountBalance + TransactionDate + Withdrawal + Depostt + TransactionType +
DepositWithdrawallnfo Remarks + Branch + TotalDeposit + TotalWithdrawal ,
AccountBalancelnfo AccountNo + AccountBalance ;
ImmediateTransferInfo WithdrawingAccountNo + ReceivingAccountNo TransferAmount + CustomerName ;
TransferReservationInfo | := | WithdrawingAccountNo + ReceivingAccountNo TransferAmount + CustomerName + ReservationDate + ReservationTime ;
OpenAccountInfo AccountNo + AccountType + OpeningDeposit + Branch + WithdrawingAccountNo ;
Remarks [CD|ATM | PC| CCl tele] ,
TransferAmount <real ><[1..10000000]>
ServiceFee <integer ><[01300]> ;
(Z 5 ZAl0|H| HAE AHo|& <E 9 ABAAL Fud A di= Azle] o
93 dojg] | d2E Aolx | dasE 23 [HiE A A 142 £33 604 8Ae] GERe} 2] 2Fo
IBProcess o}, d2A 457 daatololol i AARYY Tty T
E— | I A3 5A FaAE BEel 4 27 A0
HE
o 2=2} o} r
INIpluginStart @ Gex GE(FHA) : Abcl23
S I | @ A&A7L obd FIMAA) : A2XY/
creaetiene — , [ Q24 gt oA 84e Garololol B T
= o o = Q0
VerifyCertificatePassword s} e Fx FHPart e
CertificatePassword ? | a. Abcl23 a4 A 3 A @ 7 ]ﬂ grjRkel ALY A
b. A2X?/ ] A HIA N
A M S I @ 6014 8olske] F%AHHA) : Abcl23
d. abedefghl23 B A A H] A4 7 S }
d. bedelg i I © 2o} el 2 FEAM A : abodefghl23
GetAccountInfo A AelE gEalojojol gl ZALEREH g F
l l A 2gaE A8+ A,
VerifyTransferPassword -
] X EZH(AA
TransferPassword? | a. 123abc A 4 3 % © 3 A2l FEAY) : Abel23
b. A2X?/ u) A A ] At @ R A7) GBI} ol BEah SxH(H]AAD @ 123Abe
c. A H] A 4 ElReEes
d. abcdefghl23 H] g LlEEls Horsk Aol wil AL B Ay 29y &
e. 1234% 1] 7 ke . = °
SecurityCardCode ? | a. 7241 A4 A A A AolA AHE dta 21 ok e Afolrh <& 3> HA
] R} *] AR =
b abed 5 S I E Auelest <E 4>9 ABAPAS olgatd HaE ol
d. 123456 Lk v A4 A8 A <FE 5> #)
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HolH & 4& 4 &g HA} Object-Z& 437 7
FHE AFE F AL AdEHe At ZdEH HA 4
aE F glon HAE dolg 3|7t gojsizin

&% B4R Object-ZEZHH STDE A5 A4 dhs =7
o) o] 8 HETE EFE M Object-Z BAE £435tx
AasE BAHo] Fysool gt A5 E £ Ane
BN AFHE AF 2t g A telojaA g
At AMETh B8 STDY A% 4ol 7tsstes
Object-Z9] AF¢ FE2AFE FYste A= Fa3h
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