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A Framework for Trustworthy Open Shared Authentication Protocol

Seungehul Park’

ABSTRACT

Recently, researches on the shared authentication based on single sign-on have been actively performed so as to solve the problems of
current service provider-centric and isolated Internet authentications, including low usahility, high cost structure, and difficulty in privacy
protection . In order for the shared authentication model, where the authentications of an authentication provider are shared by several
Internet service providers, o be accepted in real Internet environment, trustworthiness among users, service providers, and authentication
providers on the level of authentication assurance and the level of authentication information protection is necessarily required. This paper
proposes a framework for trustworthy and privacy-protected shared authentication protocol based on the user-centric operation and open
trust provider network. The proposed framework is differentiated from previous works in the points that it is able to provide interoperable
shared authentication services on the basis of open trust infrastructure.
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TH AF RN AF AFA AF Ay AF A
27} ggee] Hqula ZFAe o FHEH7] AAME AHE
kL Mel2 AFA, a2En AF AT A A 34
o] Fong FR3ith o AF #AE AF ATA AF
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4Z(level of authentication assurance)ol g AR8-xie} A
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S Yehie 9% AR B35 FF(evel of authentication
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H J AEE Passport/Live 1D, Liberty Alliance/
SAML, OpenID, CardSpace & &% 9% =dd AR
N2 9F Z2EZE0| fus gtoy, AHEA-9F
AFA-Mul 2 AFA zke] A FA 71xd A
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AFHA @7 o o Z2EZE Agde UAF
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FEE 7|E9 FH 9F EZREZES AA gAY
A0 ¥ Hgo| e AYEY AFHAHQ F
Z2EZE e WYdg AAe do £FHo| itk
B o=Ro| AAsE T 9F ZRES Zydyas Ag
A#2 YES A (trust provider network) 7fddl 71&3he]
AZHA T 9F Mul2E AFdct A3 AFA dE
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e 9% X B3 £Fd dF EFstE FY AMulx
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20004 of 4t o|FHE EAAHOE Y FH UAF =
ZEFY EE sh}e] Q1F Av(authentication server)E
B3 ZE QY Mulx AFASNA AF Mul2E AF
e FUHFY 25 ®d(centralized authentication model),
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28 FRekE d9s % Ed(federated authentication
model), 71*4% ID 7]¥9] OpenlD ¢% 23, I2a AH|x
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Passport®} 71 ¥4 249l LivelDE vlo]A AT EA
Aul & AFA T4 18 AF Al2" B7o)A SAe}
E HY4 ¥F3 nug 72 FAE sdsn, AAY
A9 ARE HAs Al BEsly] Hste] AHgd § 7N
7% 158 3f 95 =do|cHB89]. Passport/LivelD 24
AME AHEAtY RE QQF ARV} vpo]AZAZE o3
#e| 5 & Passport A8jol]l 525, f2 5z gedr 2
2L AHEAZE A2 Al FAe] 2aldtnat st A 8
2 Abg b g 91F a7 AHEale §] BSAE A
8t Passport AdelA AgEm, BE JAF AMulze
Passport ABje] oj3] FHo2 AFHTh

22 gty 37 ¢35 ZY(federated shared authentication

model)

Liberty Alliancee] ¢j3] 7t AW 3 g5 e
218 ol (CoT-Circle of Trust) 7]ute] 419 A%g)
(identity federation) 7iYdel] 7]&&ta ot CoTE AE A}
149l K business agreement)S & vl Ag #AES
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A 35 Au(federation)o] TH10,11]. CoTellA AH|2 A
FAE AR A2 AF T& 8 9oz AAF
! <% (authentication) % <17Hauthorization) #l7HF&
Eete A 1F 715E AL YARH g9 A
& MY 2(single sign-on)% 915 AR AT #HE 5L
&l CoTHie A5 AFANA AT M| 2E &G F
Ark. CoTulol A ARgAte] oJsf ddsH:= UF Ade A
£2F A4 At HFAM Mula A FAER ARSR] o
gt "9/71% (pseudonym)S A3t 215 AR A Fo o
3k ALg2L Fo] 9 Aoj(consent and contro)E Fal AE
ape] ZelolWAl7t BEE & QlAl ok aglx Hot gt
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TRE 7 Ao AR Hulx ATA S AT AF
AZA N A &5 Zeto]HA] A% Liberty Alliance]
A9y Ff AF 24 £AH FY ol
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E AR B0l e v, AHEAR-AE 2 ATA-AF
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Z ZR2EZL CardSpaced} #o| Ab&ai7h z1Al9] <l
g Aojsta, AHEAE] Aol Y el Ae AHEA
o] AE(user agent) 53 UF ATAYL Ay A FA
BAg FAgo2N BYad dF AL THE AGE +
A, AHERE F4l(user-centric)?] ¢1F AMu|AE AF3te
Z2M ZepolHA] B E 73 + Qoo gk ALgA F
Ao 3F UAF 2P AHER do|HET} AF ATz}
MM~ AF2Y] Az dHE ATz gAF + A 3
T AEE 7Zl9g + Atk
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33 MEHl Jids BF o Z2EE = U3 Het

2 =294 AN Tf UF ZREE ZYYYaEe
91F HF FF(level of authentication assurance)d} 9%
A B3E  FF(level of authentication information
protection)o] e ¥F3l EFEsE A2 T Y Y Altrust
framework)ell 7|Z&e 9F ATAY 9F BF FF
MUl AFALe] 9F AR BE 3o dig FA Mula
Z AFste A8 AMulx AlFAHtrust service provider)2]



AFAQY MBFe A3 AFA UEYA(TPNET - Trust
Provider NETwork), &3 AMu]x #3zkgk 1% AlF4
7t BE3E UG HO|AE ALEES] AMEA} S o] HE(UA -
User Agent)& Zfsle Az T AR F4HAY
2o 71x8a ot
(29 2% Agtd AFHA .

Hz29 7 AF & B Foh AGE TR AT ZREF
ZHAZAN Mulx AFaE AF AFA YEZ
Addd 54 M3 AFAE WYY AF AE HE FF
A Azl g} 29 AF AR B3I F£3 di&] T
< g X, A AFAE AT Mulx AFY A
g e FEE FAGL A3 AFA AF AF AR
BE FEEE AF £ U A " A3 =g
9} #] A (trust framework)el A o]5a, 391 #AFL X500 ¥
A AFA FA AT fFARHA A9E & A AgE
TH 9% ZZEZ ZHYAIAN A3 AT JEHA
£ EFEsE A3 Zgddas ga2s A8 AFAE v
U FAdez 71 F gla, §F AF AFAe 4
Mg Zgael] o 4 Mu2E AlFse BE A
AFAke} Ag Mu2E FHE 7 A7) d&el, Liberty
Alliance/SAMLS] ##48 413 23 de] $44 & )
o] Mg EetAEE A 7| xgrh A8 AFA HE
e 2% el AP AT g FUE AH| =
AFAE AF AFA dES A & M AFAd o3

o] ¥

LI et SR% 215 Z2EE ZHYR= 38

OH

A EdaA FdEn. AF AT HEIE AF Ay
29 ABY Fo o3 Fride A4 A9 dF MAZ
A€ F Sl

AHAE BF AF ZREES F9 H2slnA s A
A AZF2HSP)e] AH BE 572 2 7(Request(LoP)) &
F 9, T Mua AFA} FEsE 9F BR BE
4 #(Respond(LoP, TPNETs))S Au]A #lFzke] gk 4l
g MulAE AFF A3 AFA vIEHZ(Respond(LoP,
TPNETs)oll <&l AAg 412 ATz HEYAY 58 F
9 hhE B8 EA1E 4 sk AR} 1T FB BE
FEo] Hd Mulx AFAE FEEHE AH| 2 AT
Aol a4dlE F BEF FE(LoAT AF BEF FE2
9% A2 Az vMENZY EZ(TPNETs)e] EEe
91% 87 A A (Request(AuthN, LoA, TPNETs))E AHg
Ak oo HE(UA)OIA Agdct ALEAF oo]HEE Au|x
A&7t 878kE 9F BF FEe Addte AF AFA
(LoA_AP)Sl Al &A1& ¢1Z38ta 2 A} 2AF AlFA9
AR7F £¢d d9F &9 "A A (Respond(AuthN, Result,
LoA_AP))E Au|2= AFAe)Al Agdct. o|9} o] ALg
At o] AEE F& Aul= AFAe AF AFALY A
& FATge2A Agtd FH IF Z2EE ZidYacs
Aula AFzke} Q1F AFALEY AF AR agke] djs
AHERZE BA” & e AR FHY I 95 4
& 4 9l

UA SP LoA_AP TPNET
Request(LoP) "
Respond(LoF, TPNETSs)
Verify(LoP, SP)
Confirm(LoP, SP)

Request(Access)
Request(AuthN, LoA, TPNETS)

"
]

Respond(AuthN, Result, LoA_AP)
| Verify(LoA, AP)
Confirm(LoA, AP)

Respond(Access)

SP: Service Provider
LoA : Level of Assurance LoP: Level of Protection
AP : Authentication Provider TPNET : Trust Provider Network

(18 2) AzjEol BR oIE Z2EE x93 X AN

UA : User Agent
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AHEAFE UAE E3te Aulx AZAY AF 87 F
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AZA 98 FHE Aok @A AGE TR AF
Z2EZE 43 FAY 94 A &(interoperable SSO)E
Adgc) A9 QF BF FF 279 Ze 4FHA ¢
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(2 3) & =Fo] Adsie A4 F
EZ ZYS3E OpenD FF UF Z2E
TEE do FF AAE BAEH Aux AFARTH ¢
% &7 "AA(Request(AuthN, LoA, TPNETs)E 4%
AHEAE dlo] AE(UA)7F OpenlD 3 9% Z2EZL A4
32, §4 OpenlD U%F AFAHOP)ZHE Ayl AFA7}
878 AF BF FF(oAE ATE & 9ed OpenlD
T 9F ZREFEL AHEE 4 Ul o] A% UAE A&
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AFAE thalste] OP9 Q15 AMH|2E 8F3e ZEA A
H| A A& 2Hproxy service provider) H8< 4834 Hr}h
UAE OPstel Hddt §41& 9% associations AA3 L
(O_Association Establishment) E2H$-AE 7-#3l redirect
HARE B8 AMulx AFA} 87dE LoA7d Edtd
OpenlD 915 87 HA|AS OPolA ALl OpenlD 1%
87 WA A(O_Request(AuthN, LoA))E F413 OPE LoA
of Hg AF wFF(el, AHEA ID/si2H=E, X509
Certificate ~ 5)&  AHEsld  AMgAE A5
(O(Authentication)). %eF 33 AH&AF7} ofw] OPe] 219
go] glod QAF FAL A 7|1EY UF ZHE AL
g 4 9l AHgal 958 g8 OP: UF 438 A9
g3} §7 redirect WAIXE AHB-3le] LEA] AH|A AF
A9l UA9l A A3 tHO_Respond(LoA_Assertion)).

OpenlD ¥4 9% ZRZEZE F3to F Z2dE 4
3 UAE OP9 ¢1% Z3(assertion)E #<lsto](Validate
Assertion) $1% A9} OP9 AR £¥E AF &
A Z](Respond(AuthN, Result, OP))E Au|A a5 2HSP)el
Al Agdith 22l AF BF FERT 25 AFAEA
A% 43g FAT Mul& AFAe A8 AT vEYR
g 53 opPy QF HF FEE MNE + U9
(Verify(LoA, OP), Confirm(LoA, OP)). w24 SP+ $H4lsh
i OPY 9% ZAAE ALY F A Evh =3 UAE §
3 SPe} OPZHY] 915 AR ud FAE AMEAS SP 32
AE7F OPel 93] ##=2] ¥=5F 37] wEe] OpenlD9
ZelolHA] FAE AT F ASS ¢ F Utk

Browser UA SP OoP TPNET
Request(Access)
Request(LoP) .
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