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A Light-weight PKM Mutual Authentication Protocol for Improving Initial

Authentication in WiMAX
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Jeong Yoon Su' - Kim Yong Tae'™ - Park Gil Cheol™ - Lee Sang Ho

ABSTRACT

Now a days, as increased the use of mobile units like a laptop computer and PDA, the demand for high speed intemet service is
increasing. On the other hand, PKMv2 which is provided from [EEE 802.16e cannot support fully on the security of high speed intemet
service. This paper proposes light-weight mutual authentication protocol which solved secunity problem of PKMv?2 related to integrity of
mobile node for transmission of safe high speed data of mobile node operating in mobile WiMAX environment. Proposed mutual
authentication protocol increases the efficiency as the user in network can move in network safelv without additional procedure of
authentication between subscriber and base station after user's initial authentication. Also, the proposed mutual authentication protocol is
safe from the security attack (the man-in-the-middle attack and reply attack) between subscriber and base station by generating a kev
adopt to PRF() function using random number and secret value in order to secure certification.

Keywords : WiMAX, Mutual Authentication, PKM, Security Attack
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80216 EFS 7¥d HIAL 7M1 gon Ao
Ao 275E QusE rAsZY. [EEE 80216a% IEEE
802169 oz 2003d 199 YASAoD. o] FFEE
2GHzol A 11GHz Abo)¢] WI=o] 1 LOS(Line-of-Sight)7}
2913 point-to-multipoint o) E2|Ao| o2 DSLFH #ol
2 299 ZAA #A 2k WIMAXE 75 Mbps7hA +@
7Hsata Qurgel 4~6 ohd(miles)e) A wHAOA 30v}Y
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(E 1) 80216 BEF

% T(Standard) 802.16 802.16a 802.16d 802.16e
94 (Completed) Dec. 2001 Jan. 2003 Q3. 2004 Mid 2005
Ad A Line-of-sight Non Non Non
(Channel Conditions) Only Line-of-sight Line-of-sight Line-of-sight
14 (Frequency) 10-66 GHz Sub 11GHz Sub 11GHz 2-6GHz
g% Up to 134Mbps Up to75Mbps Up to 75Mbps Up to 30Mbps
(Throughput) (28MHz BW) (20MHz BW) (20MHz BW) (10MHz BW)
H4H 9] (Range) Typical 1-3 miles Typical 4-6 miles Typical 4-6 miles Typical 1-3 miles
. . . . Mobility,
o] %4 (Mobility) Fixed Fixed Fixed, Portable Rigiorial r‘y i




EAYAe WA Yuss AAFE 2A, d5FF
o8 dolEl7l =29 4 9= DES ¢35 ¢naE 24, o
a8}5)o] Q%77 A Agshs AF9) e B4 Sol 9
th. PKMv2ol = PKMvle] 2A8e 7Ads7 9 717
23} g% Alolo) AZS PP AFEE HJ*‘-"-’— AHg-8 3
gtk PKMv2ol & otelaQl A7} 31919 71xZoz
SAsE A 9 Qo AF 2 7] u EHMH o
2} 7 NFS d4g AT dolee ETEAA A&
g Bo] 2o EAYLo] Hed BFo| Yol AHAFTHo|
wAE7] oy <E 2>+ PKMvl® PKMv2E 554,
AZHA AZu4 ¢Z7) I TEK ¢33}, dolgy 43
8}, dlolg] F24 54 Hoz nmg Fo|gp!,

PKM Z2EZe 49 9% =2 E%‘%l EAPE A}43}c]
NN 23 Y oL o AZF7E mPah=d AHEEHY,
2gE AF7)E A7 dolEE o3 ﬁhﬂ?l dg gy o

°o

33718 AAsed AHgEd. 92 PKM nggao 4
£3td 7|1AFo2REH A AF ¢ EYY 7] F

A3z F713Q AT A2 EAFY ¢33 7 ’@iaa
235t MAC <33t HAFe 94353 Z2EZA=
EAP-TLS 9% ZREZS o2y 7|2 F Apojo] AEs
7] 918 Abg€ct

20043 IEEE 80216 £Fo] 2EE olF WIMAX $#7
A B 7bed B EAEE dEs7] 984 PKMvl
Bob|5S A7l PKMv2 ZE2EZS Algstn glA|gh
% 7] wEHd FolM Key-Request/Reply w3 #Hz}2
B 27HA Aol 2AdT AAE WEES] PKMV2
Key-Request "IAZ& A437] 98] AMgsE o9
(bandwidth) 84 Z=7t FE8E F U FAH)x 'E“ﬂ—'
712 Z 3} ojz] ©ukE Aol PKMv2 Key-Request/Reply
AR E wgstr] g 2Had A Ade] 28HE B
A Holtt, o]2]d PKMv22e] Key-Request/Reply w3 da}
o] FAHE AFs7] AsE 27 43E 53 ¢

L-é—

WIMAX 7| E1E

s 259

o
Hu
Hm
iy

SIALAIZ] HETISEI PKM 45 215 =

L‘lli

4= MBS(Multicast service, Broadcast Service)solA &

4 2§ EAY 433} 7] AN e ATE F Ao
of ¥t

2.2.1 PKMvl Hel &4
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AHESHAI Y DES ¢ielFe A5-FAd 93 dolgrt x
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PKMv2: RSA 719t Q1543 EAP(Extensible Authe_
ntication Protocol) 7]¥t 1544 2 41gct. PKMv2 RSA
719 AFHA & PKMvld 2& RSA 7|49 374799 ¢
2ol MAC A X509 AFHE AHEEAIG 7%
I g AFME 11]*5}“ PR A5 L A 83
o, AF Al HAX FZ2A 242 98 AaAM o] E§y
T, AdeFE A8 A% d5 5ol F7kH PKMvlol
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AF P4 -RSA 7]yt o1% _gi’;’l;‘j;&c":!ﬂ"%
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236 B, AFANE 937 AA44
B , -No Encryption
ole) grash | TN Enervption ~DES-CBC, 3DES, RSA
- AES-CCM/CBC/CTR
dolel $44 | -No MAC, HMAC “No MAC, HMAC/CMAC
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Ae AA AN o} 2 FAHo] EAF A
A, RSA 714k A% Aol Ag &4 vA e} A%
4% HAlIA= EAP 7] & Ae|#A e EAP M4 oA
o 5YF $FS 7hA =3 AF 24/8H vAR =
Bk A4 SAID, SA YANE €& F AT AF vA
Aol e ol FHetuHE d& = gloh &4, RSA 7]t
A A2l HAel| £H sequence M3 9} A ZEY S AK
sequence &9 AK 2to]ZE}glo] ofrh Al®, RSA 7
g A HefAgo] MeEs gl o BSAAM MSE MSe <
Z Ao} MSERE success/reject®t #& BSe 9% #
& 22]7] A% A7 EAstA gt

PKMv2 EAP 7|4t Q15448 [EEES02.1x £E 7|4te] 7}
Az} Q15 dolg] A4S A% EF TREZEZ2 EAP-MDS,
EAP-TLS, EAP-AKA(Authentication and Key Agreement)
T O AF ZZEZS ALE 7 9oy, A AF
4 g2 g JYEHAT F3R0Fol 7tedich ®=F
AAA 13 AHE B3 A5 Fds7] dFol AHgA}
Z7H = 7]A e W=7t A7)A] gethe FHel A
t}. 22 EAP 7|8t 1544l EAP 7|4t d3Ae] 3
A o 2 FA4Ho| Uk AA, AFE EAP HF
Az ALEE 7] 94 I AK 94 39 43§
A gerh A4, oA 2HoAE EAP Z2EF0| =
AAA-keyE FTH3A ¢x 7R EAP A wAlA
(EAP-TLSoIA AL2€ AP Success)& F4AR& ZFol
EAP 7]uk #g M]3l ghesh A|hg &a] %)
ol 2Ho|AH 7HIAE 7HYAT} ol d EAPHE wAIA
& F48A 2¥E 9 Avi2HII(PMKIZRH =58
AKE FA0 378 # 27] dfolt

2.3 WiMAX2} 2ot

WIMAX = Wi-Fig] A2 A5 o] Alghel #Ave]A] 4
H(AP(Acce7}3i 2t Point)Z oF 30~200m olu)# HEF Ft
71 d, HotZone Wolre] &gl A7 (seamless connection)
< 5% o]FA B 5o FAE A A& MEE F
A B 44 71god™ WIMAX 71&e 2A 23Y
WIMAX 7]1%9¢1 802.16-2004 EF3 o]F8 71&< 802.16e
HFZFoz2 2358 4 gl 802.16-2004 £+ Fixed WIMAX
gt v, WIMAX EHA WIMAXS 7[8 71&2
AASAt F2 14 7)71709 F4 FAldl &85, AE
Ul E 9] 7 (backhaul networking)ell = A& s}, 802.16-2004
EFES 2004 79 Ay A5 38E AF] € HEUNY
F9lo] o]Fojd F 20053 Ayl FEE E HAo|
olZ2 wol Intel# Fujisu SolM ¥4t #AE 2H57] A

o]% WIMAXEtE o|8o& 4dad e 80216e RFEE
802.16-20040 ®l3] o] FA FAE M olF Fo=
Ao 15Mbpse] £E2 dolge £ - Falo] s
o] E WIMAXE A7 o] 5& 98dA s == 7%
< #9853y, A Aatency)E S0ms vlute g o] VolP
o e ANZ MulAE E49] A3} Qo] ATE F AL

o, 48 7] Bl 7152 olfsted A=ow F B 7
52 fA% 4 Aok WIMAX #7404 PKME sfojn
| HAE AT 9 7] AA, B ZTREZZ PKMvl#
Beot4gol e PKMv27t th o] 7142 & HES 9)&
g 9 YEYSIAL AF 433td dlojy £ ALeH
TEK(dlole] ¢33} 7)) mko] 7hssp™H
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o] el IEEE 80216 EFolA #F8h= PKMv22] th
9% 24 F= FE £A9 Key-Request/Reply g i}
EHaF HAT ZAE Fs] d8M AFE AFHR
g =& ARle] 4A% dE Al Key-Request/Reply
wg dare] Egad M FAlE wlolA Ago]4o)
EAP Z2EZo|A Al4sl= = AAA-keyE F331x &
o} 7}1A}7F EAP A4 wAAE FA8E 75 EAP 7]
g A% Ao ¥ AHE &R 2IAM slo]A A
HolAd 71427t #ulAE7|(PMKIZHEH T8 AKE
A FRHE F QA dEC At ZREZAME 27
A% Aol B F KA A Algte] A Fol
WIMAX Al2go]l AH&E 4$ 71ae 27] AFAHR
s} AZNE olgstel Wols Ado|dste] FrH Q1
#4& FHstA ¥ WIMAX AHl2E 2937 A48 &

A A e F YIRS ¥

31 e

Aoty 43 AF ZZEFL 7HYAle} vlojA AH0)A
Abole] Zekslel 43 F ZREZE BAs7] ¥ ==
atalo] AAE B4 g PRFO) #ol Hgso 718 4
A3t F AAE & ol&dtd JAFME dusigict

At ZrEZ AA FARFL (29 Do #oh (¥
D] Hebde #Ae AA VAR roizich 1ghAlo] A
= dlo]A AH oMo 7HYALE sy HH WLE AA
3t dAloln 2¢tAlE PRF() &2 o|&3le 74qlats}
Blo]2 Ago]do] FfahE 128 HIES A gt N& A4
e glolh vhx| 3aAle = HAE WY @ Ng o
g3to] wlojx X o|Aw YA AMEEE AFHE &

e

sssl ued) (T )
aoa ) ([Lee g g guaeay || (*W)
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BS7} Z4r3te 128bite] Ad
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z3gch (2 D9 FRAHAAHAA 7HYAe Ho]& Aol
A Aol zpale] AR dge At lae 2
Aol YA\ gke o] £35to] HlojA oA T drh
o uf, 7}JAks} wloj= Ae|o]HAlelo] A F - FAHE u
A|A& PRFOSSE B3] A" 128bit 2719 A4S
o] g3t AFME Bl 43AFE FIT F U=
£ 3k (29 DY HAAE B3 At ZREEL 74 7
Zholl A @A E 4= 9l= reply ¥4 man-in-the-middle &
Az g2 A ohHsie 71E F7) Gl vl
A st AAto] 7hg sttt

32 80{He|
Aok ZREF| A ALREE F2 $o]5 HosH (R 3)
9} 2},

33 7t Xie| #ixy 9 x| met

Aok ZR2EZS 7] AF HAHE FYst7] el 71zt
o]~ Ago|dH} FAlo] 7h5d A& Thetsty] HajA o]
2 2ol YEYIH HYF 7HYA A FAlo] 75
A F714¢ AIZF A S Tl gk ol g Aol At
ZZESA g olfe At ZREZ SIA 7N Ay
2(LBS, Location-Based Service)& 98l= o] WIMAX
74N FAs7] fFelch #olx ZHo|Me] YEA
el 7HdA7E EAERE gobg Folls wo|lx 24
oldo] 71qlzte] 914 AB D5 23 ok YA
A2 AR D& 27 AF HAHAA AMEHE wARd] ¥
59 o] JEE F3 lo]x 2HHE 7IiAte] dA4 A
 ARE oty £ Aok 7R JAAR DolE 7Y
2o I4AR, 7t dA X AR, A A4E o]
2 2”9 Y, 7HYA7E FAs A dHe welx 24
ojde] HES A AYF HR Fo] £}

(& 3) m2}0|ef
£-o|(Notaion) 414 (Definitions)
58 711 ZHSubscriber Station)
BS #lo] 2 2#|o]4(Base Station)
By (X) | Ae] 34718 7t X& ¢33
Spp (X) | A9] 1718 B3 wIAA Xl i AR A4

Dy, 7Hizte]l A2 4K
CGert, x9] AFA
1Dy 7kdatel Q142
Dy dlo] 2 2efo]He] 14zt

Ne | R 4R 0t
Ny o] Ao 7} AR W
Koo pe 7JAe} vle]x ~H|o|Mo] FHE F47)

i) pseudo ;W FH
Mg M2} M, 2] A7 (Concatenation)

WIMAX £7| IS8 SMAIZ! BEGE PKM &5 215 Z2EF 261

34 27| 215 ZREE

o] Ho|lME 7HYA7t MEH A AT 4F 74
AZg 93 7] 9F ZREZS Aot . Alctd
A5 ¢1F z2EZL YEIY AMEATT 27] AFE F
#3 T UENI ol M 7tYAe} vlo]~ 2HOJA Ato] 2]
27149 AFHAL FYsA %z GHEA MEHI W
oA EAE & JAEE 3o o2 2Ho|AH 7R}
Aol 2 7|(PMK)IZRH T2¥€ AKE §Ald /% <
AEE styed, (29 2HY YESZ AYT 7Hd A
Mlo]2 AHo]A Alole] 7] Q1F Az #HAL 120AR
FEEA (23 209 & dAE 5FAAA € SRS A
HEd g3 2o

@ 24 1

@A 1olH = #loj& 2Ho|Ho] #ejah= HIEY I 7}
27t A]AsHA HE 7R replay 42 o%3}7] Sl
3 7hdA AHde] AR G N & UA Y4k

7F_1 2} : Choose a nonce N (41

@ &4 2

oA 200M = 7RI AR dF N o = FR
Dy & o] ZHo]He FATZ $IS}F F o)A A
Holdell Al Agdct o o, £oldl H D= Wojx &
HolHo] 7Idate] =uddE AAAE F2E FRo|H 7t
AAE HUE 5 A& HUAE L2 o o] FRE
sloj& Aujo]do] &l HR D E o]83dte] oF 7H9l
Zgk 24 7IQJAE FEAL oF 7ISIA o]F4dE BE

FE 9% ¥

AR - dolx 2HOA ¢ B, (N D) (A2

Generate a nonce Nss (1)
Eoyes{Nss. Dss} (2)
—_— 5
Generate a nonce Ng;  (3)
EpyiNps. Cerlgs}  (4)
Pidlaedub bttt L]
Choose a random Kss  (5)
X= EP.J-\.[&S) {6)
K1 =pri(Kss)  (7)
Y = Kl{Certss)  (8)
Z = signsx.(Nss| [Nes| [1Dss] 11Dss)  (9)

Eeus{X. Y. 2} (10)
—_—_—
Decrypt X, Y (11)
Verify 2~ (12)

(38 2) 7Idxtet Hlo|& AE|O|M Alole] £7| OIF Z2EE
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@7 304 o] Aglo|de A% ol AW p &
olgste] MEE F/H7] JAFME F230. vef Eval A
2 D g ol&dtd 719zt AFA Gt & FEY 5 8l
U9 % Z2EZL ui2 FE3HA €k whe vlojA A
ojMo] 7kIAte] AFA Grt & FEHFTIA wo]A AHo)
AL o] g o] Aalo] HAF P N, & AT

slo] 2 ~Hle]4 : Check Dy, and Choose a nonce N, (4 3)

@ 24 4

@Al 4ol M ol A Ag oA el HAF dE Ny,
o AFA CGerty ® ZFAAN A ADEr] HaA A
NN E o] g8te] ¢35}t

A4 — o) & ZEOlA 1 By, Ny, CGrtygl (A 4)

® A5

@A 5ellM 7hJaks Woj A& AHo]A L] FAIE o] &8}
o o]~ Xejo] oA HERE N, % Grt, e AFE
ot AZol ¢Esw 7HYAE Aol HAF oo 7)
K& AEgc,

7k 7k : Choose a random Ay (% 5)

® &4 6

@Al 6ol 7HAbE wlolA 2HolA BsolA HEge
AFA Grtyo ol 2 WolA £ oY F7R7] PUL
AEE AL 7RI o2 AAE 7] K& 4R
3 X oz g

AAA 1 X = By, (Ky) (4 6)

@ 9A 7

wAl 7oA ZRAE WAl SellA AR 7 AGE
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