O1F WIESIINEMOIOIM HMIPVEE HESH AAA 215 & A7 165
DOI: 10.3745/KIPSTC.2009.16-C.2.165

o] U EHZ(NEMO)olA HMIPV6E &3
AAA 5 H |7

i

% #.-z o g"-x 7 =

8 o

Mobile IPv6= 71yt ool ghatsh wiafghehiz Hold d9f w7k sh £g, T4 o] % dEA2 fopoldiz ujld Aad ¢t &
d2, ZopHQ oML AE 4 iz ol Zstslojop @l ofo] whel, Mobile IPv6HE 24¥ NEMO(NEtwork MObility)ol cigh <7}
olFo}7 i itk NEMOE o] ol ghubs} shu} ol4tel ol ehfelE ol UENAeh: dh9l2 Jol olgAd ATdch oful ktg
0} £ eh-E1E Bal Qleule] W&ahy] wjio] o A WEe] 2gie] Hagl: FHAE AT fybg vield Aol Fef vl

wAE A dE F ol

NEMOE ol 4 218 53 ele] vES Lo AFHor o] 2 4 iz cpkg olF T2E 2 5li, o)F 4 %) vEs2 %
& a9 WES|AY he) Q135S Sl ok Bt wgsolo o] UyHolch EH, <hHY AT Wk okl wiE Yro LT} off
of A A o] el ute} ubsl= ?{%’91‘3— a7 = A wetel] vk vt Soluct dad dAo|ch

B oERoM e o) glal chdst NEMO ol% Alubeled 77hA e delstar 4 Avie] 8 AAAQS S FAHMIPvGE: #-&alo] qhilgl o
P Ee9lF Y e x A wralshs Alndd gt A AdEE AR ¥ £ s ek AAE

=3 e e

7|19= : AAA, NEMO, HMIPv6, FMIPv6, NEMO 0|5 AlU2le, BE #ED HEH #Heem, F

An Authentication and Handoff Mechanism using AAA
and HMIPv6 on NEMO Environment

Kyung Choi’ - Mihui Kim™ - Kijoon Chae™"

ABSTRACT

Mobile IPv spends considerable bandwidth considering that its signal volume is proportional to the mobile and also it should be
strengthened to support the binding signal volume, the traffic, and effective mohility. So, the study in NEMO(Network Mobility), an
extended version of Mobile [Pv6, has been conducted. NEMO provides its mobilitv by putting several mobiles and more than one portable
router into one unit called as mobile network. Because nodes access Internet via the portable router at this time, it receives transparency
without any additional work and that much reduces binding signal while solving binding storm.

By supporting mohility, NEMO is able to have various mobile structures which realize several networks hierarchically and it is
necessary to improve its safety and securitv by authenticating among the upper networks or the lower ones while moving. Also. it is
extremely required to begin a study in the device to improve efficiency accompanied with mobility, which is executed by the fast hand-off
as well as the safe authentication.

For those reasons, this paper not only classifies various NEMO mobile scenarios into 7 ways, but also provides AAA authentication of
each scenanio, the authentication through the safety authentication and fast handoff authentication using F+HMIPvG and the way to reduce
both signaling volume and packet delays efficiently during the handoff.

Keywords : AAA, NEMO, HMIPv6, FMIPv6, NEMO Movement Scenario, Fast Handoff, Hierarchical Handoff, Authentication
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NEMO(Network Mobility)ol] chgt |75 husts o Fof
A3 ek

IETF(Internet Engineering Task Force)2] NEMO €%
agoAE HENZS olFAE AUsE NEMO Basic
Support Protocol [2]& #Igtgles oje} #e g cjeks o
7t A n ok JEYA o|FAL 9# NEMO:= ]
% Z$E(MR: Mobile Router)& o] &% o]¥A ¢ %
ol¢} & E o]F :==(MN: Mobile Node)E¢] °]&3} &l
g FHd P 9E4E AUt

MN £& MRo] olgste] @A) £3 YEYA7L ol t}
g =dl JEHAR olF A, A9 F oo]HE(HA:
Home Agent)olZl MZ& Ao iz FE5HaE F4%
th ole 3 dde] HAE = Zeln 3, o]F Alvict
A= ZE 9 B2 H7 AEa #7 4% Ad 2 #42
£4o] WA gl

oleigt FAEE fAst7] sl B 7HA] dlAUFo] At
Ha gEsEded, 21 F wE JSE wAYE
(FMIPv6 : Fast MIPv6) [3] #} A& MIPv6(HMIPv6 :
Hierarchical MIPv6) [4]7} Slch.

FMIPv6E MNeo| ¢¥ ujlog o]F A Zod =
ex Ad 9 7 &4 HAigstuz =X Fa ¢
wrobg #ekslch. HMIPv6E: 2|9 oA nae HE
bl o 24 MAP(Mobility Anchor Point)S =13t <%
Erduiel o] WEQT 43 A] MAPS °o]&% d=o
4z 7+431E F3 MNI HA Abole] wiAlx] ¥& 3
FAlOl A1 EY 4 JeE g

ol A M=o Fof U3 AT Wk ohz} ¢HHF o)F =
E QFE 5% olF UEHYA B AFE Fol7] A4
AAA(Authentication, Authorization, and Accounting)ell %t
AP6]7F ol FolA 1 Utk AAA MH|2& g 71E &
opdz E¢] AF7} olFoA R e AR, #E AT
= Mobile IPv6E #18 AAAAT6]9F tEo] NEMOd #
£3 AAA[T] 5ol 2tk

NEMO+= ©olF WESZ #74o2s nd ehtH, oF

c@ tl)mu

MR4's HA u) Ly
-

HA

AR HA : Home Agent

B
| ™ S
llm@ : @SH! SM@ @Hﬂl
B o= B sm@r
& MN3

hR‘

(32 1.1) NEMO AHIE =

ZHE, olF xE 14 == F9 gdg P& 2 o]Fo)
ahgsty, olmf FH YlES A(Nested Network)E o] F4l
"o (Id 11 #2)

NEMOS] 34 WESA 7oA Lyst= ok o]&
Alvte|2.gf olof] @2 P=0Z A A Ad @ &AM o
71 A% vE& Hasehs et A7 By, o gy
A=QE Al Zt MR, MN 59| xE Q%8 Hgsld Zay
&4 (Flooding Attack), 2|tholWE 22 (Redirect Attack)
59 DoSEZ 59 dPorRE Mok 7a}sof sl

NEMO9] o]F HENA #7clxe] AAAS HEd <
F Wl B AFE olFoHAY, FH UEYZ 34
T o o]F B74L % wE YgsoT W AFs
58 AFe ol FolAA £ HAHo|r}

w2}, NEMO ©|% dHESZ #74o)4 MR ¥ MNe9
°ol% AuUZles Heldn, Z olF Aluzled &L&H<
915 2 Fy=ox Hhoks A A|ghr)

o]& 98] NEMO &7 2] FMIPv6 EQlo2 sl #
A9 E4E HardEes slv), HMIPv6E go] & £8ho]
o YEHA ToleMe] =X HAE Zo 7 A
% A Ba3 2 7 A v LS Fole EFE Fr)

EE HAAY ZEE I 9% 7IHe® AAAE &%) A
£3tv], HMIPv6 58 A £9%¥ MAPolA AAAL d&<
zo] £y oM F{AHS FFich
olF Alvglewa F+HMIPv6E #£3t0, AAAS o] &
g o 9 fleox AARE A AEY oo w2 ug 2
4% 48 Fa 5849 and e H5dd

2 =59 AL g8 #rh 23 M= NEMOY %
2 FMIPv6®t HMIPv6e] ZA3e Fefol #ste] =9 %
NEMO9 A e] AAA ZF Axtell #sle] FHofgic) 33 o)A
£ NEMO9] ol& Aluile s Adsln olF Aluegled
F+HMIPv69} AAAQS Hag AfHe weks A E Y, 4
Fel A= Algkel Wete] vl && EAstn s H7h Az
9 ohHA BAS 7@ niH o 5FME HAES

ol =
o

2. #3 HuF

2.1 F+HMIPvE

FMIPv6: #E = Hal8 Faf d=ox A 244
& AdE A9 9 g7 E4E FNEF AN,
HMIPv6E A3 Aladd 228 Folaa #gks] At

[Blo] M= & 744 eS| A e F+HMIPvE
o tialA =olata glon MAPo| #Hile] mojle] &3}
= Access Router(AR)#} ## ¥l [P F24, IPv6 Prefix, ¥2
FA 5o UF ARE ¥ <3 gy @ =9
o] FZoME MNe $XE dehle 37HA e
CoA(Care of Address)7} ¢lch.

RCoAx MNo| 4% MAP9 %vllg ¢jmjsti LCoA
(on-Link Care-of Address)= @4 olF vES]Z M9 #



RtSolPr
RtSolPr | Router Sobcitation
PrRtAdv for Proxy
PrivtAdy - Proxy Router
FBU Advertisament

HAck FBAck : Fas! Binding
FBack  FBack
7 e B kals

Ut

Connect
FNA

(32 2.1) F+HMIPvG BHE sHEZ HMx}

& veR)E PLCoA(Previous on-Link Care-of Address)
o 2L olF YEYAR oF¥E w AEIA 2
NLCoA(New on-Link Care-of Address)& ‘hilth,
t}&& F+HMIPv6Q & =0 = HaE Jehct
+ RtSolPr(Router Solicitation for Proxy)
MNo| MAPel| £3&] 0= AP ARE 27] fla] dF
+ PrRtAdv(Proxy Router Advertisement)
MNP(Mobile Network Prefix) 52 ARE T #sid, o
ARE T3 MN2 NLCoAE 43
+ FBU(Fast Binding Update)
PLCoASt o] E3lE ol WES A dlsiA MNo] HA
§ NLCoA9] v}l 2 MNe MEE A2 #HAL A
gdat7] A HdE 4
+ HI(Handover Initiate)
NLCoA H%
+ HAck(Handover Acknowledgement)
NLCoA & HA & H$
+ FBAck(Fast Binding Acknowledgement)
Je=o = HA} FH 4¥
« FNA(Fast Neighbor Advertisement)
A4S 4. FNAS @2 NARS HY S F3f dduwo}
AZstn el A ES MNelAl A%

2.2 AAA for NEMO

AAA(Authentication, Authorization and Account) $13%&}
T2 2E F 2 HEg FE HH3E 93 7] 2lE
Aggict, olE 98] Attendant, WE =wgle] AAA M,
¥ =dele] AAA MY 5o <lEJElE o] &3t [7]

2.2.1 NEMO AAA Architecture

(18 22 NEMO AAA 99F +z&5 el
DIAMETER Z&E &0 7| %3k}

MR2] AAAH server= MRe] tjg Z2ads ®F3
%, MR#¥} long-term key& &r3tcl. VMN9 AAAH
server® vhE7RA 2 VMNF long-term keyE & §ch
AAAL servert WHE-3 VMNoL MRES 98] AAA =
BAIAE a3

MReo] olste] 245 mole] F&§ 49, MRS 93

012 WESINEMOIIM HVIPvBE HESH AAA 2

20 915 167

ik}
e

Foreign Domain Home Domain of MR Home Domain of VMN

entry point. Atlendent extracts identification

and authorization data sent by the MR or the
WMN and forwards them 1o ARAL in order o
reques! authentication

(22! 2.2) NEMO AAA Architecture

< 23 AL Fowolof g} Attendant= ©lF k=7t
R ool A 74 HA HE3A e 9§ AEERA
olf wE7t A$dtE HAZo diF F3, A, BF T
AN #88 4 vk AAAL A 4 =oliQle] AAA
o1F MBgA o]F xEZREH AF 84S FAsE HA
AttendantE ¢1F3stx oAz e] NAIY & F4F &3 o
F woo F s #2435 AAA F MR AEd
th. AAAH M¥= & Evle] AAA 15 A EA, oF
29 QFd BaF QF FHER TAHE Z2Ue #
23t ot olF =7t BuUlZ UF FBE 7|HeE o
F kEo Oig 9F Mzl #AE APstn AI}E AAAL
A2 A4gd

2.2.2 Inter-Domain AAA Procedure

NEMO: 9% =ugl dEI H&EsA 59,
inter-domain AAA procedureE -8 3tk MR 9|4 wu
d HESZe AAAL Auig} SAE 23 A €719 MR
ol ¥ =uj2l YEAd 2 AAAH MHE F3f 15 @
ofof gt (2% 23)& inter-domain AAA procedure® H
o} #f,

+ AS(Attendant Solicit)
MRe] Attendantell Al Huji= wlA]A 24, IPv6 router
solicitation WA A& AAA F4o2 #Fad oAz
+ AA(Attendant Advertisement)
Attendant”} LC(Local Challenge)& 33 AA vlA]#]
E MRoll Al Byl
AS wA1A] glo], Attendant’t F71HLo2 AA WAAE
BREJNAESVE
+ AReq(Authentication Request)
MRE LC#E long-term SAZ %% 31814 CR(Credentia) &
Fl2S=R
AReq "IA1#]= NAL RPI, H@, HA@, LC, CR& X%
A dEgch
- NAI(Network Access Identifier) : MR %= VMN
Adsts AR,
- RPI(Replay Protection Indicator) :
Random number.

o

Timestamp £



168 ZEMEIZZ=2XC HI16-CH H2E(20094)

- H@ : Home Address.
- HA@ : Home Agent Address.
AMR(AA-Mobile-Router-Request)
Attendant™ H¥ W HHEEE AMR(new DIAMETER
message) 2 HHECH
« AMRE H4¥& AAAH Mu& vzl 4% SAZ CRe
EudaA Agwe LCaat vlitslA 13 d)
AAAH M¥E F3Y 7] 5 %4& e
- Key_local @ 9% W& Euile]d AAA Z2AAHE
23l AHe-s = ).
- Kev_home : MR¥} MRe] HA 7+ 9l gl deg s 9
o AMEEE= T
AAAH A= SP_HOME#} SP_LOCAL % 719
Security Parameter 484.
AHR(AA-Home-Agent-Request)
AAAH A¥= HAIAl NAL RPL H@, SP_ HOMEZ H%.
HA% SP_HOME$S o] &84 key_homeg 44.
+ AHA(AA-Home-Agent-Answer)
HAE AAAH AdelAl &2l wA A& A4 NAL H@
3
AMA(AA-Mobile-Router-Answer)
AAAH A8 AAALel#l NAIL RPI, H@, SP_LOCAL,
SP_HOMES #H%.
AAAL A& long-term keyE ol &34 dAAE H3
3} 3 F MRe| NAIE 433 F, kev_locals 4.
+ ARep(Authentication Reply)
Attendanti= MRel 7l NAI, RPI, H@, HA@, SP_HOME,
SP_LOCALS ##.

MR&  Attendant(AR)°l Al ASE Huj3, Attendant=
AS ulAlzld] g e LCE EFF AAS Huid
MRS & LC#HE AAAH M9} F#3sta A= long-
term SA(Security Association)Z o|&3] ¢+& 3}l CRE&
ghEDh MR2 LC, CREHS E§3F AReq vIA A& Attendant
dA At £ AReq "lAAE AAAL AH7F MR
F =oolE A¥s==E NAI dBst 44 FZA(Replay
Attack)2 WA87] $1% RPI ARE T A4k

AS |
AS : Altendant Sobcil

AA AA Attendant
Advertisemenl
AReq AReq : Authentication
AMR AMR - AA-Mobile- Router -
AMR Request

AHR AHR : AR Home Agent-
¢ Requesi
AHA AHA : AS-Home-Agent-
AMA AMA : AA-Mobilo-Routor-
Answor

AMA ARep . Authenbcabon Reply
_ ARep

(212! 2.3) AAA procedure of MR : inter-domain handoff

Attendant”} AReq ®lA|X& wowl 2% DIAMETER
Azl AMR ®IAZE dEs]A R Sugle gl
AAAL AWl Al Mgt AAAL AvE= NAT D=8 33
34 MRE AAAL AHollM zAAHo= Fe YRg 2t
I AA g e #9dsd, AMR WAAE MR
AAAH AHolAl 299t AAAH A7} AMR oA %]
& 2o ne dAg SAE olfs CRE #353tstn LC
wt A3E dasA MRE Q15 AFo) HAFHow
o]FojAH AAAH MMy F /el ¥4 7], key_local
key_homes AAdgch T3 AAAH MulE MReIA
key_local?} key_homed AA4¥ 4 UEES SP_HOME}
SP_LOCALZ A4 %t ol2fg wet dev|eEe MR}
AAAH M9 2t long-term keyS AMg3| o3 shgict whop
AMR ulA]#]e] HA F47} gickdl AAAH M= MRS
#13 HAS €33t}

AAAH A9+ AHR "4 22 E3 HAol A MRe] NAI
¢F SP.HOME #HEE <¥r}l HAY SP_HOMES o] &3
kev_home2 AAsl:, AHA tlA]A & 8ol jA|xE
o} AAACSl AFE AAAH M= AMA ®lA]AE AAAL
Mujol Al AFdrh AAAL A¥E 9F 5903 374 AMA
WAl A& wow Jong-term keyE o] &3] wA NS BF3}
3t MRe| NAIE A %33 key_localS 44 %o},

AAAL MY Attendantell Al SP_LOCALS  #|2|&}a
AAAH Awe] A g-& AMA A2 & W43} Attendant 7}
AMA ®AZE @wed MRe] UFHUALTE #9sta MRe)
HES A YH2E 83t £ Attendants MRe A&
ARep "IAA& F8 eiFeh

2.2.3 Intra-Domain AAA Procedure

NEMOE 9% =dl EZA uolA olFstAl =¥,
intra-domain AAA procedureZ F#Fh (2 24)¢
intra-domain AAA procedure® YEFITE MRo|U VMNS
AAAL AMH el Q1% HaE AXE gt

+ AReq(Authentication Request)

' AS

AA AA - Attendant

AReq AReq : Authentication
AMLR | Yogled

ARep

(2! 2.4) AAA procedure of MR intra-domain handoff



MRS CR_L(Local Credential)d Attendantoll 2l 4.
CR_L& CR# tt2, key_locals T3l #4se= AT
aE.

+ AMLR(AA-Mobile-Router-Local-Request)
Attendanty= A% & AB 52 AMLR(new DIAMETER
message) 2 BT
Attendant= NAI, RPI, He, HA@, LC, CR_L2 AAAL
Aol Al dE.
AAAL M8 oln]l A2E key_local ol&3 MRS ¢

=

o

+ AMLA(AA-Mobile-Router-Local- Answer)
AAAL A8 Attendantell 7l NAIL RPI, H@, HA@3%} &
A % A3 AE

+ ARep(Authentication Reply)
Attendanti= MRel 7| 1% A3E HF

AA A Re oiF 9o MRS CRLE ®§d
AReq WAIA & Attendantell Al E9ic} Attendant= AMLR
DIAMETER A2 & AAsiA AAAL Aol Al AFgcth
AAAL M¥7} AMLR #AIA& wod AAAL A¥e A
249 kev_local ©| €3 MR2 %33 AMLA wAAE
A1t2 Attendantol 7l 2ejFchk. 22W Attendanti= ARep
AR E B8 ARE ALt

2.2.4 Authentication of a VMN

uH#d MNe| NEMOS] MRel H&ste Z$2, (1€
25)8 & AAE Zeoh

ol MRS Attendant® F2Hgtch, <% Ha #4AL
inter-domain®} +A}8}ct,

MRo] F714og AA vAAE BHREM2ESHAL,
VMN2| AS vlA]z]e] i3t o g AA WAAE HE3
c}. VMN<2 VMN2| AAAH AMwe} #538k= SAE ol &3
CRE #Asx MRAA AReq #WAAE =Rk MRE
AReq "|A %2 DIAMETER A2 2 #H3g AMR w4 4]
& MRO AAAH AWl dA$3ch. AAAH_MRe| AMR

s .,

A
AA
AReq
AMR
AMR
AHR
AHA
AMA
AMA
ARep

(22 25) Authentication of a VMN

012 UIERISINEMOIMIAM HMIPvEE HETH AAA 2

gior 431 189

—

0¥}

A Z & o AAAH MRS VMNS AAAH Aol 7l
Agsicl, AAAH_ VMNES VMNE o1Z&ch o] o)A
inter-domain AAA E2A A A e} wlRIFAR kev_
home, key_local, SP_HOME, SP_LOCALZ 44 gt ol
# 91Z A& inter-domain AAA EZZA| A9} P}

g8 YES A 29so] = NEMOJ H&EE VMN
& NEMO7F 34 AH& wydets 2419 HACA $17
2 5238 gav} Q) o] olF FEAel NEMO9 F8
F7golck[2]

237|E o7 g

Mobile IPell ¥#3& <+ IETF(Internet Engineering
Task Force)®] Mipshop 917 25l Mobile IPell #3t A
5, A4, A= M3 Fo] Y AF7 AYFol
t}. Mobile IPv6ellr #M=93ze} H#stel FMIPvES)
HMIPv6 5o RFCE2 ZE= ey, o]& &3 s o
TEo] &= 3 3t

3 Mobile IP $7el A 718 o] &8 UF A3 AAA
g o83 AF 5 A5 #HF B2 A+ 50 FY Fo|
o, AAASIZEH HMIPv6S FE38e 159 ae4ds 37t
Sh etel] &g A[9] Fol Utk

NEMOs} ##dg 94+ IETF NEMO % 2gFA
A& o8, NEMO Basic Support Protocol RFC39632. %
dEEden(2], ol9jdl NEMOYAMe H=Q el A
Aol QFo] #F AF F oFd Foko Ayt WYF
oj},

Yoo Zo #AF AFE WE F=QoIE 9T FMIPYE
¢} HMIPv6E &35t =2 4% ¥4 A+10]¢
NEMO$} Z%g HMIPv6ll A HEFH LS o] & H=2
Z A4 71¥[11] 47+ 5 NMEOoIA wg I=o =g 9
3 AFE0] Utk

3 NEMOOIA <153 #agt A= AAASH dutd
AF7} F5 o]F 3 9Ed, AAA for NEMO[7]7} draft2
AEEAoH, olge 7|E o|&F ¢F WAYF Fol 4
751 gl

kx| gk, ob&l NEMOe| tlgh QlZolu} =9 Lol 33t
AT 893 ATEA ¢S Fieldy ¢o g NEMOe
wok B AFEo| e s ofof g}

£ NEMOOIA olF A WAlsts Al1dd 43} A4
S Z0]7] 9% WE =0 xel hHE AF L EA A
dsh= B wetel wE AF7F A3 dAolch

3. Metsts 215 U HEZ HES Yo

& FolME 2%elM AuE NEMOo A F+HMIPV6E
Heg wE Y=ok AAAE o] £8 IFS A8
FshE WekE zlbgith 4 olF UESHAAS olF
AueleE 77k Bestm, Zk Azl EEH 9F
I e x dokd A Fc)
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71& AAA ¢1F w6l AY olEdte FuEA
e Tudls F s AAAMWTE oAz wdE
£ QAZFHYE ATz Y oML 2y
NEMOo| AgstA Aot AAA for NEMO[7]E 79t
el

NEMOE 0|54 ez & vEYA 877, ¥
Wk o]Fo] WY 4= glm o2 Qg 9 YESA Lo
ol whgo] zt "} EF oF A AFH ESNZ 84
o] 448 F5 7] W&o old 8§48 nF s
9} 91% Wiohg wi#sjof dc} XY olFAE 1T
vlylo] HMIPv6E £3 =g 2o Alady RcEg Zo
1, ol¢h o] 952 AYeS MAP+AAALS ol &3 &
do]HES] AAAH M¥& didls] A Q1F Ae] & 7] +
g Fozx H7 A% IFE YT B #E o)F
o B W oz 9 deox HE FYFeEM FE
e A slseg §icl

3.1 NEMO 0|8 ALzl

NEMO9| t}d o5 AU E F o33t 2ol 4714
MN¢] o]%3} 37k MRe| ol&ol thajA Fejgrt. [10]

(28 3.1)& MN3#} MRY °lF Aveed ®oFa 3l
ot Z Ay QdA olE e Mg HAR oF F, A
Ale] MZE FAE MAPOA 2P 24 MAPe] elst
= uelg AAE dlolEd.

Ae]L 1: MNo| o] HE ] Eoj7h= 2%
AU 2 2 : MNo| o] & HES Ao|A o|gst= 4%
Au2le 3 MNe] o]F Y ESAE WHsts AF
AUl e 4 Y% MAP =9l ol ARE #Ash=
A

E T2 MAP Evj¢log ARE W7
3%

Agels 6 = ohE MAP £9¢) Ul o]F YES

Aas A4 A
AL}e] 2. 7 : VMNe] Nested o] HES 2] S0|7}

£ 4%

Avele 5

32 HMetste Aluizled o % #ee= Hi
MAP1 - MAR2

M v

AR AR2 AR3 - AR4

P

g QuION O
: @’. @L .-' | --.g.ﬁ,;.-'r----*""

(22 3.1) NEMO OIE AlU2|2

3.2.1 MNe] o]is HE$ I Soj7l= AL

ARl H&3 9 MNE <% Y E$A2 MRl &
7k71 $l8) ARI1elA] MAPeAl &3 gl APARE 7]
93] RiSolPr "lA|ZA1E Btk AR1S MNPARE ¥ g3
PrRtAdv "A|A & A4$sx, o]F F438 MNS MNPE
%3l NLCoAE A4t ulQid Addo]EE 38t7] Aol <l
S 8 stz s MRICNAl AS wIAAE H48
i, MR1& LCE 3% AA WAAE MNojA #A$gc)
MN< key_local ©]-€&14 CRLE 484 MRIA <
Z 2% vlAA AReqE 2uith MR12 MAPI1+AAALe 7
AAA DIAMETER d#AA|2 dgste) AMLRE A4
MAP+AAALL key_local® o] &&A4 MNE 15% ¥, 3
7 wAA] AMLAE MRIoIAl d438t3, MR1 o] #jA]#|
Z ARep2 H3ste] MNelA H4 gt

915 Aol AFHog 3 MNS MAPl+ AAAL
oAl 44 NLCoAE S5317] 913l vild SJdlo]E A
A2 ¥tk MAP1-AAALS NLCoAE A A ¥, MRI1%IAl
NLCoAE 3§ HI vlAA& H438tx, MR1Z NLCoAS®|
&4 7AA F HAck wAAE MAPI+AAALS Al Bich
MAP+AAALS AEH¢ == Az F5§ dele
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