Design and Implementation of Double-Key based Light Weight Security
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Protocol in Ubiquitous Sensor Network
Yonil Zhung' - Sungyoung Lee™

ABSTRACT

Ubiquitous computing supports environment to freely connect to network without restrictions of place and time. This environment
enables easy access and sharing of information, but because of easy tmauthorized accesses, specified security policy is needed. Especially,
ubiquitous sensor network devices use limited power and are small in size, so, many restrictions on policies are bound to happen. This
paper proposes double-key based light weight security protocol, independent to specific sensor OS, platform and routing protocol in
ubiquitous sensor network. The proposed protocol supports safe symmetric key distribution, and allows security manager to change and
manage security levels and keys. This had a strong merit by which small process can make large security measures. In the performance

evaluation, the proposed light weight security protocol using double-key in ubiquitous sensor network allows relatively efficient low power
security policy. It will be efficient to ubiquitous sensor network, such as smart office and smart home.

Key Words : Ubiquitous Sensor Network(USN), Sensor Security, Sensor Authentication, Double-Key Protocol
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FOy = AuldlA K= S8 &9 A%
33 HE7| uA & 22| =2EZ <> o= 7 AA A AR oF s 7t

e FoheA Aok ohad e SlsA vk gy S A s gbe) 7] A e e v A
jﬁiﬂffji;”;ff; 37] Uij}‘ffﬁﬂj ; (1) AW — AA] = ¢ By [ SNy 1| KCy ]
;]; gaﬂ e e ;;}‘;M e 711_@;}1;4;_; oy (2) AN w2 — M9 BKs [ SNy || Cinso I SCe
o) W o]\:}eﬁ}x];} A S:EESL] ;;%ok% Aﬂ/‘\% e (3) AH : DKs [ SNy Il Cinto 1 = (SNv | Cingo)
o o?] /ﬂlﬂg].;Lg .7]5 xgxég?;ﬂ e g3 ﬂszzst/\]ﬂ B = AA == ERs [ SNyl K ]
s S Cono e e E @) AA == DKs [ SNy 1= SNy | < Kz >
7l FA 7 A the duese e 77 AR wE o A8 FOo || SCee
Aelet 22 71& FFeEloF shed AA vie BE dae -
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A so] g 7% Ryl gl ANE BN AN $H GRAE o8 2 ZEEES FadY] AdNE A

2 PEHE A $UE ¥ Sk QU "ok AMe A% 9] F3 A4 w2 3¢ wel Z2EEe A 99 0

@A) AeE WA gskedE P $¥ol & A% PEUESC asith 41404 HBY B zZEzol

£ 3749 deolA EADF 9N doe AR B Aste] Aush A4 =9 wek PEUE Fxo|

BRE AL A% ANE A4 TS dEARA DA dlel AT 42800 TR A% we ZzED
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9] B9 248 A% 4 ook tstol 4w,
2 AR A4 wme S
7

S A HE AN 27 B ARE Aol Hol d 2 =

2 2335 A dloE e o] ®A Hrh o] AS AEg Hot TREZE 93 2o AXUEE A 24
oln] A wHof YR 715 AHEE] Wil s " AW Xgto] He Nt AXVEY AN =& Zo] IgHE B
AA == 7o 7] BAE 93 AF5S & 4 9A doh A ot AEXVUER o|Fojx] gt £ =Fe An &9 8
oA A w==ok 7] WA e HE A2 78 oA o HAZYEE fMFE2 A4 dEYA B #EA
Ao Y 718 BiAM dTggE dta v Ao A4 (Ubiquitous Sensor Network Security Manager)Zhs H 3
stAl drt. of B 3T AAMTE obd Aol 7] gho] & o2 AYsA A, AM &9 He A¥xEE A
A A 7] Wil ezt gl AN =T HLdE o Bot AR (Light-Weight Security Manager)o)ghe 3
ol Aol Hol 9l Ag 718 B34 dolHE HI o2 HYgFM Abgdith E 411 e A =9 Mot
atal Al g 3ty wiiel <HakA Ealvh sl At ATdES fuFEH2E AA HEYZ xet AR
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AE ot7] wEd 3o FARY FAL AA gt E F module)? Ho]8] A% #E] BE (Database Management
AA Hel gtk Atd ZREIZL AA wx9 =0 module) e 71Z2] Ho]E ﬂg] Ew&% A g @ s glon
ol gtes AAEHAT] widd AN =2 A2 Haw EgAoz EAe & 4 uE HAAF A MALEAL 1
Wﬁ}?ﬂ HA71E B8 F 7 v AFS dagselnn Fatgdnh SuHE s A EYT 2o BERA 7}
& F ik HEY AL v 2o

4 CEIIS 0|23 22 Hol ZRES 73 e % Holy B4 (Low Data Analysis module)
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2e 4 ok A4 wmE W 35 doleg false)  HCIHES SHEE eyt Se desh A4 8
Fo A Aol o] B2l Al T 5% Ae
Aulol e A4 LEREE £ dolHES el B4, o
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FHHow Bl BEE AP mEg AdHow Fr [0 ” USNSM ] | okl BN Bl |
WA Akl BE Y mmo) A8 ¢ slud oA — e |
& AN edAAY o] B, WA P was | o | Pl B

S Maragemert 1 Decryption
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% rlo
el
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AN = st de] BEAE AlAA ALEaHA 5
ofd A7 Adsty #Y e BEoTh =9 M &
22 MMt glE AlFe] |gEE RS se REolth

ECER ERN RCI I E N R e
a3 pel RES 3o A9E o) A,

T4 '
Hole] 4 ZgoX= Hd Aol i FloHE &
E°]

thoo] BEJA A =E2FE & FolH
FEO

AZ dole Mg ZE (Measuwre data Analysis module)

By Fo| TAAZRE B A #AU B} gn
o SN nere] AWS A s Aol AH =
wgolth, net AN AN ==o AHRE DYF W
[e)

s tlolE] A # B XE (Database Management module)

dole A4 #E ZEL AM =Z2RE L HoHE
AFeAY 8 $8 Z2addr AT £ JBE Ay
ste REojth ®E dojH B4E YA G2 WEY
olut Al FAR RUle 9&L 7] gid &y T
#g Mo BEF B B3-S st ZEo] gud
5

o] et = Aol 7

Hule deojy 72 AAe AF 2 7] wg & o, g
T AN =2 B HEe WA dM =9 JHE
HAE v dAgsA dch

AM =227 dEd dolert g AA wsoA & Mz BE delee F&F 2 Hek #d 9He 7]
ok dolHd Aol Agsts 2Eoth WA gxg 9 A8l Abdote FEolth 1F, 7] wFHy 2 doly wg
HolH et 433t HA @ FEY A == HRE H 2 AAY AE A" WA 9 Ad 14 wAEE AgE
WA FAEAAS A "o £ AN =zod wmd A& HHAE bl Node ID, Packet Type, Length
AlFFe] 72 E(Secure Counter)E oW 3G oA w2 BEe AYe Uox 22o Fao wat gyl FHolA
e vlasted FAA, 7H84e A "ok ol # AEe] He TR
HFE A A WEYZ HE FRA FARe] F7 0]

94 HH Hel HHl A4 HE) AFE HUA FHA 4.1.2 AX =25 g A 1ot ALA)
gElA sEHoR gAE = drh 3 uSNSMI Al AN wmo ¥3 HE AT 2oF BERpe TRE (Y 6)
A wsel ok A 2YRES B} Stk 4% 2 BYAE AN w29 AGH ool
1 byte 1 byte 1 byte 1 byte 1 byte 4 byte |1 byte
TNnde ID [ Packet Tvpe\ Length [ Dalalypel SL I SN [ Padding |
B | byte 1 byte 1 byte 1 byte 1 byte 4 byte 7 byte I byte
l‘ Node ID ] Packet 19;)9_] Length [Dalatypel SL l SN | Key l Padding ]
Data type : diole er
SL D o2 B3N
Padding e
SN AT 8Y 8%
Key T s3Il

(2! 5) uSNSMollA MM === HifE Bjzle| 72
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Packet Compasition } Sensor Key
| i T s cas__p &

E ’ Initialization Management |
| Middleware LWSM 1 | — :
o Encryption Secure { | Security

| Compare || Level
| 03 ‘ | and ‘ Courtter ! ] Decision
— - 5 Decryption | Generation . ‘
\ Hardware ] 1 Command Analysis

Sensor node

Light Weight Security Management

(38 6) dM =E=of Zak 2ot H2[A} 7

e |7 A EE (Packet Composition module)
AX E=golrt F3 A g dolHE FH9S
2 2 HeolHE Aol 7Med AR FAIE BEC

RE (Encryption {and Decryption) module)
dM ALz deolHE digdE IJAY 55
ﬂﬂo}w sgolty, AA #H7 74 EEA
o] el HW gus REH v g BE
Folx Ay A "vh 4EE BE2 A4 =&
F € o APFoz Ao o)A

vt slEdel Aoz s 5%
S #AgAel o5 AMY T Fo 2A & F
s dA Helth

bl ofy i @ °

AW mﬂ ok
o
JFU In

[ @(’ !

2 ome 2 ojo 2 ki
r.“>_‘:4
Y-
N

o

d b

o b
o
N

#Ho] g EE¥ (Command Analysis module)
o] J2 RES MHZRE & PHog F4& e
ojth, MHREE & dolgld] e oqH FHE&

of A& AAMM e EES TESH Eoh

Sensor Initialization module)
T 90E U xUgE g BEolth

r__);‘_?
2
S W,
X
o
3l
i

ot
o
i

e 7] B EE (Key Management module)
AN w=od A AAgdtE 718 AR 2 Aelste ZEoTh

R MICE R RN
Agsre maolt,

exol gl A% TE (Security Level Decision module)
AWM ZEE Z& #Eale] 870l oA Het YHEE &
AmE e REOT duEE o437 wd AS A

WA 52 AL ¥ % Qe wEoH A4 wEg Ad o
Ao} A4 wme] EAZ U] ¥H g 24 & F
A ahe 2ol

o Ao 712-H ‘@” 2% (Secure Counter Generation module)
AA oA Afsts dHolHe FEAM-E B3] ¥
A AAM =z delA AlFFo] FREEE AAStY F4 4

ofglo] xF A g Yle HEoth

AN =28 9% FF Bk AAE 757 A A
A wE stmdgo] Al <H 2>9 Z2rh AA k= F
Aol HE AF H BEAE C dd®E d sk

(E 2 MM ==9] 3l=90f Ap
%5 4%
CPU ATmegal28L
flash memory (KB) 512 KB
EEPROM 4 kB
SRAM 32 kB
Re CC2420(2.4GHz IEEER02.15.4,
250kbps Effective Data rate)
System Clock 8 MHz
RF Clock 16 MHz
Operation System Qplus
Sensor LE FEXREIE DY 229
Power 3V AA battery ZEA

&AM wzellq HE e HRlY FxRe (O D
7”’/} % 7)o A Node ID, Packet Type, Length H&-&
Qplusel Al A% sjzle] Fxelrh 2]l Data type,
Time Count, Swro, Time Stamp 52 F&& AZ Aod
Hel A FFo|th. A4 Node ID, Packet Type, Length
RES A9 ex FE g5st Art doh B R
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1 byte 1 byte | byte 1 byte 1 byte | byte 1 byte 2 byte 1 byte
[ Node 1D | Packet Type | Length | Data woe | SensoriD | ADCH| ADCI] Secwe coter| Padiing |
I byte 1 byte |1 byte 1 byte 1 byte 2 byte 2 byte 1 byte
| <
| Nedelolpackenype|Lengmloamypelsﬁsmm data 1Sm-ewn={ Padding |
1 byte 1 byte 1 byte 1 byte I byte 4 byte 2 byte 2 byte 4 byte
‘\ Node ID [ Packet Type ] Length [ Daua:ype] s.arsorm[ Secure Number | con l Semwmr[ Padding
Node ID : Sensor 't E¥ ID
Packet Type : Hi2!2] EIY
Length : AIDIEfOl &8 M A2 o
Data type : diolg ery
Sensor ID C MM EZID
Secure Number: AT S
Caro MM AR
Secure counter: 4K Al 2126
data : 27 ol
Padding CHE
(28 7) HM =0 MEEe mzle 7=
oA Abshe fFHIAHZ A HEYAAA TEIE © o Cr+2 Z2afg Holglth F 7HAe] Z2EZo] M2
% AY B ZREZY AA mEoA Hl Ao T HolHE FuitowA dy71E et d5s ¢EsH
F8 A0S A AR FRe Wtk 2F MM xsdd A
Fd 34 dHolHE MM BRle 7|2 7L 7 byte (2% B)ellM gZef AM =y FHate ZREZe
olm}, ©el Aol HEH Fole 10 bytel Ak 2 ¢ 7 Az MU EFE & dold F Data type? SL F&&
2E 9%, 7] 3A a8z AN =9 dE® Fo g AT B4 A AHdA B wARe FFel uet
22 AuoAd 278 dolH dE3 o] Hol dFoz A A A FFRE RS AT BY MBY dF
ARgEEHA "t = 10 byte, 17 byte?] 7 74 27 ZEEEL AA =ERiE dgd HolHE #4435t A
= AAgleh ANz TR Q% mzEZo] B2 3 Wk A
=2 A HA ZdME A =2E2RE 2 QS 27
42 HEI|IE 0|83 2T Z2EZE I 7| IH Z=2EZ oElZ BAste] A ARE s "o wy ofn <
T3 ol 2 AANAA IF 8ol & Ay B AN BE
S A A A4 YEYZIA HETE 01%} AF = 2 AZE A "ok AF 8Fe] AE d A AT
2E=ZS (7Y Q3 2ok [(0F QoA 9% mzeze  UHe tA7] VIE Al 1 F AT dug e
AA wzoA A sle Z2EZoH C2 iizﬂvﬂ o] 715 AME BA o AlM == Q1S5 ZrEZA
ot} oExe mazEZe AudA AdE TZEZO A dA Eof B AHERE Aol diet A WA gy
1 337&.@)2& DATA TYiRE, 8L 1 anatvze DATA TYFPE
2 switeh (&L ) 2 switch (DATA TYFL)
3 case 0. save SecwreNumber, K1 itemporaniz) 3 cage O (axist Sensay (D) send e waming message
4 ancnesl Gacurefuriear, Sinfo fo K7 4 ganargta Securawahar, K1 #2
5 cand SecureNumber Sinfo fo senver 5 sand Securaiumbarn KT
B cgse 1 if{compare Securaiiunthar) 5] cage 10 fcasnare Sacureiumber)
7 saye K2 {temparaniivl 7 save Sinfo (temporaiiv)
g sand finish message fo saner a a7 ot Securatfumbar, K2 fo k7
g alsa sand Iha waring message g send SecureMumbear, K2 o sensor
10 caze £ sare Securaiumbar KT KE 10 afca sand the wamng message
11 case 2 gave SecureNumber, K1, K2 Sinfo
12 cand Fnich message to rensor
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anaivza DATA TYFE, 6L
switch ( 6L )
casg 3. anonnt Secureiumber, Binfo fo K7
sand Sgcuraiumbar Sinfo fo saner
cage 4 ificompare Securaiumbh ar}
save K3 (tamporany)
sand finish message fo senver
alsg sand the waming miessage
case 5. save K2 K3
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switch (DATA TYPE)
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save Sinfy (temporariv)
anoht Securahivmbery, K3 fo &7
send SecuraMumber, K3 lo sensor

gica send e waming message
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MAC
Layer

Fra

Address s

e Frame paylcad S
. information ] e

. T MAC Payoad L

PHY Preambie
Layer Sequence

WAL Protosol
Data Unit
MPDU)

Synchronisation Header

PHY Senace Data Unit |

| PHY Protocol Data Unit

(22 10) IEEE 802.15.4 =3 =

(29 10)°l4 PHY(Physical Layer)olx AH&-3he 3T SNEP, MiniSec?] A% $7h&3 2 =& AAM HEHA
HEL § pyteo] 1 MAC(Medium Access Control) Layerdl Hol TR EZ(USNSP)# Hlastd oh& <& 4>9F 2171
A AbgElE FY FES 5 byteol A 25 byte otk Z1e]1 <E oA wmE Hu HRe Zv)29 o83ty vl
(23 10)14 Frame Payload®l 3@ =+& F2& AA &9 FAT <E A & F AFo] B =EA A% FH
AAG Az Al YA Abgsle Fioth £ =& A2 A HEH AN BEFE o] &3 FF Bt =2
of 74 @4 Qplusel A A&t HA S =27], 5 Frame EZE OE 2 AYE H)gle A = 91 QA Aol
Payload®] §%#-2 Thyte ~n byte ot} I & AA A 3 He A AP FUHEE AR B o=ddA FEE
vhel AnbAQl dlolH g RuiA He 718 #Fle 2707t Qplusel A A" Aetsle Kot ZREZE AA =T
7 byte o171 Wi ALHE HAAY A7|E 11+0+20)+7 +GAA G FASA A T 5 7] @F, TinyOS Hel
byte} Hk. & A4 18 bytedl A A 38 byte’t 2 5 3 AN 5L & A Al TS <E £9A MiniSec
o B =FA Adste A7) vk HEIE o] &% Ze 83 %7t 2 A olth, B =89 AlEH o]l CC2420
Bel Aol Al FxE (I 59 (1g TllA s RF HelAl st CC24209] A S b Al 128 byte® A
ok Ay e gE7E ol Hel A A A + @ ¢ e o AdE 2HFE 175 mA 7F & "
A wEdA Ag HeE fF delE A7) Bk #E dlo] (18 oA 4s 2 Azlde 7t AAR AA ==
H 3 byte Eg3te] 4 10 byteold A5, 71 A Al o A HolHE Xd & u 128 byte ZHAE A% 4n] dEgd
719 A7)E 17 byte® AHEETL AN =ZoA A 541 71 HA gerh mgA <E 3> 7S AA =2
tolele] 271 byte 9 24 byte® F= 9= 7] uA o A SR AR Y3 CPU A4dollnt dge] F71 Aoz 4
et #d 24 TN AE @k 2 F dF, 7] 2AY vzt 2 8 AE Ao 2o B ¢ 9k
AL At MA =24 e voleE 718 37
o2 ot Aol 234 F AR St BY <& 3> 52 Metst Z2 22 Ad Al FIEel 3l &Y 57t
3 2t} 2 B3t AAH 2 =EdA] Alckeks Ao Aol

<E oA BE A =3vle) deld AL A 167% o wet AL AN wxdA A2 AYes BaA
of 7S JHAgen 7l 277t Al o A 7.9%9 gk B2 VR S AWME Fa O MHE B3 dF
s7HeS BT Tiny0SE 7ldtez A5 59 TinySec, & e g olggth wEA 7] AR, Y, AF B

(E 3 712 H2lof oist 2ot & & 1zl B7} HlW (B9 byte)
= Hel Ho] € HAi o e
7] 7] HA 27 =7) (%)
718 #2 11+(0+20) - 7 18 3 -
qE7] g4 2§ A 11+(0+20) 3 10 21 41 167, 79
(E 4 T2 EoF Man W2l 7+ H| (9] byte)
7l 27 Bl 3R Z 9A +7HE (%)
TinyOS 3% - 36 -
TinySec 36 5 41 139
SNEP 3 8 4 2.2
MiniSec 36 3 39 8.3
Qplus 38 - . 38 -
uSNSP R 3 a 79
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