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A Design of false alarm analysis framework
of intrusion detection system by using incremental mining method

Fun Hee Kim" - Keun Ho Ryu™

ABSTRACT

An intrusion detection system writes a lot of alarms against attack behaviors in real time. These alarms contain not only actual attack
alarms, but also false alarms that are mistakes made by the intrusion detection system. False alarms are the main reason that reduces the
efficiency of the intrusion detection system, and we propose framework for false alarms analysis in the paper. Also, we apply an
incremental data mining method for pattern analysis of false alarms increasing continuously. The framework consists of GUI, DB Manager,
Alert Preprocessor, and False Alarm Analyzer. We analyze the false alarms increasingly through the experiment of the proposed
framework and show that false alarms are reduced by applying the analyzed false alarm rules in the intrusion detection system.

Key Words : Intrusion Detection, False Alarm Data, Incremental Data Mining

i,

AL =

A28 glo) A

1.M B8 HAE ARV AA AR F 60% IS
UFA Al2"e] F5e AsA7)E 290 Ha o2l
Ag7hA] FEE de gA Axg 7 BopE Be d Hb A AA AR F 9 AREZ BAMEy] g8 4
Tl #E JAER Qs BAE o]Fo] gt AT o A Aol gt ARE AY B4 dob &y g B
A3 A A BE Al Foldeh 2 Fol syt @ =Eat v go] QEr ®ok ohlst BT Qd AR W
Ay i EAlolth & ARl HE FAE AYER A Ao QA A I EF WYHgm vk e AR
2o AFHAARE Aol gl wE Fad Ageltt 3 Y& A8 21 dole] 2 Aw AwwA 24, 3, 9, 16],
Y BA A2 AE FA YY) olyES AN F A FE71M04], dielel whold 71¥[6-8, 10-13, 17-19]1%
EE BAAIY. o512 AR Alxdoy nlg] Aos 8 oY WS AdH vk 2 FAAE do]g
T AR e w3t o] M e TH nhold VW& HEF AR 7he) AuuA BAS =3 2
T2 Fste FEE BN oA FE Ao Aol g A2 g o st "l ¥ &2 wYozA
Fddes o AEo dUF WAES Za AAHAL X
# ;EE%%}%W gt IT A7HE %4 - A gadel o7n A9 T oolE AT O AR YA 9H AASR = Bl
tE 3 9 FRmsa AxANeY BASE Atk M © HRE 2 F JUEE o AHE f3 B
o EA89 28 dska A AN FYFHE 1y
=S 20069 124 319, WA 1 2006 49 202 e 29 F dE BEH =7 2oy, we g2



4 AI3=(2006.6)

-
L

Xl C M13-C

[
=
[e———

EEPEIES

296

4 wel

&
il

i

bt

3|

7 He

o g ol

s

2] w$ gEHRE A2 FF B

%1\

A

ol

H

g

of thafA FAL

e

s}, obeef

oo

of
e

A ol ol 7]

A

A

o] & AHE Fo]7]

=
=

Al Bt dEat

A
=

A R MEga 40 2

110
)
o
ofn
™

BN

el wao] P

RAolrh

s

[}
< AR

N4 @
A W9l AT gl Ths

boh

]

R

3]
T

A A9l o

=13
=

AR

=
2=

[e]

A

w mpA et o 2 5Apol A

[
.

Ao dajr 7]eer} 47A

il

A
= 2

BojF

=
=

R

/\E]G

W)

Azdel #

#=

A

i

)
=K

ol

Hw

nJ

w

<
i

o ™
R <
o O
53
N
BN

= ©
= =
o oW
G
"o
WA
=
ol R
"R

o

F sl A

o
I
3|
hs

3
o ojm

3J
¥
[

S Kol S e i B i "R oo o
TrRd _FRTET Ly HIBETT
WX LGERE 5 o8 BRNF o
i%ﬂ@%ﬂ%ﬁrm% T B
"o W w4 ~ TN T NB ]
}Lga%uﬁzT%ﬁdﬂmﬂL RGN =
Fragrllgrlis <@ _o5%F2
W me oo ~ o B = &meﬂ%mu
o Hoe m ol Wy WS R R
<7 @ ® ~5 ol - o N o = o e
Lm_l ‘WL %0 < ~ ,WU = = ) ‘;L
o REe+ P i
Gl T T ., O Ho AL &
o 1 T m i om g XX
muHLuAI ﬂﬂﬂm%mﬁi ﬂuﬁoﬂiEuau
R A R N
A 2= Lo = E
A% e Ko B_REY
ol M B s T o E Ao
H@rﬂﬂﬂmﬂ%ﬂ?ﬂaﬁﬂ%iﬂiﬂ
W}LﬂLMMumﬂ%ﬂﬁﬂ1%%ﬂmuﬂo,iv
H],ﬁ_l.wljlo jutass - —_
AR SRR R b
‘Wﬂo%eﬂ W .HLEW‘Ol q‘ml‘i_l N
T BT B T W W R
muiE%Nemm%ﬂﬂngomu%iwmilrzo
oo o#oW ) mMHATﬂ]Ex;H._o}
w@rmmnn Wmﬂ.:mo#awli OQﬂLWoﬂ7
Ao o B N Re A T X = W ooE W
o}/ SFRNFT o EMN T WM E H T
o 4,1714 ~ = o K- < R U am =T
= SR
W madrw%o._7ﬁo,_msﬂm,mﬁwxx
BT T WS BERF Wy T
T NP o .iu‘ g WA
N oo < muﬂmur%ﬂwﬁ N ool T He o
X
wwv @rﬁozeoﬁfﬂﬁaoNﬁﬂﬂ..wfm]quwm.w
5 Evﬂriﬁae%Mﬂ,% =~ " _WrJ
- %ov%yﬂoamﬂa%mﬂaﬂ%mow
Woor Mo g T g e B
@ ol MW B o= o N ]Writoﬂmﬂi
N LI RET Ry w o
T BB g Y T W T
mﬂ%%ﬁomu%auﬂ%%wma%xWmaﬁ
OEATHOOtoeEEe“yHIQL“T‘mﬂl]iM.
P e MU T R e T T
arﬂawvﬂaoﬁoacE_E?%i;ol,mﬂ@io
— S uqunn,[o "
Hbawmﬂoiiwmw«r_ﬂLM]},mWBQﬂo#
TS om0 e YRR S o
EE@iaEzoaﬂoﬂ;oﬂ. .E_ﬁm]
of = o o MH Nr o Nrogs n_.ﬁ o =
A T D SRy
N o 2 om oW o ooz Mo
kY = umoﬂ_oﬁozoduL B H
o= T oW o R
m A% T oF Ko W OR g WX T OB N MW

249 A

o A Z70] T

-
4

L
i

Q3th. o179 A

B

CIEE

iz

3. 2ZH EY

4

31 =y UE =

GUI, DB Manager,

L
.

IR,

bl 3T
Alert Preprocessor, False Alarm Analyzer2 745 92

[e]
RoA

19
il

Tk A

Tzl dhajA Ve

A, orel-u}
YolEjsh A28

LA 2

s

o

=

4

4

12

T
T 4
™ T
T
w 2
S
7
§ %
< X
A%
=
=
2
o

51

€]
EHZNEH 9ARR Y

3
%
Ao o&) AlF

fof sunew v

3]

IEEETIE
2 BAE 7|

>
ik

L
i

o
L3
ks

ABBAS
Hetdt #d

AR
gl 9

z
Fek A A~

=

K3

[e)
[<]

o]

ol A

ol

W

g o] 29l Clear Alarm Data, "FA| o2 S ARE

s

7 A

Sl



0
2
=
=)
o

Blo] &<l False Alarm Rule
a8 DS HA o AR BA Ty

¥
@,
1r

\‘ User Interface ‘

Framewaork

- 0B False alarm Analyzer
Manager

Nolse erase
--------- Alert Preprocessor Rula
Update

IMndmsd Aarm

-

Raw Alarm C.Iear Alarm False Alarm
- Data Rule

Raw Alarm Data Darabasa
Coliect & Store

GHENCI TR PR

(29 DAlMAE User Interfaces AFEA7E 2 HH
et EA e 9 7 Z2E I3 & UdRE QdHH
o]~ Hghg 485l DB Managers ©|oEfuojs U9
EE dHolsel H% F A 2 dolewe]~E A3t
7] $1% 2ZE &A9]g Fgsitl Alert Preprocessors 7
¥ HEERH 9 4R £4% 8 B de £48%e
FEste] 2 AH B4 HelEz AFsE 9Ids 5y
T}, False Alarm Analyzert d713 vlold 71 & 7|wlo
29 AR BAM HolEERE ¢ AH YL BAsE o
&5 g,

e e & AR dAgdga EA3g A

32 @ 2w FA2 By
Ans me 4oldol

£ o] ohiet 4A 37 4
2= =3

z A
of Zgkdol At (24 SAE AR G 4

e NBo AYEX] A~ @ AF 24 =Y

122 HA 297

[*+] [1:472:1] ICMP redirect host [#x]

[Classification: Potentially Bad Traffic] [Priority: 2]
11/11-16:21:29.856720 210.125.146.126 -> 210.125.145.192

ICMP TTL:63 TOS:0x0 ID:65550 Iplen:20 Dgmlen:56

Type:'s Code:l REDIRECT HOST NEW GW: 210.125.146.1

[Xref =) hitp/Awww. whitehats comAnfo/1DS135]

[Xref =% hitp://cve.mitre org/cgi- binfcvename. cgi?name=CVE-1999-0265]

(" 2) 85 o

HolErh Snortl21]zhe 708 AIEA AladedA LAy
A7l 74X % ICMP redirect host 2l AR E HojFEu)

°] ARE UEYZ 3~EV} i E t}olojad
ICMP7F 38 vptaiat & o, & #e ARE
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WA 29 Fact B
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U ol 27 fRold

Audolels] £4e vEAD B30 e 0|
W] 482 As AA TP UEDD 87604 2aY
54g 71208 ANY AR S s

no } Iig name i timestamp i srcip 1 dstip { protocol
233 ICMPPINGNMAP z004-11-11 15:30:06 210.115.161.89 210.125.145.192 ICMP
234 ICMPredirecthost 2004-11-11 15:33:34 210.125.146.126 210.125.145.192 Icmp
235 ICMPredirecthost 2004~-11-11 15:33:53 210.125.146.126 210.125.145.192 ICHMP
236 INFOMSNchataccess 2004-11-11 15:43:42 210.125.145.192 207.46.108.16 TCP
237 ICMPredirecthost 2004-11-11 15:43:52 21D0.125.146.126 210.125.145.192 ICHMP
238 ICHMPredirecthost 2004-11-11 15:43:52 210.125.146.126 210.125.145.192 ICHP
235 ICMPEchoReply 2004-11-11 15:43:52 210.125.145.40 210.125.145. 192 ICHMP
240 ICMPredirecthost 2004-11-11 15:43:52 210.125.146.126 210.125.145.192 ICMF
241 ICMPredirecthost 2004-11-11 15:45:55 2£210.125.146.126 210.125.145.192 ICHMP
242 ICMPredirecthaostc 2004~11-11 15:57:58 210.125.146.126 210.125.145.192 ICHMF
243 INFOMSNchataccess 2004~11-11 15:58:08 210.125.145.192 207.46.106.85 TCP
244 INFOMSNchataccess 20049-11-11 15:58:39 210.125.145.182 207.46.108.85 TCP
245 INFOMSNchataccess Zz004-11~11 15:59:17 210.125.145.192 207.46.108.S5 TCP
246 INFOMSNchataccess 2004-11-11 1S:59:24 210.125.145.192 207.46.108.85 TCP
247 INFOMSNchataccess 2004-11-11 16:00:14 210.125.145.19z 207.46.108.85 TCP
2435 INFOMSNchataccess 2004-11-11 15:00:17 210.125.145.19z2 207.46.108.85 TCP
249 INFOMSHNchataccess 2004-11-11 16:00:21 210.125.145. 192 207.46.108.85 TCP
250 INFOMSNchataccess 2004—-11-11 16:0L:53 210.125.148.192 207.46.108.39 TCP
251 INFOMSNchataccess 2004-11-11 16:02:32 210.125.145. 192 z07.46.108.39 TCP
252 INFOMSNchataccess 2004-11-11 16:02:59 210.125.145.192 207.46.108.39 TCP
253 INFOMSNchataccess z00494-11-11 16:03:01 2£210.125.145.192 207.46.108.39 TCP
254 ICHPredirecthost 2004-11-11 16:05:34 210.125.146.126 210.125.145.192 ICHMP
255 ICMPredirecthost 2004-11-11 16:09:52 210.125.146.126 210.125.145.192 ICHMP
256 ICHPEchoReply 2004-11-11 16:10:57 210.125.145.40 210.125.145.192 ICHMP
257 ICHMPredirecthost 2004-11-11 16:10:57 210.125.146.126 210.125.145.192 IcHP
2558 ICHMPredirecthost 2004-11-11 16:21:54 210.125.146.126 210.125.145.192 ICHMP
259 ICHFredirecthost 2004-11-11 16:33:53 210.125.146.126 210.125.145.192 ICHMP
260 ICHMPredirecthost 2Z004-11-11 16:37:34 210.125.146.126 210.125.145.192 ICHP
261 ICMPPINGNHMAFP 2004—-11-11 16:42:04 210.115.161.89 210.125.145.192 ICHF
262 INFOPossibleIRC. .. 2004-11-11 16:42:5 210.125.145.192 211.115.11.95 TCP
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2 AAE(minimum support)E WEde dEUNE FE3
2 g weth H AAET AA & AR HojEe
N Foll 4ol 3 2 AR HolHrl 23H gl &F
HEE ulsts Zog FA7bY A we eHeg
AQe F ¢ Ack WHFELES A7) 8 WA FR
g8 A (Candidate itemset)S Aot Fr JE g
o]&t {(item_name;, item_count),......,(item_name,, item_count)}
24 Z+7teo) &Eult} (item_name, item_count)®¥ o2 TA
Hol T, o] R 2t FHo|FFH FHEo| HA wo|E A
T FoM 2R FFE 747 Jedd AdE $H EE
A2 2709 d¥d & AXNE g vasty FRIE
Ao BAFFrL A AAE Bt AW item_count =
min_support, F1E-EHs o2 BHEN 082 god H

Eg R s
Hga  fAE {(item_name;, item_count),......,
(item_name,, item_count)}=2 T4 ol Utk A" WL
= age HA N2 XE(minimum confidence)$} W] i}t
HZ 7HS A dd FxNFzd vegEog A

ro o

N

s A
48 =5 3 99 %% A 9 B 9vka g 92
W, %5 A7 A A W %R A o 3% Bk el o
B 4 ogle $ES vEe dselth MugEE
of TYE 7 FHE| AT AL AR} vjwse] F
a AHERG 2 4% FHORA 4YH, 184 2
oW oA MNBIEYFOR RFALL

3.3.2 74 B4 2 4 v
o) wANAE Hx 7 WA} o

for each new item € Small itemset
for each item_count = new item_count +Small itemset.item_count
for (i=1; Small itemset & @ i++) {
if item;_count = min_supp
then add itemi into Large itemset
else update Small itemset (item; count)

53}
o

gHol e o

274 2) 3718 4T NIYR A

for each new item €& Large itemset
for each item_count = new item_count + Large itemset.item_count
for (i=1; Large itemset & @; i++) {
if item;_count > min_supp
then update Large itemset (item; count)
else add itemi into Small itemset
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