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Design and Implementation of the Java Card API
for Efficient File Management

Young-Sang Song' - In-Chul Shin™

ABSTRACT

There are several independent applets to support various applications in a Java Card. Each applet in a Java Card processes and
manages its own data without concern to other applets and their data. In this paper we proposed file system API to support efficient file
management based on Java Card. Also we designed and implemented Java Card based file system API using basic APl and referring to
the file system standard defined in ISO 7816-4 Smart Card standard. By using proposed file system API, we can replace duplications of
same code in each applet with short method call. So the used memory space and processing time is reduced and also the reduction of
development time and cost will be expected.

Key Words : Java Card, File System, Smart Card. Applet, Java Card API

o [{-{gl "
T
2%
o
ooy
o

" a; tlo

N
0y

°
=
T

o r

fal

B

dg

o o Ay o

GO fuAH2 15
2

£°Hﬂ

=
ru]m B

2 o
T }H}ﬂ‘: APIE o]&3lyq AdA, FE9 7z
4 1}33*1101 s 5% 2oF ¥ 31 o8 Hopd 2

P-E—ﬂtﬂ *}%ﬂ“‘? I & IA ZF:9

A 1220 EMV(Europay, Master, Visa)9 384& 7} 24 =
A1

e at719e B #Ael Alxdo] FQs }4[19]
wEFIE Z¥Eol JCVM(Java Card Virtual Machine)

‘ ) al W Aubvbs Ao stdgd EFo] glom, SUNA
AT AU el AL § EEIZIY A aae apw 94 99 722 A8 @ 4 s
| 7Hssta dhte) lee] T ¢4 ZRaAS g A g APIE AEEA] Ea glo] of =8l AL A o
ool BEAN WA ol Ay R AN S g qoiy qeE A vels W 2w

&3t dolele] FAT WY H7lo) the Mol
ATL WUIIE DR sa gt Tae] AP0 ATHS. HZM e FHAD 72 oS
5{ A @Ehstm et A7) - A FEEeT WAL A 98 FEE 8 wy Sde 3TE =AEof
E %

A ) 8kl Az} - 7—!“5-]*3]— _\EyL
ERE 20061 39 319, AlAbekE 2006 48 969 FEAIR O o) 7l=d HEIE AREa

h=)

rlr e ofm )

ol
—_

(=7}
©
A_
[kl
it

N

I

%1 & SUNALO A A

Nz

‘ & 747t AAwre] HolHE ALgshE Ao REC D 7
BOBIE  gzaoe gogg Ags] g Hae) 44 =9, 44,

a7
ol A
77

I==]
T

>~
-

Z

N

MR
o i



216 JEXNCEIER==X C M13-CH H3=(2006.6)

288 A4 & 3ok Al
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ISOFS,class [------ T + DataObject.class

FileSystem.class

B
frmmmm e > TransparentFile,class
1
1
| HHE
i’ -------- > RecordFile,class =
! =
! . : HHE
bommmmmm oo »—CyclicRecordFile.clasg
(J8 6) WAUAAE APIE I8 2 Ao 2|

(E 2 o A28 APIE 98 2 Zej20 &M ¥ & Fo|

el %4 (Member) % %H(Method)
O] ’E‘ =0 emboer, G) e
Byte Wi¥ : data_buffer [% Z7] %3] : getTotalLength()
DataObiect Z 37 : totaldength |84 =27] %3] : getCurLength()
AEPEH g4 tgw 27 dlol8 23| : readDatal)
cur_length dlolH 27] : writeData()
39 ID %3 : getFILE_ID()
o - HUID 7] setFILE_ID()
DiRel : N
FileSystem FHAD - fileid HAID I =3 : getFILE_SFI()

sl g
< Type : file type 7 Type %3 : getFileType()

34 Type 44 . setFileType()
39 ID : fid 4 Type 24
Transpare— 391 Type © file.type 344 D %3 ‘
ntFile 39 Size : len Binary Data 3 ¢17] : readBinary()
9 7] : writeBinary()
YAE Alo]= Record ¢17] : readRecord()
RecordFile [#l 2= 74~ Record 227] : writeRecord()
Binary d°jEj] wi<d Record 75 %3
o)
CyclicRec- gsiircdic; da Aot 5] Record 54
ordFile Record 37} © appendCyclicRecard()

H&t E<H (current, next)
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- ISOFS.class

ISOFS 248 RaAA| o] Ag5E 3 27], B,
A9 229 958 4ol st A9 A9 dge 2 =

Mz dAstgrt. 3o Ajeo]= o &40 4 A BY A
2glel ISOFS ZdsdA +43td A48 4 gnz A

], ‘—FL@O}ME}'

- DataObject.class

DataObject 2= 7 Alxglofl A dlolg] A2 S 9

KHEIH= APl &AL & S8 279

3 AT S22 dolee] dojg HHE FHoste dlo
HE il 7158 + e WAEE Aol Aurt=r)e
oA A AL persistent®} transient LHAEES A)F3h
o} persistent= H|EA wlRgd AAE 5 dE J)eR
EEPROMoﬂ de]elE 7|83}, transients APFE= At
23 H=ZeZ RAMY Hlo|HE 7|58 wf AT £ =
o /‘1% 27t e] 7149 atomicityE ¢} &38}o] persistent
BAE dojHE 75T u dol8 &4S8 wx

l'O Fo mﬂ

JCSystem.beginTransaction();
Util.arrayCopy(value, (short)0, data_buffer, (short)0, (short)len);
cur_length = len;

JCSystem.commit Transaction();

- FileSystem.class

g 2" Feae Abgste 3d9] D9 FY Typed
x3], 27] 4 448 5 U §FS B stz U} 2
BN e w9l IDsh Typed 4437 93 bytes] B
F Y FES F1 o], AddE 7 vEY Foz 39
o] D& Type 5% A3 & 4 Atk 2 Aupvlze of
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- TransparentFile.class
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if (len > ISOFS.MAX_FILE_SIZE)
ISOException.throwIt(ISOFS.SW_MEM_FAILURE);

setFID(fid),

setFileType((byte)(ISOFS FILE_TYPE TRANSPARENT Ifile_type));

binary_data = new DataObject(len);

- RecordFile.class

RecordFile SejAv AulEFT A A al
A A2 A9 S o & EAd 24 2 P
AE 7he de Hy F_Xé% ol &= HHZ £ ¢ &4
A WEe AgE A% AAE S das 9L 9
d ID, Type, & A== 7H-r, HIE 278 Axz o}
Aegth 94 An=9) Ao A2 Aojze st
Hhojye] wlolB e wjdg Fevh dmze duE Alg

e 44g Asel 9

_H,

byte 1,

if ((short)(total_record_count*record_size} > ISOFS.MAX_FILE SIZE)
ISOException.throwIt(ISOFS.SW_MEM_FAILURE);

setFID(fid);

setFileType((byte) ISOFS FILE_TYPE_RECORDIfile_type));

record_data = new DataObject[total_record_count];

for (i=0; i<total record_count; i++)

record_datali] = new DataObject(record_size);

total_record = total_record_count;
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- CyclicRecordFile.class

~vtEFITY] YA Y A|~gld fakei, 39 Alx
oM 713 Bastn 2o 352 A4, FEdt 7)& o
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gl A7E Ze AFIE el 7P nEeA R wEe
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byte i;

if ((short)((total_record_count+1)*rec_size) > ISOFS.MAX_FILE SIZE)
ISOException.throwIt(ISOFS.SW_MEM_FAILURE);

setFID(fid);

setFileType((byteXISOFS FILE_TYPE_CYCLIClfile_type));

total_record = ++total_record_count;

record_data = new DataObject(total record];

for (i=0; i<total_record; i++)

record_datali] = new DataObject(rec_size);

record_size = rec_size;
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import javacard.framework.x; /718 APl %%
import dlku.imagesys.FS.*; /54 Al 2~® APl ¥

o Al~"l APIZ o] &dE A% oiZsleA AgsiEe
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AAdE 5 B9 ¢ 7] =28 Agsts
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A8 ID File 249 readCyclicRecord MAEE &34
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protected FS_CyclicRecordExample(byte{] Data, short Offset, byte Length){
ID_File = new CyclicRecordFile((short)0x3F01,
ISOFS.FILE_TYPE_WEF, NUM_ID_RECORD, SIZE_ID_RECORD);
register();}
public void process(APDU apdu){
byte[] buf = apdu.getBuffer();
switch(buf[(ISO 7816.0FFSET_INS])

{ case INS_READ_ID : cmdReadID(apdu);
break;
case INS_WRITE_ID . emdWriteID{(apdu);
break;

ISOException.throwIt(ISO 7816.SW_INS_NOT_SUPPORTED);

break: }}
private void cmdReadlD(APDU apdu){

bytel] buf = apdu.getBuffer();

// Ready Response Data

ID_File.readCyclicRecord(buf[ISO 7816.0FFSET_P1], buf,

SIZE_ID_RECORD);}
private void emdWriteID(APDU apdu){

bytel] buf = apdu.getBuffer();

// Write CyclicRecord

ID_File.writeCyclicRecord(buf{ISO 7816.0FFSET_P1], buf,
(short)ISO 7816.0FFSET_CDATA, buf[ISO 7816.0FFSET_LC]):}
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- O}iOl Transparent® 7-$% 0x00
0x05 Record¥ 734 Record A&
P2 0x00 P2e AHEEA ¥t




Zdagk APDUY &t Pd& <& 3>
6712 efE3lol &3t
animo{ag_;_ o] 3= ofZele 7y Alo]| 2 & Rbyte
e A F29 o E8E 3bhyted] U=
A7|2 Zeste] ofE8lg THHTh
HQ Az’ APIE FlEol B A7 ol Fzdtel ofF
Qe THY 73% Sfzsiel 1 APIE E 48 Foloh g,

& HAEE o] HidA Ada: tudES
ol g3te] Azl A} o e AH, CAP #d 27], A
A A

ditgd oz ofEF8 HdAc= APDU #3 9#(command),
A4 AHconstructor), WAZ  install(), select(), deselect(),
process(), Java Card o|Z38l 2ol ZAlolZ private WA
g 49 53 Z& Ags nddn,

B =59 gd ANAES o]g3t ofFE A £ FI

FeHog AAS 5 9

NE3 Select
=> send 00A4040004 0011223344556603_ Evelica+e! Applet AID
<= 9000
+ Append Record
=> send 0(250100201122334455667 78R0000AABBCCDDEEFTF |
<= 9000
=> send 00b5020020122233445¢
<= 9000
+ Read Record
=> send 0024010020
<= 122233443656677889900A ABBCODDEEFFI000
=> send 0(24020020
<= 11223344556677889900A ABBCCDDEEFF9000
+ Write Record
=> send 0(23010020A1223344556677389900A ABBCCDDEEFT |
<= 9000
=> send 00R3020020A222334455667 7389900 AABBCCDDEEFT |
9000

Read Record

=> send 10020
<= A2I233445566TT889900A ABBCCDDEEFFS000
=> send 0024020020

<= A1223344556677839900AABBCCDDEEFF9000
(28 8) mfeA|~8] APE 0|

5t o =3 =& A}

o1 =

(% & OfEE! HAE Z3}

File System Package(code size : 789bvte)
File name @ FSISO 7816
Package : dku.imagesys.FS
PID 200 11 22 33 44 55 (6byte)
-‘7—}%_7%‘% ES J]_m/\]/\sﬂ o}] a
NE =7 ﬂ°} ) A AR APL AFE o EH
I Tran. Rec. Cyc.
Code Size BL/B1 | 2/ | 486/ 2%
on card(byte)
2 | Write data(ms)| 110 / 109 109 / 109 125 / 110
* | Read data(ms) | 94/ 79 & /18 9/ 78

@ 8)2 FS_CyclicRecordExample?] o Z8& g2
g Azjolrt, 7= TALS ALE fEYUL HEs

IEE A 3 Fr1 dE g 715 2 32byted]
AEatd Jlee Alo] 28 39 gzms

H“F_u

i

£ AAst 7158 g da=e Zort FRHEAS
A5 L 0x670001 3, Aol HZ=e WIS B
7% 0x6A839] AE| $wo] dAu® w3 wWd APDUY
chq grol A" dmze A7E Hold A 0x6C000)

I s A1E e $7 APDUS Asen 9
A2=d 0x6C209 89 APDU7}
w Y4 oR SHAYS A9 00002 $F APDU

<E 49 71E APIZ o] &3t 4
St B Al2E APIE o] £8 of
At 3pihe] ofEe] sty #d
detgon, A= 4ol HolHE 7
£ Hlastgth & =3 7FEE 39 A" H7)R)
= Holg & 789byte‘iiﬁ}.

A7t = EEPROMS] 16Kbytes 4Kbyted & 7]% APIZ}
HAEHA itk 7B APIE o]£3td Cyclic 398 F3d
A$ tE 500byte AEe] =S AR Hoh oy 2
ExollM Arlshs e Al 2El APIE AREE 49 300byte
dzE 44 7d & F 9l

L
ep Aol2e das PEE 2 HEY W04S Ao
A
[e}

In
2
[
=

- A 2E APIE o] §319] o E8le MAT AL
x 10 + 789 = 3739 byte

Aok ol 8%t FaHSY £ 9Y Al A APIE
ARgEHA] oAl shute] ofEle] o B FRE Aok 5}
A5 Z=e] ZHol7t t% FolviAl € 7olth. EEPROM
Holelg 2+ &% T3 FANPS B 4 9l dolH
EEPROMel #27] Aol EEPROM| 7|&¥ojx|= 9]
HE-s WA 293, tﬂ olEle] WES A Hrl ~uleF}
o] 7% dbyte 715& 98] 35ms Ajto] A dr) B
ol A *}%510121‘; Ab7tE Hele AR dlolEL of
ZAo]d APDUS| wat &5 Aol a4 glou)
128byteE 715317 918 229 Algto] 2w
oz g& W o 7% FNE AHE AL M‘Riﬁ}

m1m 2 1

ue i

6.8 B

AMEE selEslesl FAEA JCVME GAshe] )
9 AF 2 X BHEES &) g 9} zpupgic g

9L MM 85 ol Wek HEAL AAelo] Frd
o hER 4 A% SUNASIAE APIE Askn B8

of ek b 5 9ol Helgieh A2 jele BE An
HoleiE Ada) A4 AU Bt BEFeln. ey



282 d2MelEzl==FA C M13-CH MI3=(2006.6)

SUNAtel A A Zste 718 APIAAE #9 #eE AT
APIE A|9skA] 1 girt

2 medA= Esle] HolHE Asted o Ee
Al diely g dAs) s Aad APIE 2A 2 74
Stk AAE g Al2a¥ APIE 7|E AREFIECA AL
& T Y Axg 584E 9 1SO 78169 S Al
g T2 FEed 3 Aad APlE EdXdod,
I, Ate] 29 wRE 349 3 E}‘”% AelstalaL,
d A 749 D, #Y9] Type, Zol, HAFAE Afo]z,
A7) 55 nHste] FEE A R TS Ao
=EAA A FEE Hd A2 APl 27w
78%hytecl AL FA4E HAFaAAL T 10749) NEHE AL
i 7}23‘8}04 A 2EE oA HH ZE A
Fdatgict. £E e fE3I H

ud 2}94 ‘“"e‘ ’i?/l 2 HF 25 AL 2= FYHA
HE Bd Al2d APIS o]4F AT 7% &4 Fx
s B 5 AT

B =& At o Ax® APIE AHgste A%
ofE8 M A gdsE Fd gEEH AdHHNAE AT
g 4 glo] Aol Hash =¥ ANE F A F UL B
ok opujel Fjure]l olA, dlolele] sk AlA thdd of
292 A sted 29 S ALE £ 4 5 Uk w1
atomicity & o] &3t 71=¢ EEPROMe] Hlo|HE 7|28
o HelH B3E ¥ 4 drh

FL ATRAZE B =29 gAML A5 9 o
7 & BOF?/I AANE 98 Fd AadE o] &F ofE
gl 7ke) FH 3 @ Aade AT AR FUTh
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