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Design and Implementation of a System to Detect Intrusion and Generate

Detection Rule against Scan-based Internet Worms

Ik-Su Kim" - Hyuk Jo™ - Myung Ho Kim™

ABSTRACT

The brilliant achievements in computers and the internet technology make it easy for users to get useful information. But at the
same time, the damages caused by intrusions and denial of service attacks are getting more worse, Specially because denial of service
attacks by internet worm incapacitate computers and networks, we should draw up a disposal plan against it. So far many rule-based
intrusion detection systems have been developed, but these have the limits of these ability to detect new internet worms. In this paper,
we propose a systemn to detect intrusion and generate detection rule against scan-based internet worm, paying attention to the fact that
internet worms scan network to infect hosts. The system detects internet worms using detection rule. And if it detects traffic causing
by a new scan-based internet worm, it generates new detection rule using traffic information that is gathered. Therefore it can
response to new internet worms early. Because the system gathers packet payload, when it is being necessary only, it can reduce
system’s overhead and disk space that is reguired.

7|19= : E¢l EXl(Intrusion Detection), SIE{Yl B (Internet Worm), EE AZ(Port Scan)
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Protocol S_IP n_ir S_Port D Port length Flag Time
TCP  xaooxxx6431 xxxxxx.2379 4270 1499 60 S MN40R12.26.27
TCP  xxx.xxx 6431 xxxxxx2379 4271 20 a0 S 040408122627
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ta} TCE Conneet sean
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Prouxol S.AP pr S Tort D_Port Length Time Ascil Data
TCP xexxxxx237  xxxxoe 2361 37778 &) 70 0401163133 GET / HTTP/LL
TCP exxoooc375 oo 2362 37779 &) 0 040401163133 GET / HTTPALL
TCP oo BT0 xxxxxx2363 377 8 70 001163423 GET 7 ITTI¥LA
TCP oo 23w xxx2368 37 ®) 70 040401163134 GET /HTTTA1L
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& ropt@iksuplorer: ~/detect

root@iksuplorer detect |#
IS
{[04-06-25 13 40

‘run_monitor

17
From HXX. & XXX 23 HHK [Port
From =Hxx » 2 HEHK [Port
IFrom xxx : 2 T KHK 79 [Port
[From mux 2 O RHE % [Port Scanning]
From =xx 2 HEX [Port Scanning]
From ®=x=x 2 HRE HH? 3 [Port Scanning])
From =xxx 2 HRK 3 [Port Scanning]

[rootdiksuplorer detect & i ]

(32 10) &9) EX| AAEe| ZE AF|L] EiX|

B2 Al A®o] Nmapdl ¢l3 TE A7)
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i root@iksuplorer:~/detect

<, root@iksuplorer:/detect.

{root@iksuplorer detect]# /run ) lmmf:rx

[04-00-25 15 3% 05]

[TCP] From sz wxx 21 75 37778 To xxx xxx 23 61 80 70bytes [Network Scanning)
CET ~ HTTP-L 1

[TCP] From xxx wxx 21 75 37773 To xxx xxx 23 62 A0 70hytes [Netvork Scanning]
GET ~ HTTE-L 1

{TCP] From sex sax. 21 75:37780 To xxx xxx 23 B3 80 70bytes [Network Scanning]
{GET ~ HTTP-1 1

[TCP) From sxx mux.21 75 37781 To xxx zxr 29 84 80 70bytes (Hetvork Scanning]
GET ~ HTTP/L L

[TCP] Fram usx sxx.21 75 37782 To xxx xxx 27 a5 30 ?lbytes [Netwark Scanning]

GET ~ HTTE/1 1

[TCP] From xmx xxx. 21 75 37783 To wwx xxs 21 66 80 70bytes [Netvork Scanning]
GET - HTTP-1 1

[TCP] From =kr a=x. 21 75 17784 To xxx xww 27 £7 80 70bytes [Hetvork Scanning]
GET ~ HTTE/1 1

[root@iksuplorer detect]t |

(3= 11) slapper Holl CHet BIXIS0] ZEASHA| %S W] EHX|
aa

FER

Tlbytes [Undetined 1]

.[“rri;j-t@xlfs-u].ilure_r dr:‘tm:t]# nitoy
[D4-06-25 15 39 05]
[TCP] From xxx xxx 21 75 37802 To =xx =uw 23142 8

IGET ~ HTTP/1.1

STUn_mO

=

o

[TCP] From =xx xxx 21 75 37803 To =xx xxx 23 147 80 7lbytes [Undefined 1]

GET ~ HTTP/1.1

[TCP] From sux.aex 21 75 37604 To xmx xwx 23 144 B0 70bytes [Undefined 1]
IGET ~ HTTE-1 1

[TCP] From sxx xxx 21 75 37805 To =kx xxx 23 14% 80 70bytes [Undefined 1]
GET ~ HTTE/1 1

ﬂv

[TZP] From szz xxx 21 75 37806 To =xx xxx 23 146 80 70byt
GET ~ HTTP/L 1

s [Undefined 1]
[TCP] From wsx xxx 21 75 37807 To xxx uww 23 147 80 70bytes [Undetined 1]
GET ~ HTTP-1.1

[TCP] From =mxx wxx 21 75 37808 To sxx wxx 23 148 80 70bvtes [Undefined 1]
GET ~ HTTE/1 1

[root#iksuplorer detect]f
(32 12) SXIE WA ARSI ofs SXIE0| 7 0[]
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detect ]# ~“rTun_monitor

[[04-06-25 15 50:35]

\From =xx =xxx 21 75 To === 23 179 [Slapper]
‘FIC\m wxx xxx 21 75 To =xx 180 [Slapper]
IFrom ==x xxx 21 75 To xxx. 181 [Slapper]
|From xxx uxx 21.75 To =xxx 182 [Slapper ]

&1"1 om =xx . ®Kxx. 21 7% To xxx = 183 [Slapper]
‘Fram ®Ex . KXx .21 .75 To =x=x 184 [Slapp=r]
[From =wxx xxz 21 75 To =xx= 3185 [Slapper ]

i
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