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System based on Java Card Using XML Digital Signature on
Wireless Internet

Chang-Bok Jang - Eui-In Choi™

Abstract

As wireless network was developed and Capability of Wireless Phone was increased, M-Commerce was activates in Wireless network
environment. User Authentication and Security in E-Commerce Environment is very important, so Authentication Technology, such as WPKI
and Hermes System, XML Digital Signature in Wire Network is studying. But if authentication sysiems was implemented heterogencous, WPKI
is difficult to implement the system, it’s not interoperate with authentication system on wire internet, not support XML digital Signature. Hermes
system also not interoperate with XML digital signature system. So our papet designed System that can interoperate among digital signature
systems and XML document to apply XML digital signature technology on wire network to wireless network, and then implemented system
that can XML digital signature to use Java Card.

IFE : FMOIEW 1F(Wireless internet Authentication), WPKI, XML XA B (XML Digital Signature)
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r = (g" mod p) mod g
s = (k (SHA (M) + private key * 1)) mod g
BigInteger Sign_Result R = GmodPow(k, P).mod(Q);
Biglnteger Private_key_R_Plus_h =
Sign_Result_R.multiply (private_key).add(h):
Biglnteger Sign_Result S =
k_inverse.multiply (Private_key R Plus_h).mod(Q)
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BigInteger P = new BigInteger(l, Temp_p): //
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Biglnteger Q@ = new Biglnteger(1, Temp_q); //
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Biginteger G = new Biglnteger(l, Temp_g); //
G2 Biglnteger @62 A%
bytel] Temp_k = {(byte)0x35, -,
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Biglnteger k = new Biglnteger(l, Temp_k) // k
g AR W

bytel] Temp_k_inverse = {{byte)0x0d,

< {byte)0x17} k-1 %

BigInteger k_inverse = new Biglnteger(1,

Lbyte)0x91k //

[(byte)Ox5f) //

Lbyte)0x02};

(byte)Oxbf}: //



Temp_k_inverse);
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Biglnteger private_key = new Biglnteger(1,
stored_private_key).
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Biglnteger Sign_Result_R = G.modPow(k,
P).mod(Q);
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Biglnteger Private key R Plus_h =
Sign_Result_R.multiply¥(private_key).add(h);
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Biglnteger Sign_Result_S =

k_inverse.multiply (Private_keyv_R_Plus_h).mod{(Q);
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Biglnteger W = Sign_Result_ SS.modnverse((Q:
Biglnteger ul = Verify_hash.multiply{W).mod(QQ);
Biglnteger u2 — Sign_Result_RR.multiply (W).mod(QQ%
Bignteger vl = GGmodPow{ul, PP

Biglnteger v2 = public_key.modPow(uz, TP);
Biglnteger v = vI.multiply(v2).mod(PI’), mod(QQ).
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<?xml version="1.0" encoding~-"UTEF- 877>
<Signature xmins="http S www.wiorg 2000/ xmldsigs” >
<Signedinfo Id-"Example™™>
<CanonicalizationMethod
Algorithm “httpswww w3.org/ TR2001REC xml ¢14n-20010
307
<SignatureMethod
Algorithm="http.// www. wl.org/2000/08/xmldsigtdsa-shal”
<Reference URI="http//
<DigesiMethod
Algorithm="http://www.w3.org/2000/00/xmldsigéshal " >
<DigestValue> EGlwx3RvEPSOvKE Mep INbeVulink = </Digest Value >
</Reference>

arkspur-hannam.ac kr/example.htm” >

</Signedinfo>
<SignatureV alue >79738777230)...<SignatureValue >
</Signature>
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