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The Development of Kernel-based Monitoring
System for Grid Application

Tae-Kyung Kim' - Dong-Su Kim' - Ok-Hwan Byeon'" - Tai M. Chung'™"

ABSTRACT

To analyze the usage information of system and network resources to the each grid application by measuring the real time traffic and calcu-
lating the statistic information, we suggested the kernel-based monitoring methods by researching the efficient monitoring method. This method
use smail system resourcesand measure the monitoring information accurately with less delay than the usual packet capture methods such as
tepdump. Also we implemented the monitoring systems which can monitor the used resources of system and network for grid application using
the suggested kernel-based monitoring method. This research can give the useful information to the development of grid application and to grid
network scheduler which can assign the proper resources to the grid application to perform efficiently. Network administrator can decide whether
the expansion of network is required or not using the monitoring information.

e : 22l BRB(Grid Application), 8%E&% (Measuring Performance), & (Kernel)
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2 ﬂ%—% A% 2AEd Al wad FHE AT
3] Q8 & & T3Pt ol AagE A
o ol J-E%dM ¥ AL AsEAe Aol Rag
HAas) s F8s 24 ¢ A ETE FEFCE,
AA a2lE HEYA i gegdoesn AHEE £ Q=

A 2gg Aol g Zold

Brian L. Tiemey® @721 s B4 &89 A%
TAst BEstd 4H6%E UEHQIS BAs EAFa,
46%E && TE2aP] oAl FAU w1l osjA 24y
B, 10%E 32E¢ dxzs FAZ $A43cgn 2AE
Ak ol F UEHAS) & T2y 45 BAE 9
dst7] fsA 2ge 88 EdYe] Ry o] W,
olgid FHE Fat 4 §8HE AR A9 EA S
A8, $4¢ Aag wgoR EYa 2d &9 4
of 7t 38d EA WA A4g ¥BFoE Aa”e 3
A€ Y F Jon, 2= &§ e A AHE A
of 3 FRE AFFeE Heg Aoz AYY +
glqw), E3 28 YEHNAE FEHIE AR E ALE
g =+ 3o,

%%«4 TAE HHRY, 2P E #EAT dEA
A 3G s 28 xS A4S A% Alad
o AA 9 AFH T dAA A st o, 454
=A% 4 $F APl diste] dFsnh

2. fE A

HEHZY Z4 4A4E A AgH(Active) T2 5
M B (Passive) 4lo] ItH13] RE UEHA FHYEF:E
Ao F Ao n R & £ gy, g &3 gL
T 22 FA H 7 (probing packet)g WAbste] WE
A3 Bl AL Ang, sjale &4 4 59l
ZA A2l A g YEYT 4o Edge U

g oA UEHZ 54 4 A 2o iy
?1 He]B YEYH Y XL EE Iperfe Gloperf?t 2t

2.1 Iperfel Jls

Iperf= TCP¢ UDP 9 Z d¥& FAHsY] s &+
olt}. Iperf& AH&3te] ALEAE 29 YEYAS g
Hdf TCP d9E%E ZAY F Uz, ohgd mpAds 2
UDP 54EE 4 & 4 Ut Iperfe WEYZY Do
HEE B A, AE, dojead £48 §& AL A
dHAFE V1% 7HA D 3, 121

Iperfl A dgZe Z4e duddy 5T + U=
TCPe UDPSl #Hd fi9Eg 2H3th o] & 98 Iperfs
" AT B A TCP 2Ego} dA nlge
Zte UDP diolH1g& A8y, 2Asus g 534
BRS¢ Fol, 3 Follv Iperf A dEE A3

#H7 FAL 7IGH i, § FolE Ipaf FHOAEE AHE
g QYA el dHoH WS F4lgh Fold
EZ B diolHe ¥ MW7t W dolHe ¢, 3 A
SN HHE EAE, A, A" Fol meHo] MuE
ARgALOl Al TCP W9 Z2] 48 8] 44T A0z
A A BAE 2ol F3" 7 ddE g AL
ot =9, A9 &4 9 AHY g S AsiA
Iperf NHE dolej1fe] ID WEE F& UDP dlejg
P £HES dold F vk YA UDP dolelay
& 2 9 IP HFlo] A}, dHolE 1y &4 F il #HA
EHEE 437 A, IperfilMe -1 §4E AHESS
UDP dlojE 23§ @ H7le dLEE 83 2 e
o HEE A7 275 ojyulelA $38lE 1470byteo] T
UDP H2E= ZHzd g #7l £488 HAE 31
AHEET, AEE Aol o &0 g Audd oA
2 [4]of HAIERTP(A transport protocol for real-time ©
EfAol ) A stssitt. ZetoldEE HA o
64bit second/microsecond Bt 2RI E V| B3} AMulE=
HAE A Mg w2 Azt 8ol ES] dg A7HY
o g Addd. AHE d453Ud A4 AZHtransit
time)E Abel9l Zolo i HAgtoz A& gr) vixgte
Z, Iperf FE=F SLACY IEPM-BW(internet End-to-
end Performance Measurement-Bandwidth in the World)
Z2AE 2 HAEYH Iperf TCP Y E 24 WS
o] &% HAHoltt Iperf AEE [5]E 7|1E TCPY £AAS
AT 2 TCPE AHg3tE duide 32 Aoa dA=
5% 7 3Ux HAY MEA2 ddE s & o M=a JF
&, dEtA A Aol EFolrt

ol& Aelshy, TCPE BdME tdZe =7E F43la
#E 2719 MTU(Maximum Transfer Unit) 27]8 A}l
AHE Lol Al ). Wk pthreadstt Win32 threads?} ol &
beatttd viE g ert AUH, SdoldEg MuE
FAl e Jie] d4& JHd = sld 218a UDPE §
e dale &4 A7 B A, AHE HA30, 9y
7“”1‘-‘5 715& MA@t Iperfe] 8 E—? F e B3

2 Aol TCP 429 U@ Y& & Aold. 714 7]

5—‘1 ¢l TCP %449 olst+ TCP 'dE—r Aol 28 AAdE
Folu], TCP 9E% AlolZ= 54 AHoM WEYa A
o SAY + AL violele F& v TCPY F HA
%13 o4t MTU(maximum transmission unit)e]th. Huj
o] B&g W AHAM, Fde ZAEEL Path MTU
Discovery & #|3t}.

22 Glopertel 7|s

Gloperft= 2282 19E HFR B9 g FRozA
Mgk dbEe A% ZYHH Aa"e kA v)E
Aol a4® FAET O AAM(sensors), @ dHlolg wiz



(collation of data), @ #X dlol8 el 4Hproduction of
derived data), @ wlolEle] H 3} Al8(access and use of
data) oIt} Gloperfy AMZA $28tEgloperfd HEE 9
Aoz FEHY Gloperf HolEl¥ LDAP(Lightweight
Directory ‘Access Protocol) AMu{¢l F2ujA MDS(Meta-
computing Directory Service)dl A tzEtt MDSE A7)
vhol] o]&& sl TRE PrE TEPoRN EF
MDS &elolE 7] Gloperf ol Hsl: AL 713
Al gtk Gloperfi= 2412H9) gloperfd7t 234 8¢ gase
e FEo MMDSH 9 E§ zztel glize MDS
HEE B3 MA(peer)d 1§E A8ty olalst HAS
A &AL FHs7] AT MAE 4P gloperfdE
AR Alde] o3 AAE din] FLE T, u) £
vitl gloperfde W& RE gloperfd7l AR} 18 wAL
BEE MDSel Al dogiet a§ wWu4de dE29 MDS A
Hell FAH Ut 2F olgol 93 AL gloperfd:=
LA FUF 2F del A= peerol AW HAEE AAshy,
Gloperfi= netperf etolHele|g 7wtz duigre gigE
F AAAL FHE Y6

718 FHE BAATFEL 22 A FHHE &
€ ZRadd oy YJEE sPe] woe ¢4 2209
of F¥e FAo] YENAY YRE s FHE A
agig ager FYEI Qe A7 §4 Lol
T A o3 HEYSA JAL ANPor =27
a1, A diolHE AFste, 12z &84 A2ag ¢y
Egae) Ag 2 4 B4sts Aol oyt

ole] & AFAME 74 ads ¢4 ZaaPy Aig
Y AHERE Ao gt YEYT T2 e 2
ARz At 1ds MEYA o] AUy @ Lujvt
EEHOR ojfo] 4 £ QEE & do| Yoy Fue
A & Ut

3. 32E 88 Edy ZHEY WYE

31 88 ABoAMe M &Y o

&8 AZAAMY vEYa 5SS 2Hs= 3
AL WA Bshs ol g A
432 Ao solt: A& EdYRE AL ons
vhek Ag3hE S4BV ¥gE WEYAE fese 39
Bl7h 294 et9-E7 obd It el E g, R el
2E d7le Basgay g ol 29H F9E) o}
d @ 28 24 EYAY e QA 5 dLe 9
gk A HMAE AAA =23E R F BHz) 2
A Ak MEEo ¢4 AFA e Bt $%
AFe FHETE3 Libpeape] 2lth Libpcap “Portable
Packet Capturing Library™9} oFzabolm WEL=Z sfAE& 7H
HapA A5 48 APIE AFske goldelgelt) o
o} FARSE w7 A BY 7R I-SOCK_PACKET, LSF,

%

He 7t O0l= 88 2L AIAYO JHY 823

SNOQP, SNIT %°| UAT, o|5& Uie g4 &
EHojojA QA4 HE T2ade Aol st BH
gol Slth. Libpeape ol¢} @] 3AAo 4aglol H&
Ao ALE 7hed APIE AFd FozM FFAA A A
dglol £& 7Hsd 22y} glo|Bae|g A Fo] 153}
Al et £F A AL b5 E AHER AZ9 go
Byekes Fdol ok Libpecap? /A2¥ Van Jacobson,
Craig Leres, Steven McCanne(Lawrence Berkeley Nation-
al Laboratory, University of California, Berkeley, CA)ol A
i Libpcaps &8 #H3 HH deisdolx T2kl
TCPDUMPE A F &t} o|9jd] ETHEREAL, SNORT,
NTOP, NMAP, NGREP % Libpcap2 ©]43% 28 221
deo] ol EAstY, 44 IDS AMEYAFE} HR 24
€ 93k Libpeap& AH43th Libpeape o83t $-£9)
HEeda EdY AE83FE S4E 9§ 2 7158 949
Euilez s TCP 8™, IP 3ld, UDP sivl7F o7l

UwtH o2 Berkeley-derived A|2¥o]4 A}831= BPF
(Berkeley Packet Filter)& ojtiyl tinle]A oM E pro-
miscuous REE WHEAF| D ARGzl E&E HE(user-
specified filter)ell ojsir A&} ZzA27F B0l Quix
#oEE AFET AR ZRAAE dYdn) BPFY &%
= Aol A FaEL AR TRAAT Ao dE A
gho] Atgate] Eate Heo] 2djA ol Fg Ao A(TCP
DUMP)e.2 Hdddrt & Ad oA dejg g &z
Hgo] Hup2y] fFo vy HEZSE 9% AR &4
& Y+ AU ol WE FRE e g

[ Tepdump ] [ Tcpdumﬂ

User Process
Kernel
TCP, UDP
| Packets I P, ICMP, IGMP !
: - - Copy
( Fiter ] __Fiter ) Ethornet
; L BPF Driver Device Driver

(212! 1) BPF(Berkeley Packet Filter)e] PAME

32 4 ABoAMe Ms

719 AZAA 9 4% 54 WS LibKVM(Kemel Vir-
tual Memory access library)& o] £39d3 /proc 5Y A
A8 RUEYS 58 24 aEln 71de vEYz A3

¢ 5% F4PEe) Ark

53

{

R

3.2.1 LibKVM& o] &3} uhy

LibKVM& o] &% WHe /dev/kmem FA & AHA o2
Afrstel Ad g E817] 98 kvm_open, kvm_nlist,
kvi_read® £ FRHES 880 dytyon o =
RIAMEL /devkmemE ol, 7199 AE do] E(symbol
table)& 213, o] Hlo]EE 7} o= Adetd Aw
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£ AAAG 220 AY F2 B BN APEE 3
A28¢ 9=t Be 2Bl LibKVMSH 2& gojng
28 AHgse] Ade ARE ol Sol7] #al Agart
2 KVM 2@ $UEL flkas golrejed L8y
o9A Bomz ojAge]l EX Foie @il Uk

3.2.2 /proc filesystem FUEHH L 3 =34

718 H o2 proc By A2de Hde] AR YE g
7H2] Hole FxAE A€ ALEAAA HA WL 9
A gt BHoz BEHT Proc FYA2YE o
S8iA gozn v dA Aad HRE dojg F 9o
o, oy 7k Ad $4E 58 297 34 glo] o
g AR WAUE BN 44 9EE F UEE HEo
AAZ proc HEAAEE o] §8A] Fa AY oy 7=
Aox AH dal= A2d FRE AL F Wi X
o odxe Z2odv JAE At &, B 248
gHE A Aol s BHFo] Uk B A% 94 o
NA FE BS proc FLAAHE o] &3] HHE AR
t RALEE 7EAY RUHHE #9Y ¢ gloy, £3E
ARy A2y ge Aadg HHE AT A2 4F
Y 5o #4384 AHeE 4 Aok

529 /proc tHEd e ZTaAX JBE VMR O

de7t EAQ9 olF TEA2 AR UdEYE 7
2429 PIDE ol§o2 3n, gy doie TazAx
o Ae ¥ TEA29 BEE dIH ARES AT
520 /proc BYANAFE EgHxe HRBY oljg
Adol JPHUA AAdE ZHE HEE Hd2 ek
a8 % /proc/net P EZE MEYAY dHg UEYR
B4 AR TCP 24 5 ¥EYIAY #dY FHEL 71A

I e HLEe] gtk

3.2.3 7de JES A #H RES B 53

Ade dEYZ #d REZAN JIH A S(Netfilter
Layer)& o]&3tv wWige] gich8l Jdee #AE HE9
2 AeiFelzy i EAdE AAL Bl Ty
AdHa2A, ZA A FROE FAH vk WX 29
EZIEZL ‘hooks"ZHe A& ALdH, ol A =Z2E
Z 299 packet's traversald] & EQJIEE vt} o
M3 EUE)A, ztze Z2EZL HZAH 9 (hook
numben)E ©] &3ty Y ZHUYAE FF3A €l
F A, Ade dREEE 7 ZREEY diid & £
g HAFEE SEY 4 v welA dzie] gy =y
d=aE B3 9, ¥t 1 ZRESH 2 SEPEA
#gsA ot o8 Aol BEHY vk, 528 ¢4
Wz 3g HAetn, fHE FAEAHNF.DROP), 3
A 7] 3L(NF_ACCEPT), =+ #7lo gk A& doinjge
E digg oA AAFAKNF_STOLEN), AH&Ab 37t
HA & 7| A7) EEquening) HEE A S AJITHNF_
QUEUE). Al wix &2 divig #A& 182 ez
BUl7] 3] Aojgt: Ao ol#d H7e niEr4o

2 g oYy A+FE ZdgdYas B g%
FEo| AAEo] glon, ol ofd WA Hde ity
FAE 78, &3 75 E NATA 29 282 &3 /M8
A7 Helg AA"g AFHc)

o] g AHEE ]2 [P G492 42 3¢ 798}
@z 43 3909 AAZ BUHHP] sz @4 J
gy P 999 92 33 #Ad 28 ip_conntrackE #
Al AFstn glen, ol& B P 9y ddd dF 33
& 7HestA @ 2eln ¥y 8§38 B 2 22
EZo U AY 2 AeA ¥ T8 FHAFLEN B
o AEsE 2UHAHS FEE ¢ UTh

£ dFddMe dEd A% £3& T3 1= 38
Efge] Azg AY AgFd g 34E FHIAS
2 ojfE WAL PAMNA ERFE £43E WHe 1
EN A AA A Axdde) AdE Aol 3, YEY
2 EdY Rxo wet YENID ZUEFY o] A
7le Alad Age] Fa7h A 299 Abgdl A% 2}
EASE 24T ¢ Ak ol v Ad AFY AT
4 i AdoA 7124 vEND BRE ATE B
gk olyel, $GAA U @AFeR YA ENT ¢
ojo]& Al £3d ARES 1Y Aoz AL
F Atk ole AZE A st AN e
B A2 A9 AHEE BAE ok A5 HRE 98
Y% LibPCAPE o] &3 HA o] AA G} Adg o]&8 1
EHI AU %S 34F ZAA 9 oJ3hd LibPCAP
& AHgshE o] CPUE 318%E AHg3tont, Ade
AHEE AW ME 02%FE CPUE A9 AHE3A &3t
o AL VE2Hes HY Ao dEYA FES A
Aoz gulolE dtn Ade] FxA £ bl AFs
3ognh A Mg AFY EUEHY 8L oY
FES F71H A2d 28 B dof 2k AH8A AF
dAA F@H= o2HF £ AL A HlA ojFfAA
o ol Alad 2 A% ALY E UHHPEE F

d 4 Avke Bl Ak
4 33 88 45 HYAMLH 4M A TH

g2 Ady F3L HAVE Y &2 AZE
e WRE hskAl, o] Wie A4E 9Id Al
A2 8 Ad A 42 Ad R 5 ggofo} 3=
ol ek o] oL Wy A B =594
HEYz BUHY 7158 #Ad 2§ g4z F¢
24 Ad Hx9 A¥EHE A9 F U=E FEE I}
o} g BSD 274 A3 494 WEHNZ ZUHHE 9
§ QEHIAE T3 Ad BEL T A"
g B8 ¢3¢ ARE AL BRoM ALY ¢ IUEE
gk 28, Ad el vEYZ dE £4E F
3t7] A e Ade 4 £& F71 BEo Hasdde
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o F=go]

CPU : Intel Pentium I 600MHz
MEMORY : 192MB

DISK : 6.1GB, 31GB

o 2GAA
Red hat Linux 7.3
Kemel 24.19

e A%
o Unix C
Kernel module
Information collector daemon
o JAVA(Jakarta Tomcat, Web Service Developer Pack)
Information Provider Web Service

(28 2= A 71 BR £449 J9$ vEbd Aol

User Application

e
2-2%

user mode

"~ kernel mode

Protocol Stack Hooking Layer

Network
Monitoring
Module
Kermnel Module

Information
Collector Provider

(28 2) e 718t 32 EK

g Ag 7ivke] AR F3AInformation provider)E
71E9] BEA Ad W9 AFeg 2= UEYA #d
Aol A3 Ad AFdA vg 71E3E HERE ATE
F UAEE YEHA FRE £, AR, 71FsE 48L 3

ooz s A gdd g

1 : Hooking

71& AddiA rHEd eSS 38 +F3 ¥y
23E ARV 43 998 ANE FYURES 74
zAoz WA FP%E 98¢ B

2-1 : Information gathering(iemel module)

72 ZREF 2d9dM SYHE JHE AEAT} AR
F UEE $4sial Ay 9P ¥ Protocol stack
hooking layer 2t Z2E& 2ddM £78 HEY= 3
BE Ad 280 $3E ¢ UES AF@o.

2-2': Information gathering(kernel virtual memory inter-

face)

Heg T el 88 ZUHE AIAHO i 825

gE2dqMe AFHA g Yy, gy 44 §4
A= AMEAE Adol AL Qe FEE ALY F 9
SE AEAZE Adel J2E & JEE ‘A M WREE
AEHo|A"E A FEr)

3 : Data accumulating

Ad ZES ARV ARE ALRE £ URE AR
Aoy H 7ted 3Y Az AFck Proc #Y
AN2ge b ddA g Aoz dA Fda2dg
& Ao EN wAsE FIE £Y9 Atk

4 : Information processing

Proc % Alzgo /8 HELDZ 2JUEHZY gl dist
o Atga} ofE2lAlo| o] Hof BEo A AXRE sHF3
o Apg-Frh

AR 53 Aage] AL Protocol stack hooking layerZ
o] &3t} ol ElEa Ad 24%E ¥l Y¥H ol
olF ol&-gt} vidy oo AR 48 Fito dihs
ZREF 2Hd F& ¢ F UEE AU ZREZ &
o] =5 WAsHs zlo] opr] wlie] Ado] AMgEE
£ dloje] & HANTA WoHA HHE 71EEE Rl 7t
Tt AR AFANA AMgEe Ad ZEL YEEHA A
F&+= ip_conntrack EES £A3Y FASY thed 1
gL linux-2.4.19/include/linux/ netfilter_ipv4/ip_conntrack.h
S s Bolexm Urk= A3le did ARE £HFY
A% g FIkske dE Ykl Rolth

o

+Hifdef CONFIG_IP_NF_STATS

+  /* Statistics collected in ip_conntrack_in */
+  u_intb4_t pkt_count{IP_CT_DIR_MAX] ;

+  u_intb4.t byte count{IP_CT_DIR_MAX];

+#endif

(3% 3) 714 28 89 o

obefe] 1YL AR 3 HEE Uekd Fojth

o oyl

I_
l Web Service Interface | Information
module | Collector

| =%

| R !

Request Data
l Handling [-#=| Marshaling |
| module module |
A
T 1

(28 4) 32 28 o2

4y 53 dES Proc B Aade] FAYE AnE
aele o Ee Aol deEY D AHEY BAY JHE A}
s} 298he HlEoln,
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1 : Web Service Interface module

H Auls[o]22E dolg 84 & @a, dolHE Agd)
FE 4L @ Mujag 2 TAE o ERay,
ERFT SEHA oz g Mulxg Bl e, 9 A
HlAgke] A WA oar dolgnd Ad WAy Az
$y e xedgc

2 * Request Handling module

g Mujz el 28 B A9 ¥ 23L Proc 7
YAl 2doef A glof E4 Data Marshaling module® &3}
v 48g g

3 ¢ Data Marshaling module

Request handliing moduleZ25-8 & HolE & ¢ Ay

5]

29 ZREZ Dol XMLE 3dsie: 88 )
Data Marshaling moduled| Al A== XML &7vbs= 1
A= 48 EARY RUEE Aad"dy AFat= 24 oxn

g B

FHE AEEL ¢ MulaE o83l HRE AT
o, #H3tE dREE S2E9 718 YR P 72 @y
32E $gMALL Ad MH T2E9 HEYA A Ho
29 e g ARG AT, A2d Y= CPU A
H(User, Kernel & CPU H#&), Memory A E(H 4] vz
2, Azglo ALgE wEE, AME hed fF dReE, FH
ez Wy Wzel &) F& AT, of gfe] Alxwl
AA g 9 Agsta dE o FgA 44 3 dEY
A N Fel] g HRE AT Fch

g HuladA ApgEtE ZREZe) FBE eH gt

<?xml version = “1,0” encoding = “UTF-8"7>
<Message_root>
<SystemParam>
<CPU>
<user>> user </user>>
<sys> system </sys>
<nice> nice </nice>
<idle> idle </ idle>
</CPU>
<MEM>
<av> average </av>
<used> used </used>
<free> free </free>
<shrd> shared </shrd>
<buff> buffer </buff>
</MEM>>
</SystemParam’>

<NetworkParam>>

<Traffic>
<in> incoming hytes/sec </ in>
<out>> outgoing bytes/sec </out>

</Traffic>

<Bandwidth>
<prot> protocol </prot>
<src> source address </src>
<dst> destination address </dst>
<sport> source port </sport>
<dport> destination port </dport>
<inpkt> inpacket </inpkt>
<inbyte> inbyte </inbyte>
<inband> incoming bandwidth </inband>
<owtpkt™> outpacket </outpkt>

(T8l 5) AR ZRESE X

b
I7
X
0
b
n
i
i
o
ol

g2 &2 ZUE Y UlUser
Interface) & 21 glon, o|& F A&7 BUHY UIE
AdstA =9, Ul 7|Edog FEu]29 GRAMII0] A
Hl 2o gl 'l"’/lﬂ 5 [P Y2EE dof o4 Huh
ol IP £5& 7|Fo g RUEHY UIE 53 4 285 x&
28 BUEY gta, AA 2 B4 dEES 9% & +
At ZUEE W42 JAXM(Java AP for XML Messag-
ing) runtime& T3 ZUHY IAEqA 7 2= x=
& dis] SOAP(Simple Object Access Protocol)[11]& &
& aHsA =y, 7 a2le w285 93 uF 2AE
£ JAXM runtime® ¥3 RUE" IAEZ SOAPE %
# A RUEY Ul £4% SOAPE ddste 2y
He Z3%E Ul vekd

I‘J

(8 6) & 3| Ul

T oM e Z28 A9 GRAM AHjAZHE do] £
JEE wESY P F2 B2 5 9ov ssHoz:
statistics view (74 31H)%} host view(/|¥ ZAE 3}

§ A3 F 3le BEo] b EF = xE=E9
T4 BEL refresh HEES 58 34 Haloz fx &

obele] (g e AE ZAE FUHY g9 vehd
sojt,




A 32E wUEY shEd A
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