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Permission-Based Separation of Duty Model
on Role-Based Access Control

Se-Jong Oh'

ABSTRACT

Separation of Duty(SOD), with delegation, is one of important security principles in access control area . The role-based access control model
adopts SOD principle, but it has some problems: SOD concept is inconsistent with role hierarchy, permissions that have no relation with SOD
may be restricted, and delegation may violate SOD. We propose permission-based SOD model on role-based access control. We establishes SOD
as a set of permissions instead of role level SOD. Furthermore we propose a principle of role activation. It solves SOD problems of RBAC and
supports easy implementation of SOD policy.
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= rigmutually-exclusive-activation(rj).
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Purchase manager(PM)

Purchase_clerk(PC) Receive_clerk(RC)
a 9% A%
Role User
PM Tom
PC John, Jane
RC John, Jane

(b) AHBA- % i

Role Permission

PM approve_purchase

PC purchase_goods

RC receive_goods, update_customer_list

(c) dod@-9E A

Role SOD role
PC RC
RC PC
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* U set of users
* R :set of roles
® P set of permissions
e RH: 9% A%

MO 2B 2T 7igtal AR 29 727

® active-permissions(u) : set of total permissions that
is currently activated by ueU

¢ assigned-permissions(r) : set of permissions that is
assigned to r€R

® delegate-permissions(u) : set of permissions that user
u delegates to somebody

* DAP(r) : set of permissions that is directly assigned to r

JAP(r) : set of permissions that is inherited from jun-

ior roles of r

SJ(i) : sensitive job i that requires separation of duty

SOD() ={ pEP | p is essential permissions for ex-
ecuting SJG) }
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e VucslU : VSOD(G) :
e = active-permissions(u) = SOD()

® A active-permissions(u) 2SOD(3)
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while (i>0) {
if { {active-permissions(u) Uassigned-permissions(r)} 2S0DG) ) {
assigned-permissions(r) = assighed-permissions(r) - SODG) ;
}
i
}
active-permissions(u) = active-permissions(u) + assigned-permissions(r) ;
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while (>0} {
if ( {active-permissions{(u}Udelegate-permissionstu’)} 250D() ) {
delegate-permissions(u’) = delegate-permissions(u’) - SOD(G)

active-permissions(u) = active-permissions(u) + delegate-permissions(u’) :
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active-permissions(John)
= {purchase_goods}+ assigned-permissions(RC)
= {purchase_goods}+ {receive_goods, update_custorner_list)
= {purchase_goods, receive_goods, update_customer_list}
" active-permissions{ John) D SOD(1)
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active-permissions(John)
= {purchase_goods!}+ (assigned-permissions(RC) - SOD(1))

AF-221E ok Yobd delegate-permissions =

= {purchase_goods}+ ({receive_goods, update_customer_list}
~{purchase_goods, receive_goods})

= {purchase_goods}+{update_customer_list}

= {purchase_goods, update_customer_list}
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active-permissions(John)
= {purchase_goods, update_customer_list} + {receive_goods}
= {purchase_goods, update_customer_list, receive_goods}

", active-permissions(John) 2 SOD(1)
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active-permissions(John)
= {purchase_goods, update_customer list} +({receive_goods} - SOD(1))
= {purchase_goods, update_customer_list} _
+ ({receive_goods - {purchase_goods, receive_goods})
= {purchase_goods, update_customer_list} + { }
= {purchase_goods, update_customer_list}
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assigned-permissions(PM) = DAP(PM) + JAP(PM)
= DAP(PM) + DAP(PC) + DAP(RC)
= {approve_purchase} + {purchase_goods)
+ {receive_goods, update_customer_list}
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