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An Integrated Management Model of Administrative Role-Based
Access Control and Delegation Policy

Se-Jong Oh'- Woo-Sung Kim*'"

ABSTRACT

Delegation is one of important security policies in the access control area. We propose a management model of delegation integrated with
ARBAC model for environment of distributed access control. We integrate PBDM delegation model with ARBACY7 model, and suggest integrity
rules of delegation for preventing security threats in new model. Our model supports both free delegation for users without intervention of
administrators, and controlling delegation for security administrators.

IINE : BB B (Security), MR (access control), ¥ (delegation), A (role). RBAC, ARBAC
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RH (role hierarchy)

PA
(Permission
Assignment)

AP
Admin.
Permissions,

APA
(admin.
Permission
Assignment)

(Admin. User
Assignment)

ARH
(Administrative
Role Hierarchy)

« U:users, R: roles, AR : adminstrative roles, P: permissions,
AP : administrative permissions, S : a set of sessions

*RNAR= o

* UAc UxR, is a many to many user to role assignment relation

* AUA < UxAR, is a many to many user to admin. role assignment relation

* PA € PxR, is a many to many permission to role assignment relation

* APA < APx AR, is a many to many admin. permission to admin. role
assignment relation

* RHC R xR, is a many to many role to role assignment relation

* ARH < AR x AR, is a many to many admin, role to admin. role assignment
relation

» am-assign © AR x PC x 2 (PC : set of prerequisite conditions)

o am-revoke AR x 2%

« amassignp © AR x PC x 2% (PC : set of prerequisite conditions)

« am-revokep < AR x I

(712! 1) ARBACIT 2Dt T4 24 H9|

Director{DIR)

Project lead 1(PL1) Project lead 2(PL2)
Production Quality Production Quality
Engineer t Engineer 1 Engineer 2 Engineer 2

(PE1) (QE1) (PE2) (QE2)

Engineer 1(E1) Engineer 2(E2)

Engineering Department(ED)

Employes(E)

(@) 98 AF9 o

Senior Security Officer(SSQ)

Department Sgcurity Officer(DSO)

Project Sacurity Officer 1(PSO1) Project Security Officer 2(PS02)
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S0. {x € RRI| x is a parent role of y€DR } = @.
where RR : regular role, DR : delegation role
(A4 98 7 48 99€ b

S1. 4x € DR Own(x) =yAly, z) € UAR —
Permissions(x) € Permissions(z).
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52. AU &9 an delegate HE A 28] Aok wb=T)
aan_delegate < RR x PC x S x M
where RR @ %7 9 & (regular role), PC : A8 2 A (pre-
requisite condition), S: 1Y %%l (delegation range)-
A 7Hs T ArHagelY de WY, M: A 9
dA Aol A A
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® U : users, R ! roles, AR : adminstrative roles,
P : permissions, AP : administrative permissions
* RR ! a set of regular role s
* DR a set of delegation roles
R =RR U DR
*RRNDR =g
® AUACUxAR, is a many to many user to admin.
role assignment relation
¢ APA € APx AR, is a many to many admin. permis-
sion to admin. role assignment relation
® RHS R xR, is a many to many role to role assign-
ment relation
¢ ARH € ARx AR, is a many to many admin. role to
admin. role assignment relation
* UAR < U x RR, is a many to many user to re-
gular role assignment relation
* UAD < U x DR, is a many to many user to dele-
gation role assignment relation
* PAR © P x RR, is a many to many permission to
regular role assignment relation
* PAD € P x DR, is a many to many permission to
delegation role assignment relation
® an-assign < AR x PC x 2" (PC : set of prerequisite
conditions)
AR x 2R
® can-assignp € AR x PC x 2®® (PC : set of prerequisite

® can-revoke ©

conditions)
® can-revokep < AR x 2%
o can-delegate < 2" x PC xS xm (PC : set of prereq-
uisite conditions,

St set of permissions, m : possible steps of delegation)
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