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A New Certificate Validation Method Allowing CAs to Participate the
Certificate Path Validation Processing

Yeon Hee Choi'- Mi 0g Park'- Moon Seog Jun'!

ABSTRACT

Most applications using the PKI allows a user to execute the certificate validation processing. The efficiency of user system can be declined
by the user-side processing resulting the overhead and low speed of the validation processing. Therefore, in this paper, we propose a new
certificate validation processing method can decrease the overhead on user by allowing CAs of the hierarchical PKI to participate in the validation
processing. Therefore, our proposed scheme can not only reduce the considerable overhead caused by the user-side whole processing without
a new implementation of the delegated server but also improve the time spent for the processing by the reduction of the validation processing
job on user. -
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Published_ Hash = DSVD(Certificate Hash)
Calculated_ Hash = Hlc(cont)]
Published_ Signature = DSVD(Certificate Signature)
Original_ Signature = ¢(Sig)
IF (Published_Hash = Calculated_Hash AND Published_ Signature
= Original_. Signature) THEN
Return signature_verification_success ;
ELSE
Return signature_verification_fail ;
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DSVDRequest ::= SEQUENCE{

nonce OCTET STRING,
certsQuries SEQUENCE OF CertsQuery,
checks SEQUENCE of Checks,

TDCAName f0] EXPLICIT GeneralName OPTIONAL,
requesterName  [1] EXPLICIT GeneralName OPTIONAL,

signatory [2] ESSCertID OPTIONAL,
requestExtensions [3] EXPLICITExtensions OPTIONAL,
signature [4] EXPLICIT Signature OPTIONAL}
CertsQuery = SEQUENCE(
certToValidate CertOrCertRef,
usefulDSVDs DSVDvalues)
Checks = SEQUENCE({
responseTime GeneralizedTime,
count [0] OCTET STRING OPTIONAL,
RMpath [1] BOOLEAN DEFAULT FALSE}

Signature ::= SEQUENCE{
signatureAlgorithm Algorithmldentifier,
signature BIT STRING}

(2) RelayMessage

RelayMessage= 2} CAYlA 27} ¢33 DSVDE HH
3 dete AT o2AM A CAd 93 A€ RM2
DSVP A& 49 BE CAES AR 34149 Y A}
HE-Eo] A3 CAdA HEol2th A& CAdA Asd
RME ot %718 o]&3to ASN.122 yehld oS
#t

e 3% A2 :n

¢ DSVP FZ 49 CAY # :m(m=1, 2, -, n-2)

¢ RMm : DSVP A 249 7z} CAdl <& #44€¥ RM

® DSVDmHash : 2 CA¢l 2j3 d%¢ DSVD &9 g
4 Atz

® DSVDmSign : 2t CAdll ¢j3] #%-¥ DSVDY Signaturedt

¢ DSVDmVResult : 27449 2} CAd 93 AF5E I
89l CA¢l DSVD #3 43}

RelayMessage ::= SEQUENCE(
nonceRM OCTET STRING,
RelayMessagel = SEQUENCE of RM],
RelayMessage2 SEQUENCE of RM2,

Count [0] OCTET STRING OPTIONAL,

signature [1] EXPLICIT Signature OPTIONAL}
RM1 ::= SEQUENCE{

CAName [0] EXPLICIT GeneralName OPTIONAL,

DSVDI1Hash BIT STRING,

DSVDI1Sign BIT STRING,

signAlgorithm  AlgorithmIdentifier}
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RM2 = SEQUENCE(

CAName [0] EXPLICIT GeneralName OPTIONAL,
DSVDZHash BIT STRING,
DSVD2Sign BIT STRING,

DSVD2VResult VResult ;
signAlgorithm  AlgorithmlIdentifier}

VResult ::= CHOICE{
valid {0l IMPLICIT NULL,
invalid {11 IMPLICIT NULL}
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DSVDResponse = SEQUENCE(
nonce OCTET STRING,
requesterName [0} EXPLICIT GeneralName OPTIONAL,
RequestHash BITSTRING,
certToValidate CertOrCertRef,
RelayMessages SEQUENCE of RMs,
responseTime GeneralizedTime,
Count {1l OCTET STRING OPTIONAL,
responsetExtensions {2) EXPLICIT Extensions OPTIONAL,
signature {31 EXPLICIT Signature OPTIONAL}
RMs = SEQUENCE{
RelayMessage 1  RM],
RelayMessage 2  RM2,
RelayMessagen-2 RMn-2}
RM1 ::= SEQUENCE{
CAName [0] EXPLICIT GeneralName OPTIONAL,
DSVDIHash BIT STRING,
DSVDISign BIT STRING,
DSVDI1VResult VResult,
signAlgorithm Algorithmldentifier}
RM2 ::= SEQUENCE({
CAName [0] EXPLICIT GeneralName OPTIONAL,
DSVD2Hash BIT STRING,
DSVD2Sign BIT STRING,
DSVD2VResult VResult,
signAlgorithm Algorithmldentifier}
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RM1(DSVDlhash) = Computed(DSVD1hash)
RMI1(DSVDIsign) = Original(DSVDlsign)

RMn-2(DSVDn~2hash) = Computed(DSVDn—2hash)
RMn-2(DSVDn-2sign) = Original(DSVDn-2sign)
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Start-Target=T
Start-cert =Cn
Start -CA = Issuer of Start-cert

Yes

trust of Start- CA = Success

No

Start -Target = Start-CA

No

Yes | Start-CRL = Download CRL issued by

Start-CA

ChAccert = Download Cstart-CA

Start -DSVD = Download DSVD issued by
issuer of C start-ca

Start -DSVD= Null Yes

Yes
No

A

Sign verification via Crypt. Caiculation

Sign verification via DSVD
Yes Fail

<Start-CA, Start-Target >

Yes verification = Fail

“P»| Start-cert := CA-cert

trust of Start -CA = Fail

Yes

Start -Target:=Start-CA

Start -CA := Issuer of Start-cert

DSVD verification = Success

A 4

v Yes

Return Fail

Return Success
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