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Design of the Security Cryptography File System Based
on the Dynamic Linking Module on the Linux O.S

Seung-Ju Jang'- Jeong-Bae Lee'!

ABSTRACT

We propose the Security Cryptography File System to encrypt or decrypt a plaintext or an encrypted text by using the dynamic linking
mechanism in the Linux kernel. The dynamic linking mechanism gives the flexibility of the kernel without changing the kernel. The Security
Cryptography File System uses the blowfish algorithm to encrypt or decrypt a data. To overcome the overhead of the key server, I use key
generating algorithm which is installed in the same Security Cryptography File System. The Security Cryptography File System is fitted into
the Linux system.
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int init_module(void)

{
printk (“<1>nitialize Crypt Module !'\n") ;
org_write = sys_call_table [ __NR_write] ;
org_read = sys_call_table [ _ NR_read] ;
org_ioctl = sys_call_table [ __NR_ioctl] ;

sys_call_table [ __NR_write] = encrypt_write ;
sys_call_table [ _NR _read] = decrypt_read ;
sys_call_table [ __NR_ioctl] = new_ioctl ;

return 0 ;

(22! 2) “init_module™ollM AAR] T& HA

(21 DelAM 9] o 309 A&d 3F 8 HAse
Aolth, Mdd A2d 5% Hlo|Ee A5 e o]LdA
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void cleanup_module ()
{
printk (“Unload Crypt Module !'!\n") ;

sys_call_table [ __NR_write] = org_write ;
sys_call_table [ _NR _read] = org_read ;
sys_call_table [ __NR_joctl] = org_ioctl ;

if (new_user_key != NULL)
kfree (new_user_key) ;

(T8 3) “cleanup_module’™lIM AlAE S& £
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(33 5) Eot M A28 ATS/558 282 8 HY
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) X 2dleAe 2 HAE(CURRENT_PATH)E &
ETHES 273, 84 A9 dYE7 2 ol Ax"e
2 AdAe] @ Ase B =EAdAA Adde ¢z A4S
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Input : Text data Tx (i)

Output : Encrypted data Ex (i)

Algorithm : TtoE

El: Get input data Tx (i} from a user
E2:Tx @ = App(Tx ()

E3 : get CURENT_PATH ;

EA4 tif (CURRENT_PATH = SCFS) begin
E5: if (uid = CFS_uid) begin

E6 Key (uid) := read(key_list, uid) ;

E7: while (Tx(i) '= EOF) begin

E9 Ex(i) := Enc (sys_buf (Tx (i), Key (uid)) ;
E10 write (Ex (i), sys_buf) ;

Ell end

El2: end

El13:end

(08 6) 2ot mel AlAHA LSS5 BpH

Holg B3sts gistels A9 B @4 AR
Gz Mol VFS AZo 39 ¢z8E 3 F VFS
Aoz AP, B33 A= VFS AFAA 4353
¥ HolEE WolEol key listllA AMEIS] 718 7HA
< F dolHE Rzgetd ALgAdA ALde HHS
ANA dt. F, 71&€9 read 59 71T o]&A o
230 AFE Ao g ¢olgeln AHgAAA o
8-S Agdty] Aol H#e ugo] ¢zsso] =g
g &, dzsiso] glew wHe WEE KIded
g AE, dARA FIRAFL (29 DI 2

Input : Encrypted data Ex ()

Qutput : Text data Tx (i)

Algorithm : EtoT

D1 : App (req (read, uid)) ;

D2 : find sys_read ;

D3 : get CURENT_PATH ;

D4 : if (CURRENT_PATH = CFS) begin
D5: if (uid = CFS_uid) begin

D6: Key (uid) := read (key_list, uid) ;

D7: read (sys_buf, size) ;

D8: while (Ex (i) '= EOF) begin

D9: sys_buf (Tx (1)) := Dec (sys_buf (Ex(1)), Key (uid)) ;
D10 : copy (sys_buf (Tx(@), buf) ;

Di1: end

DI2: end

D13 : end

(32 7) 29 SEOIM =58 2y

3.2.4 7] B4

71 BeEAel oA AR 9@t 7] A&
AaA “addkey’zte TElE §8 ZRIAE ALEEH, A
A9 71 “Jetc/crypt_passwd’ HYo] A3} o] Y
o= Zk ARgAtel i 7)9 UID7E &4 AFdd 7] A
4] random key 4718 T3 99 EAEE AA
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811, MD5(Message Digest 5) €i#}&S A&k 128bit
o Wol& AE 718 A WTh MDEE 7hiHQ) Lol
HARE Yoz wolEo 128hite] a4 @S £HsE
si4l g Folh

BY L G3s/BE3 dhed AAEHE 77 9Rd x
249 A9+ 349 dAdS 23E 5 ok wey 9
2 9o m=EATA FEE 3] 9T Yoz 7)o o
3 433 AUe AN F HFHLE “crypt_passwd”
Aol AFHA dck Aol A3 FxdE 715 YA Fol
b dxmR gastete WS AT AR
42 gude AL 78 AYste Aol BRI F
YstA sFol ksl FAfolrt.

# add_key uid

128bit 3| ME | — H2AHE 2F

500:jwejfkjsadkisdffidkifkjd

501:dkjfkisjdriwerdweela; fff

“crypt_passwd” It

(38 8) 7] dda Mg 2y

Password ®

[ o

New Key ® v
I

/ New Key ®

U

(72! 9) 718 0|25} UABS sR= T

Random Key

1st 128bits

Azg 71E ANsE AR (29 9, (29 0% 2
o 719 A AL WA AAEATE Alxge] H28 9

213%U(>ogin)& sHAl Atk oW AtgEE A=A=E 9Y
oz o] &gt o] & oj8sta 7] gl A A&
€ 7H AR oldldle H2e F8dA gerh WA,
Ad 7] &€ I AR H2H= gk Passwdid @
A heod 7] #e2 XOR 44t #3%ch XOR®
4% & 98 ZGv)2E XOR A& F3dch o gl
WM ¢38hE 8] Aste BF #4& £33

ojp] ol Fld daM ¢z/EFsE = HA
< (24 9), (2 1003 Zrh

’ PasswordJ ® (Random Keyw

J
New Key ’ ® ( v ’

J

’ New Key I@ (15( Encrypted 128bits

[ 1st 128bits Plain data—‘

(I8 10) 7|18 o|235l0f 25351= A

4 4 H

(28 1DE “userl”’olgbe AFEA7L “myfile’o)gte &4
& A3tz U&S FAdhe dolth “secure” HHEZ
A AGE drigte dubd BUE dFE AT Y
A At A2 #dS A HE dadds 3
o] do|g7}t ¢tEEo] AFATh NR (17 9 HY
“cat” WH o2 W &S st d3z3td Y dlo|
BVt Basiso] FAAQ o2 v ok

[user@oslab securel$ Is

myfile

[user] @oslab secure]$ cat myfile

Writing kernel code is an arcane art, especially
when a ‘real’ multi~tasking operation system is
involved, isn't it?

I want to dispel that my and show you that the

life of a Linux kernel programmer is

(2 11) "secure’T|HER|OIMS] T Tty MY

o|Hell= & A& A7} “userl”d] “secure” TIHE 9
e HIIHUE 9 oH WEE HAFER A
AEE AdlM F=3 FA7F “userl” “secure” Ul E ]
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[rootPoslab securelft puwd
shone /userl/secure
[rootPoslab securellt ls
ny nyfile

[rootBoslab secureld cat nyfile

SqniKk 12687 F1c67:h17 7,

Zapl6cr &
ure lf

[rootBoslab securelll

(3% 12) LSEE ool chet e Mz

(2" 12)= ¥ FA47F 453 Fd2 A4%E “myfile”
el HEE HAsH A W Aol FUF Y
& 9 FAH7F FAsHE Fde dolHE B + gich
Z} ARE-A7E FEA R e gEE 77 E2l7] wiEel Lo}
B 5 gl #AR B3lHo HolA

53 B

Linux £9AAlA &3 A4 2E vlAUZFES AHE38)
o Ad YdolA U g3F/HEE ALY F e
B A A2ES AR B o=EeM i ARERLY] o)
olEE HI¥ + U= %E3}-HEZ 7)5E AL F
Zhatsict, 71Ee] g A28 Ao cpkdt HE A
I M3k 7]se] EFE o dAIuh o HlAle] o3 3
frAel AFE oA Y Alz=gle FH4H-E g Wol
ol g&ta Ak Heh HY Ala®] REAE ol &
7b drAslE s Fa3 ARE oRo Ao i HE
& e 71g AT

Bl 7152 Aladle] bHAl ¥uk ol HeAHE 1
2 Eojeol g} HoF 7% UF AASA KFAEATH AL
S50 ol avE AAA H7| wFEelvt wEkA o
oHE BEF £ & B 7T B ol 7|E9 AR
Abgo] BHES AA FEF ALY HeE AFY +
UEF AA s

Hel 9 A]A®l REL Blowfish ¢33 ¢ngFe
Abgslel dHolE|E ¢33l - B3 5sA Fck FEske] Al
5= 71e AHEAe] slx =R ks dlele] 9o
Zol v goh. Bek BEE AY A FAsnR A
‘m“'é}ﬂ enFes Hxslsgoen, 71Ee] Ad L2 o

F4 gle] /EEA7] WEo vE Linux Al2gozel
5}’:}5 §-o] et
goze X AFgonE By ¢hAd 7] ye] weks

Linux 2HMM S8 28 JIE2 018% 22 A ALY 2F £A 935

g3k 29 ZEe kS Hekdhs Aol Haex
o 9% 7] BzrRdE Bt el AFE 7] @
AUEFE A7 Aol
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