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Design and Implementation of User Authentication Protocol
for Wireless Devices based on Java Card

Ju-Hwa Lee' - Kyoung-Su Seol' - Min-Soo Jung'"!

ABSTRACT

Java card is one of promising smart card platform with java technology. Java card defines necessary packages and classes for Embeded
device that have small memory such as smart card. Java card is compatible with EMV that is industry specification standard and ISO-7816
that is international standard. However, Java card 1s not offers user authentication protocol, In this paper, We design and implement an user
authentication protocol applicable wireless devices based on Java Card using standard 3GPP Specification (SMS), Java Card Specification (APDU),
Cryptography and so on. Our Java Card user authentication techniques can possibly be applied to the area of M-Commerce, Wireless Security,

E-Payment System, Mobile Internet, Global Position Service, Ubiquitous Computing and so on.
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