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Implementation of the Electronic Prescription Security System
Using by an IC Card

Se Na Kang'- Ki Han Lee'!

ABSTRACT

Nowadays, a patient's private medical data which is exposed to the outside world has a severe effect on not only the patient’s private life
but also his/her social activities and environment. So, it is important to securely protect the patient's private medical data from the illegal

manipulation. This paper studies the method to store the electronic prescription information in an IC card. For that, an access control for users,

such as a doctor, a nurse, a medical institute member, a pharmacy, a pharmacist, or a patient, is proposed to access the data stored in an IC
card. The certificate is issued using the Crypto API of a certificate management model supported by Windows 2000. The public/private key
is created by the Cryptographic Service Provider program, and the electronic prescription is signed using the digital signature. The proposed
system, therefore, can improve the quality of medical services by securing the safety and integrity of the electronic prescription, stored in an

IC card.

/9= : IC 7= (Integrated Circuit Card), 2EM (Certificate), X} MH(Digital Signature), E2 At (Access Control), XA YH

(Electronic Prescription)
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(E 1) HAMUHE ARBSHe MR 215 Z2eF

¥ 5 T4 4 N Z2EF
Hospital Group Hel %+ 7] (Triple DES)
Doctor Group o] AL 71914 ¥ ¥ 5. (PIN)
Nurse Group HEA} A1 2 EH Z(PIN)
Pharmacy Group ok %% 7|(Triple DES)
Pharmacist Group 2FA} 7131 4 ¥ ¥ 5. (PIN)
Staff Group g7l A= 7014 & (PIN)
Patient Group 2z 714 ¥ F(PIN)

2.2.2 AxAd DFeF EFel g A% {33 ACL
(Access Control List)

DF¢} EFel i A%t §383 ACLS <E 2>9 gon,
ACLZ DF$ EFE 238 Ao 2oz Ead 29
THE 7HA 3 9lew, UID(User IDentifiers)® GID(Group
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Conjunctive
(A OR B) AND (C OR D)

Disjunctive
(A AND B) OR (C AND D)
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(E ?) DFe} EFel A3t RE I ACL
a 4 4 9 T A
DIR_ENUM DF ¢te] Bt 5= 7} Only Administrator
DIR_ACCESS DF st gle 9 44 [(Hospital Group) OR (Doctor Group) OR (Nurse Group) OR (Pharmacy Group)
EE QEo g w2 OR (Pharmacist Group) OR (Staff Group) OR (Patient Group)]
DIR_CREATEFILE DF 44 Only Administrator
DIR_DELETE DF 2HAl Only Administrator
DIR_GETATTRIBUTES DF £4 %7 Only Administrator
DIR_SETATTRIBUTES DF £4 A4 Only Administrator
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(g W& #3)
FILE_DELETE EF 44| Only Administrator
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FILE_Extend X X X X (6] X A X X X X X X X (6] A X X 0 X X
FILE_Delete X X X X X X X X X X X X X X X X X X X X X
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