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A Study on the Methodology for Application Traffic Management using RMON

Jeong-Soo Han'- Seong-Jin Ahn''- Jin-Wook Chung'*!

ABSTRACT

With the rapid development of computer networks, how to speed up network services and to guarantee QoS (Quality-of-Service) for users
has drawn much attention from computer scientists. So has the need to manage network application services in order to manage network
resources more effectively and meet the users’ demands. In this paper, we present methodology of determining the traffic of application services
on the network, so as to manage network resources effectively and thus to make application services more user-oriented. On the basis of this
methodology and by using RMON MIB we develop analysis parameters and their algorithm to manage the traffic of application services on the
network, thus realizing Web-based Application Management System which allows network managers to extract and analyze the Internet

application service traffic beyond the limitation of time and space.

INE : BB MH{A B2{(Application Management), RMON MIB, QoS, LAN segment, #8 7} (polling interval)

1. Introduction

As the Internet has rapidly been developed and spread
throughout the world and high-speed network environments
have growingly been realized, users have tended to demand
more complex and various QoS requirements [1, 2]. To meet
these demands, Internet application services have turned into
multimedia services which are to process large amounts of
data real-time. This situation has made it desperately nece-
ssary to develop a technology of managing the traffic of
application services on the network in order to use all the
communication components and network resources more ef-
fectively, and maintain an organic relationship among them,
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All the traffics of network services including that of appli-
cation services are currently managed on the Web in most
cases, but a new management framework for the application
traffic is being developed using the advantages of Java tech-
nology [3-5]. Along with it, MIB (Management Information
Base)s for application service management are being tested
[6, 7. All these efforts to develop new network management
frameworks are based on the recognition that 1) speeding-up
and stabilizing networks alone is not enough to provide and
support all the services efficiently and effectively, and 2) in
order to meet various demands of users, new frameworks
which manage Internet application services at an upper layer
such as a transport layer and an application layer are needed
along with the development of most stable lower layer pro-
tocols and the acceleration of network services [8, 9], In this
paper, we present a new framework to determine and mana~
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ge the traffic of Internet application services, which can ef-
fectively complement the current network management te-
chnologies such as management structures, protocols and
modeling.

Managing the Internet traffic requires us to consider some
important factors as follows. First, polling frequency has to
be taken into account. Network managers should choose
proper polling frequency appropriate to a network situation.
When the network load is heavy, for example, they have to
perform polling less frequently so that an excessive manage-
ment traffic might not make the network situation worse.
Secondly, polling repetition interval has to be taken into ac~
count. When polling is performed twice or more, polling re-
petition interval has to be set considering the relationship
between the preciseness of data to be analyzed and the net-
work load. Lastly, ways to get information about managed
objects should be considered [10]. Currently available or fe-
asible are the two approaches as follows [11]:

® Approach using network layer devices
If we use network layer probes such as RMON (Remote
Monitoring Network) probe, we can listen to all data pac-
kets on the LAN, get their performance data and analyze
the types of application services currently available on
the Internet. To make an effective use of such network
layer probes, a proper polling system should be developed
[12], and appropriate polling frequency and polling repe-
tition interval should be set to figure out and analyze the
network situation and network load precisely [13].

& Approach using information provided by application lay-
ers '
We can also get performance information from log files
on the server of application services. Using this method,
we can analyze the log files and provide users with useful
information about the services. The servers which cur-
rently use this approach include Web servers, E-mail
servers, and FTP servers. This approach allows Internet
application services to be managed on application layers,
and thus managers are able to get precise information
about users. Unfortunately, however, it does not allow
managers to get a clear picture of various network situa-
tions and network load [14-16).

We are not the only one that has sought an effective and
efficient way of managing the application traffic. In fact, qui-
te a number of scientists have preceded us in this effort.
Author has suggested that a certain MIB, agent for the ap-
plication traffic, be used to manage a designated application

service traffic [17}. [18] has indicated that it is most efficient
to analyze the log file in a specific application service server.
Kang have recommended that a RMON probe on a LAN
segment be used to analyze various LAN performance fac-
tors for the purpose of effective management on the appli-
cation service traffic [19]. Taking a step further from the
research in [19], he has introduced a rule-based system desi-
gned to detect and locate an fault on the LAN [20]. What
is in common between our study in this paper and the two
studies mentioned above, i.e. [19] and [20], is to use a RMON
probe which allows us to monitor all application service
traffics on the LAN, quite unlike the methods of [17] and
[18] which requires a certain application service agent MIB
or log file for each application service traffic to be analyzed.
What makes our study remarkable and different from the
other ones of [19] and {20}, however, is that we employ an
algorithm designed to analyze the application service traffics
in addition to a RMON probe, ensuring more effective and
accurate analysis on all the application service traffics.

In this paper, we put polling frequency and polling repe-
tition interval at the disposal of managers, and use the RMON
device working on network layers to determine and analyze
the application traffic on the LAN. We develop a system whi-
ch determines the Internet application traffic using RMON
probe and a management system which provides users with
the data obtained by using the former system. In addition,
we design a user interface which guarantees easy access
to the data and provides various platforms of Java.

2. Analysis of intemet Application Traffic

21 AMON MIB Groups Used

In this paper, tree out of the nine MIB groups are used
to determine the Internet application traffic. The three MIB
groups are as follows :

2.1.1 Statistics Group

It is composed of objects which maintain statistics about
each LAN segment observed by the RMON probe and sta-
tistics about errors. In this paper, we use this statistics group
when we count the number of all the packets of the traffic
currently generated on the LAN segment.

2.1.2 Filter Group

The filter group allows us to filter all the packets on a LAN
segment and find out which packets match a specific one.
Using this group, we are able to set the pattern of a packet
on each LAN segment, and count and discover packets whose



patterns match that of the packet. The filter group also allows
us to store the data filtered in the process into the filter capture
group. Hence we can figure out which packets have a certain
pattern or a certain address and so on.

2.1.3 Capture Group

The packet capture group is where the packets filtered
in the filter group are stored, and it is used to store the data
of a filter observed by the RMON probe and its statistics.
It usually stores the header of a packet and analyzes its data
{3, 4,16].

2.2 Analyzing Algorithm of the Internet Application Traffic

In this paper, we present two algorithms to be analyzed
in order to determine and analyze the Internet application
traffic : the one for application services on a LAN segment
and the other for application services on a certain host in
the LAN.

(1) Analysis of application services on a LAN segment
Step 1 : Identifying the interface index number

Using ipAdEntlfindex, we identify the interface number
Iy of an IP address.

Step 2 : Setting the filter group of the RMON probe as
createRequest(2)

In order to add a new tahle by using an index number

Io1, we set filterStatus and channelStatus of the filter

group as createRequest(?).

Step 3 : Setting location and value for filtering an appli-
cation service

Using the index number Iro1, we set the port number of
an application service to be filtered at filterPktData of the
filter group, and among the Ethernet frames we set filter-
PktDataOffset which chooses the location to start filtering.
We also set the values of OxFF and OxQO at filterPkt-
DataMask and filter Pkt DataNotMask respectively, which
show the range of data which are set to match.

Step 4 : Choosing an interface to be monitored

Using the index number Iy, we set channellfindex.
Step 5 : Setting a channel group of the RMON probe
Using the index number I.o1, we set channelAcceptType
of the filter group at acceptMatched(1), and channelData
Control at on(l).

Step 6 : Setting the filter group of the RMON probe at
valid(1)
We set filterStatus and channelStatus of the index number
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Lo at valid(l) for activation.

Step 7 : Setting the capture group of the RMON probe at
createRequest(2)

In order to add a new table by using an index number

Iraz, we set bufferControlStatus of the capture group at

createRequest(2).

Step 8 : Setting the target for capturing

We set the index number Iros of the filter group which
was set above at byfferControlChannellndex of the cap-
ture group.

Step 9 : Setting the capture group of the RMON probe
Using the index number I, we set bufferControlFull-
Status of the capture group as lockWhenFull(1), buffer-
ControlCaptureSliceSize as 38, bufferControlDownload-
SliceSize as 34, and byffer ControlDownloadOffset as 4.

Step 10 : Setting the capture group of the RMON probe
as valid(1)

We set bufferControlStatus of the index number Ira2 as

valid(1) for activation.

Step 11 : Polling the value of sysUpTime to obtain the
current system time

Step 12 : Polling etherStatsOctets (Pkts) to figure out the
total traffic volume of a segment to be analyzed

Step 13 : Polling MIB variables

We perform polling the group of variables V{captureBuf-

ferPacketData, captureBuffer PacketLength, channelMat-

ches).

Step 14 : Repeating the process from Step 11) to Step 13)
during the polling frequency(n)

Step 15 : Setting the filter and the capture of the RMON
probe as invalid(4)

In order to remove the filter and the capture from the

RMON probe table, we set filterStatus and channelStatus

of the filter group which has the index number I as

invalid(4), and we also set buyffer ControlStatus of the cap-

ture group which has the index number .2 as invalid(4).

(Fig. 1) is a flow diagram of the analysis algorithm which
is designed to get analyzing parameters by following the
steps explained above. It shows that when the value of
etherStatsOctets (Pkts) is set as a, and the value of chan-
nelMatches as 8, the usage rate of the application service
on the segment to be analyzed is p.
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RMON Probe Setting
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a : etherStatsOcteis(Pkts)
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t: sysUpTime
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repeat N

(Fig. 1) Algorithm to get parameters analyzing an application
on a LAN segment,
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(Fig. 2) Applying RMON MIB to an Ethernet frame in order to
analyze the application traffic on a AN segment

(Fig. 2) shows how to apply objects of the filter group
and the capture group to an Ethernet packet frame in order
to analyze the application traffic. Analyzing the application
traffic on a LAN segment allows us to classify all the packets
according to the types of application services and to figure
out what kinds of application services and how they are
currently provided, thus understanding the characteristic of
the traffic.

(2) Analysis of application services on a certain host in
the LAN

The algorithm to analyze application services on a certain
host is illustrated in (Fig. 3). It is similar to the one to analyze
application services on a LAN segment. One small difference
is that when we set the RMON MIB groups, we should set
a certain host and a certain application service to be analyzed
as the parts for filtering.

Step 1 ~Step 2 : Same as the analysis of application ser-
vices on a LAN segment.

ipAdEntlfIndex Polling ]

+
RMON Probe Setting
(Filter, Capture Group)

v

Polling
(etherStatsOctets(Pkts),
channelMatches,sysUpTime)

@ . etherStatsOctets(Pkts)
T : channelMatches
t . sysUpTime

¥
w:(T/@)*100,ar ¢

repeat N

(Fig. 3) Aigorithm to get parameters analyzing an application
on a certain host

Step 3 : Setting the location and the value of a certain host
and a certain application service for filtering

Using the index number I,o1, We set the values of a certain
host and a certain application service to be filtered and
analyzed at filterPktData of the filter group, and set fil-
terPkt DataOffset which designates the location in the Ethe-
et frame where we start filtering. We also set the values
of OXFF and OxQO at filter PktDataMask and filter PktDa-
taNotMask respectively which indicate the range of data
which are set to match.

Step 4~Step 15: Same as the analysis of application
services on a LAN segment.

(Fig. 4) shows the way of filtering a certain host in the
Ethemet frame. We perform filtering the source address and
the destination address fields in the IP header of the Ethernet
frame in order to filter a certain host to be analyzed, and
we filter the source port and the destination port when it
comes to filtering a certain application service to be analyzed.
Analyzing the application traffic under a certain host allows
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(Fig. 4) Applying RMON MIB to an Ethernet frame in order to
anatyze the application traffic on a certain host




us to classify all the packets inflowing into and outflowing
from the host on a LAN segment according to the types of
application services, leading us to figure out what types of
application services and how they are provided to users.
Hence we can effectively recognize the characteristic of
application services on the certain host in the LAN segment,
as well as the characteristic of the traffic created by hosts
on the LAN segment.

In this paper, we develop a system determining and anal-
yzing the traffic of Internet application in which polling fre-
quency and polling interval are puf at the disposal of network
managers. (Fig. 5) illustrates its whole model and structure.
This system is capable of analyzing the current situation
and the usage rate of application services on a LAN segment
or on a certain host in a LAN segment. Detailed explanations
about each module are as follows :

3.1 intemet Application Web Interface

This is a web interface system between the system deter-
mining and analyzing the Internet application traffic and
users, which delivers the users’ demands to the analyzing
system and sends the result of analysis from the system to

the users.
e P R RN W & a1 e e ¥ v LS S W e i R L e T Dl
- Internet Application Web Interface
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(Fig. 5) Model and Structure of the System Determining and
Analyzing the Internet Application Traffic

3.2 User Demand Analysis Module

It receives users’ demands from the web interface, analy-
zes and sends them to an appropriate module to process
them. It is divided into RMON Control Module, Collection
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Demand, and Analysis Demand to process users’ demands
real-time.

3.3 RMON Control Module

The RMON Control Module is a module which sets RMON
according to the messages received from User Demand
Analysis Module. It has two different procedures to set
RMON : when it sets RMON at the request of the users to
analyze data real-time, and when it sets RMON in the case
of Collection demand. In order to set RMON, it reads and
records the RMON data set in the RMON Set File (RSF),
an environment file. (Fig, 6) shows the structure of RMON
Control Module which is used to control RMON in the way
mentioned above, The RMON Control Module is divided into
rmon_valid, rmon_preset, rmon_invalid, and rmon_getip
modules.

34 Collection Demand

Collection Demand is a module which collects data in order
to analyze application services on a LAN segment. Accor-
ding to the range of management which request collection,
it collects data of the managed system sequentially, and the
data of the managed object simultaneously. It creates, modi-
fies, or deletes Organization File (OF), an environment file
which has data bout the users’ collection demand. It is divi~
ded into Collection Demand Module, Polling Script set Mo-
dule, and Crontab Control Module.

35 Analysis Demand

It inputs the file of management data collected by the
Collection Demand during a specific period of time into
Application Traffic Analysis Module which applies the
analysis algorithm appropriate to analysis parameters to the
data, and it delivers the result to the web interface.

36 Crontab Control Module

It registers Cron Daemon which is used for regular col-
lection of data : it creates, modifies, deletes, or adds Crontab
File (CF). Especially in this module can polling frequency
be flexibly modified by the users.

3.7 Application Traffic Analysis Module

This module is activated in Analysis Demand. It analyzes
the application service traffic created on the network and
applies an analysis algorithm to it according to an approp-
riate analysis parameter.
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(Fig. 6) The Structure of RMON Set Module
4. Experiments and Analysis

Using the methodology, the algorithms and the system
designed to determine the Internet application traffic, we in
this paper conducted experiments on the network of our
University to which we belong. The LAN segment used for
the experiments was the 203.252.53.0 network, and the ad~
dress of the RMON probe was 203.252.53.57 which uses 9
groups. The host analyzed in these experiments was the
203.252.53.41 system. In order to prove the efficiency of the
algorithm we suggest in this paper, we installed Baystack
hub which is equipped with SA NMM, RMON agent pro-
duced by Bay Co., on a specific network (203.252.53.0). Using
this hub, we collected defined management data and perfor-
med calculation according to the algorithm.

[Experiment Environment]

(1} We conducted the experiments on some designated
segments of the LAN of our University at the speed
of 10Mbps.

(2) Using the hub equipped with the RMON agent
(203.252.53.57) existing on the LAN segments, we
performed polling regularly and collected management
data for two months starting from April 14, 1999 to
June 13, 1999.

(3) For regular monitoring, we used crontab on Solaris
25, and the interval of monitoring was 10 minutes.

Our experiments were conducted under the two scenarios
as follows :

4.1 when the network works normally

In the situation when the network worked normally, we
analyzed the application traffic flowing on the LAN segment
and the traffic flowing under the specific host. (Fig. 7)

indicates the usage rates of TCP application services
including Telnet, ftp, and http on the LAN segment, and (Fig.
8) shows the types and the usage rates of the application
services under the host (203.25253.41) which were used
during a designated period of time. This experiment shows
that the hitp protocol is used the most among the application
services, followed by snmp and fip.
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(Fig. 7) Analysis of TCP services (Teinet, ftp, http) on the
LAN segment

4.2 when the network works abnormally

The second scenario we paid attention to was when the
network came to not operate because of the excessive traffic
on the LAN segment generated by broadcasting. We
analyzed the application traffic under the certain host to find
out the cause of the problem, and controlled it. As (Fig. 9)
indicates, the network came to work abnormally, because
the host (203.252.53.10), working as a mail-server generated
SMTP messages excessively.
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(Fig. 8) Analysis of application services under the certain host
(203.252.53.41)



<Tabie 1>, as well as (Fig. 8), shows the result of analysis
under the first scenario.

(Table 1> Analysis of application services under the certain
host in a normal network condition

Analysis RMON IP Address (203.2525357)

Parameter | adgress of the host analyzed (203.25253.41)
HTTP | SNMP |FTP-data| Telnet| 1256
6066% | 3163% | 56% | 21% | 0.2%

Factor

Host | Applications

According to <Table 1>, among the application services,
HTTP accounts for the biggest part of the traffic, more than
60%, followed by SNMP and FTP. It shows that the host
analyzed here acts as a Web server. In our experiments for
this paper, we monitored the traffic to be managed and, when
an unexpected problem occurred, figured out its cause and
a solution to it, using the methodology, the algorithms, and
the system we presented in the first part of this paper.
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(Fig. 9) Analysis of the application traffic under a specific
host when the network works abnormally

<Table 2>, as well as (Fig. 9), shows the result of analysis
under the second scenario.

(Table 2> Analysis of application services under the certain
host in an abnormal network condition

Analysis RMON IP Address (203.2525357)
Parameter | Address of the host analyzed (203.25253.10)
SMTP FTP-data | FTP Telnet
66.46% | 1391% | 1061% 9%

Factor

Host | Applications

According to <Table 2>, the SMTP traffic accounts for
more than 6626 under the analyzed host of 203.252.53.10,
which allows us to assume that the mail protocol of the
203.252.53.0 segment and the SMTP protocol of the FTP
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server (203.252.53.10) are the cause of serious system errors
affecting all the LAN segments. After further scrutiny, we
realized that the sendmail .of the server was not properly
set up, continuously generating ineffective packets.

RMON probe devices used to analyze the application ser-
vice traffics in this paper allow us to collect and analyze
the traffics more accurately and quickly than other ways of
analyzing the traffics using a software, and thus to provide
the users with the application service traffics on the LAN
more accurately. The algorithm we suggest in this paper is
the only way of analyzing the application service traffics
when the 9 groups of RMON probe devices are used. Fur-
thermore, the algorithm makes it possible to monitor the
application services in the troubled system, to determine
which service causes the system error, and to seek a quicker
and effective solution to it.

5. Conciusion

Due to the rapid development of the Internet and the surge
of its users, Internet application services have been increased
and diversified, so as to account for most of the network
resources. In order to ensure the supply of reliable and -
effective Internet application services in this situation, their
traffics have to be monitored and managed. Unfortunately,
however, international standards for managing Internet
application services are not mapped out yet, which forces
network managers to rely on the existent frameworks and
technologies for the overall network management. Taking
this reality into account, we decided to develop a new system
which is designed to extract the Internet application traffic
among the whole bunch of the traffics created on a network.
In this paper, we used RMON devices working on the
network layers in order to determine the Internet application
service traffic, defined analysis parameters and suggested
analysis algorithms for the management of the services. We
also created and activated a system which extracts and
analyzes the Internet application traffic on a certain network,
and, based on the data, we developed an integrated manager
system designed to manage Intermnet application services.
The Integrated Internet Application Service Manager
System we developed in this paper uses Java workable on
all web interfaces and networks, allowing us to manage all
application services beyond the limitation of time and space.
In conclusion, the system has made it possible to manage
all the application services and furthermore, the application
traffic on each segment.
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