OlAh 201E8! WS BUE SAlZdY HES 0128 ZH HOIMEEH HE €02IF

197

DOI: 10.3745/KIPSTB.2010.178.3.187

ol o] E3 WA} YUE FALA AFEE
o] &3 A7 do|AzdE E LAFF

% X o0l & &2 F-d -2 2o o A

45 Azke] fAE Qlr|7Ie] e BA iyt AEH FAR dFEL Qla, o ddE] fdA cAE x4y Ve
o] WAotk & oA e oAd A4r]71E sy A% PAd XY 7S AP " gA" AH7)7)= AzA 2
Aol vh2r] wjfel, F2Eo| e Fo|7t EAYLE o]t FE Ao|HE HEatY, ddole) Foj EHE i WG AHAE &
HEAEA o] Fhesith Algkehs WdlME Aeld & THEy] fldte] FYES AW dAY ofv|Ald wia o4t slol &Y WS
o] Ade 17 AL FEE oo did WA FANA FLE ANT Fol A dojele] FEAA, AR, ik, T, 4
Ave] §4& FEadt F2 54 MEE W A Ei700) 88 dAE A47]7]E wdsid. Aty dnelFe] 4% £
Aat7] flskel & 25974 o|vlAlek Tdl ZRIE|(HP, Canon, Xerox DCCA00, Xerox DCC430, Xerox DCC5560, Xerox DCC6540, Konica)s 7}
Ax, 71E gaelFs dw FAsge 2 Ao w2y Agd dnelFe " gAY A47)71E§ sk oM didE %69% HHE
& Bl

Y= - CIXIE ZE4, ojMeo|EHHE, Az SAYUY WE, MEE HE il 2F7|

Color Laser Printer Identification through Discrete Wavelet Transform

and Gray Level Co-occurrence Matrix

Ji Yeoun Baek' - Heung-Su Lee" - Seung Gyu Kong' - Jung-Ho Choi™ - Yeon-Mo Yang™ - Hae-Yeoun Lee™™

ABSTRACT

High-quality and low-price digital printing devices are nowadays abused to print or forge official documents and bills. Identifying
color laser printers will be a step for media forensics. This paper presents a new method to identify color laser printers with printed
color images. Since different printer companies use different manufactural systems, printed documents from different printers have little
difference in visual. Analyzing this artifact, we can identify the color laser printers. First, high-frequency components of images are
extracted from original images with discrete wavelet transform. After calculating the gray-level co-occurrence matrix of the components,
we extract some statistical features. Then, these features are applied to train and classify the support vector machine for identifying the
color laser printer. In the experiment, total 2,597 images of 7 printers (HP, Canon, Xerox DCC400, Xerox DCC450, Xerox DCC5560, Xerox
DCCE540, Konica), are tested to classify the color laser printer. The results prove that the presented identification method performs well
with 96.9% accuracy.

Keywords : Digital Forensics, Discrete Wavelet Transform, Gray Level Co-occurrence Matrix, Support Vector Machine
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v 7 ZdE 18634 AMgstga, W ojuAE 185%
& o]&3gt. £ w=FAM A4 LIBSVM E#7/7|&
RBFA2 & AMg3te] Hujvpzl sto]s &S Atsted,
gGZuE 2 9} rg 83 052 AAsFoHIL]. =3 239
S HE HA48357] 98 Cross-validation o]gt= 7S Al
£3te] F& dlojg e} W dlo|HE ulito] Wyl do|E &
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Fd dojHz2 23 FH FoJHE W dolHE AlEao
AYS ST ol Zo] 27HA AHol WE HHdgke
F 2%z AdSun 238 ov|AE= RGBIYH2E EF
gt o] 9&0AE HSV 9922 s o4t g9
£3 W8S 7Y% F HH 992 e § o 3%
A3} ghe =387 918 HHY 9 S oA 2 $A24 3
42 wgsto AFHor EARS Tk A

AYL ZAE AxA $E5 Y AxA AF BEY
7 EAE TR ZAH ARA BEE gE A=
At AEFEE dvhd B AEseA BAsE Aol FH
o, §Y AZA AF BEL FY AxAY AFES 2
3}E dvht Z FRI=A B4 Ao FHoj.

EZAH AzA] BES A AHEE e dolAZ™
Bl AzAbs <& 2> = gl & ARA Z8H
2 AS5T 3N F8 ddte A= 186%e 9 st
g7l 25719 F- *}%3}4_ Fdol AHEEA F2
186522 dgste] ZHE #d 4o THIAT

Y AzA] AF WAL A5 AHEE 2 oA
dE9 AFL <E el FH UArh Xeroxd &4 =™

£ 969%2 o4 flo|#3 MBS o83 Choi nF
o 7 d3tel 082% 2 6% AE B g w9

Choi &xe]FRTt AAls= Wo] HP ZAHE ¢ A
Hog TEHRYCEN SIAE BTHLE o =4 BE¥S
€ F Aok webA, ojn| A7} A 3 Y= Uy
o] TAUE AxIAER =IFY gEd, Adsts el
ojm| A7t E¥d u A7l Y ko= FA4L =)
AEE & ASS &9 F o

(E 4) Chol ¥112|F2| gef 3[o|MZ2le] MZAL B Zt

Xerox HP Canon Konica
Xerox 98.3% 0.7% 0.5% 0.6%
HP 7.0% 91.4% 1.6% 0%
Canon 156% 1.1% 76.3% 7.0%
Konica 2.2% 0.2% 0.2% 97.3%

(& 5) Hetsh dheo] Zeq 3lO|MZ2IE] M|Z=At THE Zxt

B2 ASH 3 4o dstel A2 18632 Hest Xerox | HP | Canon | Konica
o g7k $F7]9 Fdo| AHgdta, FHEA AMEHA Xerox 94% 1.3% 3.7% 0.8%
% 18657 AHse ZPH B A5 2AA HP 0% 975% 1.8% 05%
(E 2 Z2E HEA B A0l LSS T3 A0RZ2e | B . B L oE B
. — Konica 0% 2.4% 0.26% 97.3%
Label Printer Model ol ‘;lvzl 2|9 “‘I_XIL P
Xerox Xerox DCC 400 1863 185% 100%
HP HP 4650 1867 185% o 4
Canon Canon iR C2620 186% 1857%
Konica | Konica Minolta bizhub C250 |  186% 185% 1

(H 3) Y HZAle HE T MEol ASS &Y

&lo|x{ Z2IE
Label Printer Model Fd ol F | #Y o]v|x]
DCC400 | Xerox DCC 400 186% 185%
DCC450 | Xerox DCC 450 186% 185%
DCC5560 | Xerox DCC 5560 186% 185%
DCC6540 | Xerox DCC 6540 186% 185%
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Hae olgk & ARE Fito] Atde drnAFo] F
Y AzAtY Z-EYGAGE 93 EAse 5HE F d
443 7% 7 dse $AF + Aok DCC55603+
DCC6540°1 chiA Alkgt Wgolut Choi FiglF 257 %
< WEES Boln Yok o= DCCs5603% DCC65409] <
q Z2AH27F fAR] WECR FREG ]88 F o
2 WEs7] AsMe ZdH AAAA Y oA ZolE F
8 7 e HHgE SAF] B/, ol diF A&
A 477 e

(& 6) Choi Z12|E2| SYMZEAL Z2q ejjojq=2le] B ZA3}

DCC400 DCC450 | DCCas60 | DCC6540
DCC400 92.2% 1% 3.2% 35%
DCC450 0.8% T2% 14.6% 12.7%
DCC5560 6% 46% 61.5% 28%
DCC6340 % 11.3% 356% 46%

(E 7) Mgt Yol SYMZAL 22 3ojM=2lg Ty At

DCC400 DCC450 | DCC5360 | DCC6340
DCC400 97.3% 2% 0% 0%
DCC450 1.9% 976% 0.3% 0.3%
DCC5560 0% 0.8% 64.6% 34.8%
DCC6540 0% 0.3% 42.3% 57.4%
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