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ABSTRACT

This paper proposes DIT (Digital Investment Trust) agent based on ECSSL (Elliptic' Curve:S5L), This DIT agent is a banking project using
IT (Investment Trust) conception based on EC (Electronic Cominerce) and can manaﬁe micro payment, account opening and account transferring.
In addition, ECSSL (Elliptic Curve SSL) protocol is implemented which consists of much better encryption functions than existing SSL (Secure
Socket Layer) protocol. Therefore, This DIT agent based on ECSSL protoeol protects a customer's information and asset from third party.
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3.1.1 ECSSL Handshake Protocol
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Client Server
Client Hello

Server Hello
Certificate

Sever Hello Done
Client Key Exchange

Change Cipher Spec
Finished

Change Cipher Spec
Finighed

HTTP reguest

HTTP response
Close Notify Alert

Close Notify Alert
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3.2 ADES(Advanced Data Encryption Standard)

Ades(}
static int c0[28], d0.[28), c1 [28], d1 [28] ;
int i, seed ;
permu_ip (m, ip_box, 1O, RO} ;
permu_key (pcl_box, keyl, key2) ;
splite_key (key2, <0, d0) ;
for(i=0;i<=15;1++) {
shift_key (c0, d0, cl, di, shift[i]) ;
merge (cl, dl, k1, pc2_box) ;
}
pe_box = random (1, 32, seed) ;
expand_r (R0, pe_box, k1, e.r) ;
permu._p {p, s_box(e_r), ;
round (LG, RO, 1.1, RL, D)5
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select t (X
int is_prime, i, sqm ;
unsigned-int t ;
while (1){
isprime=1;t=rand();
if (t<=m ){
sqm = (int) sqre (0 ;
for (=2 ;1<% sqgm | i++)
if (p%i==0)is_prime =0}
else
continue ;
if (is_prime == 1) return 1 ;
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Addition (P =Q)
PointEC (%1, v1, b, ¢) + PaintEC (x), y1, b, ¢)
= Module (L, IdentityECQ, x3, ya),

IdentityECQ = True ;
L= 3x°+b)/ 2
x3 = 12-2x%;
yva=Lxi-x3d-v1.
Return (PointEC (xs, y3, b, ¢))
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Addition (P # Q)
PointEC (x1, y1, b, ¢) + PointEC (x2, y2, b, ¢)
= Module (L, IdentityECQ), x3, y3),
IdentityECQ = False ;
L= (ya-y)/(x2-x%x1);
X3 = 2% - xa;
ya = -ni + Lix-x3),
Return (PoimtEC (x3, v3 b, )
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User_module () {
generate_private_key (x) ;
y=g"modp;
yl = SHA_1(y);
call_deposit (v1, v, C) ;
if (equal_ECC (y, s1)) save_user (v, C, s},

(32 4-3) User Module ¥T2IE

4.1.2 paying 174 ¢318&
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pay_module( ) {
t = concatenate (v, C, y1. TV ;
send_to DIT (1) ;
s = concatenate (C, y) ;
sl = sign BCC (s) ; send_to DIT (s, s1);
52 = sign_ECC{c) ; send_to_DIT (c, s2) ;
if(equal _ECC (c2, s3)) save_to_user {y, C-T, s3);
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42 Tist 28
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4.2.1 A% 54 ¢ayF
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Trust_module( ) {
while (IEOF) {
i (SHA_1.{y) == yI{
sl = sign_ECC (v1) ; send_to_user (y, s1);
save_to. DIT db(yl, v, C}5 } }

(38 4-6) Trust Module RTD2IF-ME &2 YI2F

4.2.2 paying 374 A& @2 ¢ads

(19 4-D& paying BHo] Trust &N paying 34
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Trust_modulel () {

if {equal BCC (s, sIn {
¢ = generate_number { ) |
send_to_pay_user (¢) ; send_to_receive_user (c) ;

}

if (egual _ECC (¢, s2) {
serach_db (y) ; replace_db (y, C-T);
¢l = concatenate (y, C-T) ;
€2 = SHA 1 {cl) ;.83 = sign_BCC {(c2);
send_to_pay_user (2, s3);
save_to_DIT db(¢c2, y, C-T);

(T8 4-7) Trust Module ¥22|F-1

4.2.3 receiving 7 #3 #e daelF

(29 4-8)2 Trust 8ol receiving 2172 HRE A
4 wol, receiving 179 AFo] olA FH4E viFe OjA
52} e dlolElue] 29 receiving A8 HRE A
e daeFoid
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Trust_module2(){
if (equal ECCle, sIN
search_db(y1) ;

R = add.db(yl, T);
tl = concatenate(yl, R) ;
s = SHA_I(1D ;
sl = sign ECC(s) ;
send_to_receive_user(tl, sl) ;
save_to DIT db(s, v1, R) ;)

(38 4-8) Trust Module ®312IH-2
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(222! 4-9) tiolewjolA BEE

(28 4-100& AF 740l ¢U9 FBE HAY F4 A
g dojejulo|2d] AAste dndFer a4 PR F9,
HARARE, Y9 ol o mehg A8 ADES ¢hast 7|
AE AL, dA7] & BECCE 89 o dassld
Bekg AeAlzlt

DIT_db () {
s = generate_ADES key () ;
nonce = generate_nonce () ;
¢ = concatenate (C, y, nonce) ;
v = ADES (¢} ;
sl = ECC(s) ;
save_to_DIT_database (i, v, si) ;
]

(38 4-10) CIX® $X L& ClojE{diolx FTIE
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