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SecureJMoblet : Secure Mobile Agent System based on Jini2.0
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ABSTRACT

Mobile agents are autonomous and dynamic entities that can migrate among various nodes in the network. Java's Jini framework facilitates
mobile agent system development, providing key features for distributed network programming. However, due to the security weakness, Jinil.0
service has a fundamental limitation on developing mobile agent systems which support secure remote communications. In this paper, we de-
scribe a Jini20 -based secure mobile agent system named Secure /Moblet. On the top of Jini2.0, the system provides basic functionalities of a
mobile agent system such as creation, transfer and control. In addition, with the Secure/S developed for secure JavaSpace service, Secure]Moblet

supports a secure object repository and a reliable communication among mobile agents.

I/ E : 0| F00|HE(Mobile Agent), OISHO|ME AlAH(Mobile Agent System), Jini2.0, SecureJMoblet, SecureJS
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(E 1) O|SOIOIME Al2R2| 7|5 H|R

GAELN IR E R EIRELI L R R Rk
e o154 A0 8| Aes | nevy|raw 4| A
Aglet | weak Yes No Yes No Yes
Concordia| weak Yes No No No No
Ajanta | weak Yes Yes No No Yes
SMART | weak Yes Yes No No Yes
ﬁ&%ﬁt weak | Yes Yes Yes Yes Yes
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Secure]S¥  AccessManager( 32 29t ObjectStore
(AAAF2) 223 KeyManager(7) #27ha 745 ]
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JavaSpaceEx < E#(netjini.coreentry.Entry) 1 # o}~
2 788 AuAAE AF3E Jini Mu|zolth dEE
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¥ Jini20 B4 BY& FAsoF s (2" el O,
® AT JavaSpaced HIAIHL AccessManagerol Awt
Hojate d3AA ] dRrEolth
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}
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g A%kl AF5d A AFE JEYE A2 5 YLE
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ok
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O AF5d FHolAdEL: JdEH(entry)E Secure]S ulo

write) WAEE o] &3t HAY + ok Ykl

JavaSpace®] write() MAZ 9k @] Secure]S M E

3 AEY HIE & A ALY id(receiver_id)

& write) WAEd vy G o= gutE

FANE HF37] A8 A g

deE F4U2E AAH3t] Secure]S9 write(re-

ceiver_id, entry, txn, lease) WA= E 3 &8l dE

£ A,

@ ZoldEZ} read) WAZE o839 ObjectStore
el A3d dEFe] 47 A= o, AccessManager
AR AAE Mul2Er] do o Felold e} &
T AA H2E 5 Ue SuE FAAIA HEH ok
il

@ HA, FH2E 2Ae] LuE FAARYE FHs7] 9
sto} 2HA 9] idE AR dBEAZ gk A9 id
& read() W49 i+ Agd)
<) read(private_encrypt_id, id, id_tmpl, txn, lease)

® AccessManageris 4149 A7 2 58 gt
22 id 28l3 KeyManagerE o] 8% $412b9] 2
N7 BEE o] &ste] &ulE FA2YE HEE ¢ vk

® KeyManagerol A 78 2129 I & ALgato}
Azel A72 dsste Fe sS5etd id g T
ool #3 FARIE B id7h RIS, o= gule
FARYe] HEE FHolth

AccessManageri= AccessManager Impl S| ~8 o]&3)
o FHEHEY o FZE AccessManager Impl )29
write()9} read() WAZE o] 838le ObjectStored] NEZE
Aetal, Add e HId] Yk 2urE FAz
dE HEde A HoFa gl
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/x AAE AAE7) dsle] ObjectStored write() WALE 3FE
o} */
public Lease write(receiver_id, entry, txn, lease) {
Id_Entry ie = new Id_Entry(receiver_id, entry);
object_store.write(Id_Entry, txn, lease);
}

(23! 5) AccessManagerel write() tla=

ObjectStores] AAE dEZ HEE7) 319 read)
E= take() MAZE o] 88 4 Atk AccessManagery &
gho]dEV} o] e HolAS TEEY 9, &7 Sdoldd
E7} SHlE FARRIAE HEsL, FFE s 8
2 ool wE ObjectStore MW AE AFgr} (1
g 6)L read() WA=E dHsla it

/+ A3E AAESE 947 98t ObjectStored] read) WAEE 3F
gt} #/
public Entry read(private_encrypt_id, id, tmpl, txn, lease) throws NotTrusted {
boolean trust;

ldap_pub_key = ldapCtx.search(id, PK_FILTER, constraints) ;

trust = verifier(ldap_pub_key, private_encrypt_id, id); )]
if (trust) {
Id_Entry id_tmpl = new Id_Entry(id, tmpl); &)
Id_Entry ie = object_store.read(id_tmpl, txn, lease); @
return ie.get_entry(); ®

}

(212 6) AccessManager2| read() Hla=

read() ol do]AolA A HA 212 private_encrypt_id
eutE FAL S AEE7 f8 £ AN dE
Az AT (private key)E GE A gholth ¥
,FodA e dEZY HEE HEE 749 id
o tmplgiAbE AR 2 azdte dEHE Z
&7 98 BEgo|t} read() SH ol FFL ¢
1} 2

&

A

do X =
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9] idel @ete FARe] FATNE o
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g o] g3l FAA7E GulE FAARIAE AHL
Idap_pub_key) A= KeyManager?] search() ¥ o]
A B3t A& FARY FAFIolY, private_en-
crypt_ide FAR dE FAA4 ALY AATNE g
A grolth 2 idE FAIR 2219 idel )
. AccessManagere= A2+ FIR71E 73 A4
9] /eI 2 45387 private_encrypt_idE 3=
gt} A EF gho] read) MAZe F WA A idgt
I A EH ErtE FAAdo] HEE Aolth
@ id_tmpl 1A= ObjectStored] A& dEE 723}

7l 918 WEgol,
@ WEQ0] A% Y= A= Z ObjectStored read()
W2Eg sEae] AL
® A4Y dEolN 4A £047F a7eE ey
AR A ARBT,

tio

3.2 KeyManager(7| &=2ixhE o|8st 77| &2l
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