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A Study on the Prevent the Illegal Access by
Granting the Command Ranks

Yong-Sung Lim'- Duk-Sung Jang'* - Hong Jung'

ABSTRACT

The security management of a computer network is becoming important, and many studies have been done regarding
Intrusion Detection Systems to detect illegal access to the system. It is significant to prevent mobile agents from an evil
influence on the system. It is quite impossible to detect these illegal acts before it activates in servers. In this paper, We
have defined allowable command sets of each agent and studied how to detect intrusions when they use disallowable
commands on server. ‘ )

We propose, in this paper, how to grant ranks to agents, how to give command sets according to ranks and how to keep
watch on command usages when they exchange messages. The system we proposed consists of a communication module,
a message checking module, an ANS(Agent Name Server), and an OTS(Ontology Type Server). We need an ANS to register
and manage agents, and OTS to analyze differential ontology information, change it into usable format and analyze the

necessary message. If the illegal activities of agent are detected, then the system could disconnect the access or cancel the
registration of the agent.
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® Register(register-agent, password) : o] EE F
£ o) AgdCh

register-agent : o] HE o] &, password : B]YHE

® Whoiam(whoiam, content) : dlo] A Eo] g AR
o ALgdTh

whoiam : S|o| HE o] &, content: FAAHR

¢ Reconnect-agent(reconnect-agent, port, agentname,
password) : A A A AL&EojHir},
reconnect-agent : host, port : XEHE,
agentname : | 0| HE ©]&, password : H| YW &

® Disconnect-agent(reserver-message, content, port) :
JolHESY H&aR|of Ag-HelZr
disconnect-agent : i do]HE olF
content : AAAR, port : TEWME

® Reserve-message(reserve-message, content, port) :
oAl 9] A el ALE-ETE
reserve-message : sender A°|AE o] E,
content : @A H, port : LEHE

® Delete-message(delete-message, content) : HA] #]
2pAo) AHgE oM
delete-message : sender ©°]HE o] &,
content : 94& AR

® Request-agent(request-agent,  content) : A .8 %<l
Alg-= o)z}

request-agent : || A E ©|&, content: TEAHR

e Unregister-agent(unregister-agent) : S1o] M E 2kA]
o A& ojzit,
unregister-agent : 4 o[ AE o]

Hujol Mzg doWE Txew oolAEs o
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of WANY BHE YA oW FFE HWAAE
HAA de BAEe AH ALATE HosA B
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@ $Ee Fob A4 ol ZololHEelH wy)
& Saols ege Rzt Agdel Ak
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Wl nolxA Hy,

/x HARE A4t AIE 7 Ak
protected void sendResult(String reciever){
String sendmsg = "(reply : sender :
sendmsg = sendmsg + getName() + : receiver” + reveiver;
sendmsg = sendmsg + "lang KQML : content” +
Integer.toString(_returnVal) +")";
try {
sendMessage(senmsg);

}
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B S9HE dAXE Fdge ool AAHA
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protected void senderErrorM (KQMLr kqml) {
String receiver = kqml.getValue("sender”);
String sendmsg = “(error : sender "
sendmsg = sendmsg + getName() +” ‘receiver” + receiver;
sendmsg = sendmsg +” ‘language KMQL : content
(" + kagml.getSendString() + ")),
try
sendMessage(sendmsg):
} catch (ConnectionException c) {
System.out.printin(c.toString());
} catch (ParseException p) {
System.out.printin(p.toString());

}
addToDeleteBuffer(0);
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Start to register

N 4 Router register-agent 1999 02 : 15
5 Router register-agent 1999 02 : 16
6 Router register-agent 1999 02 : 17

Sending message

Sending success

Sending message

Sending success

decription : agent - info : password 111

port : -1

performative : agent - address

reciece : sky

message-method : MesssageRouter

host * null

sender : Router

Name! sky

(33 4) 2PHOUAIX] Mg 50

package Routerlayer.AgentClient.Example.CalcServer;
import java.io.x;
import java.util.*;
import Abstract.x;
import KQMLLayer *;
import RouterLayer. AgentClient. *;
public class CalcServer extends RouterClientAction. {
String _returnVal;
public CalcServer(Address myaddress,
Address routeraddress,
Address registeraddress,
int durationtime) {
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339 FHo] )
ask-about [RE Fd ENE 2 ¥ &)
ask-one Bite]l AR g dgg 9én
ask-all BE AR BEE gge 93
ask-if o] AEV EIE 98 Yén
register 7182 ayjc
unregister | 71 && A¥gu
delete G99 HAE 2@t
forward FE4AY S 9718 49
rest oldY 3y PHE 2Y¥)
stanby W] g $98 e7e
cat e EE a7

do]HE 2fzte] AFHE 457322 Foin 7
HFolE Al 4BAE dolFESY 9B8e TEEY
ole]HE FE7 A FJANEE Hol 9o} o3
TEHE do)JHESY FEA ANSoIM AgentClasss}
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Ci ask-about |ask-one |ask-if reply
Co ask-one ask-if stanby stanby
Cs ask-all stanby rest
Cs ask-if forward |cat
Cs unregister |rest
Cs register cat

Cr delete
Cs forwand
Co rest
Cuo stanby
Cu cat
O5& WHolg DA A HA T2E 9
1{&4 SRl e FHolB LS HAbsn
a9 63 2ol $45o] Utk

if(authority .equals("1 5 &")
if(command.equals("ask-about”)
{_returnVal="A}-8-7} = g1}

e]se{
if (autority.equals("2% 38"
1f(command equals("register”)

if '(.;autority.euqals(”éi—a—:"“)
if(command.equals("delete”)
{_returnVal="2 %€ 9% AU} F&& EFUL)
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CaloServer reply 10W 25.1990 03:68 2%
CalcServer reply 10 28 1900 03:50 2%
Router registered-agent 10W .20.199¢ 11:32 2 X
Router sgentaddress 11%.08.1090 04:20 2%
Router registered-agent 118.11.1000 02:16 2§

Router registared-agent 11%.11.1909 0z:16 2%
6 Router registerad-agent 11M.11.100002:16 S %

(38 7) oloimES S5 gl 33

performative registered-ngent

reoslver sky

oontent: (hinull -1 disoonneoted)
(RouterRegistrar toy 4445 disoonneoted)
(ody nuil -1 disconneoted)
(Router toy 4444 disoconneoted)
(Calo8ervertoy 5556 conneoted)
{ttt null -1 dinoonneoted)
(000 null =1 dlssonneoted)
(munager null =1 disoonneoted}
(slor null =1 conneoted)
(CADAppist null ~1 dikoonnented)
[ddd null -1 disconnaoted)

sender. Router
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R 0 Caloforver wply 108261000 (358 &
© Cat:Berver nply (0M26.420003:99 <%
2 Rute regiriendagen: €0.22090 113z 23
3 Reuter agenbacdiesm ~1W.08.1060420 2%
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N 0 CalcServer reply 109 25 1999 0358 2%
1 CalcServer reply 108 25¢ 1999 03:59 ¥
2 Router register-agent 10¥ 26 1999 11:32 & A

language : KQML
performative : reply

receive : sky

content : FEE HWHAYh

sender : Calcserver
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