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Formal Verification of RACE Protocol Using VIS
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ABSTRACT

Caches in a multiprocessing environment introduce the cache coherence problem. When multiple processors maintain
locally cached copies of a unique shared-memory location, any local modification of the location can result in a globally
inconsistent view of memory. Cache coherence protocols are important to operate a shared-memory multiprocessor
system with efficiency and correctness. Since random testing and simulations are not enough to validate correctness of
protocols, it is necessary to develop efficient and reliable verification methods. In this paper we present our experience in
using VIS (Verification Interacting with Synthesis), a tool of formal method, to analyze a number of property of a cache
coherence protocol, RACE (Remote Access Cache coherent Enforcement).
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% DIRE VerilogZ WA d22alt}

Processor RAC(local home(remote) 3 RAC

exclusive
read ERDq_ 1/ N|  mvg

1 1 s s
~

repl ERD) INVp
p———t—t{" ps PS

exclusive .
o read @ linvalidate

(212 5) RAC, 0|1 DIRs & I exclusive remote read
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module DIR
SHARED : begin
if (rac_reql == ERDq && i_replyl ==1)
begin
if (s_reply2 == 1)
begin
dir_req2 = INVq;
dir_state = PSM_ex;
end
else if (s_reply3 ==1)
begin
dir_req3 = INVq;
dir_state = PSM_ex;
end
end

(& 6) Verilog® OIE2! DIR BA

6.4 VISE 0|83 RACEZZREZ9 43

534 d9e RACEZZEZ EXNUZ AHFs)
A AE3e A FFwc oA @8] RACHAH 24
g & e BE 8% =@ dE HHexE 4
At} d & B0 (2 79 CTL %A FolAd 3 W
&= RACo] INVALID Aefo] 13, ¥2olA coher-
ent read 830l 0] %<& d, RACHA HHAE=R
o] 242 CRDgE WXL ZE ¢ 3loiA RAC
9] )7} SHARED7l Htbe A& 258 Aotk 5
#HAE RACC] INVALID Aefoll 21, ®2dA ex-
clusive read 23] £ $& 4 RACHA TJHES
29 83& ERDQE HEWm & A% oA
RACS] 47} MODIFIED7} €otes A& #Ed A

olt}, of o= Foj Ao thale] CTLE o] &3}
o VISZ Z3#% 47 (29 7% #Zo] RACEEZEZE
gol Wad EAQEL UEFS ¢ F AN
£ AF IA 5 ST deoA HA Ao A
HA g2 WAAr 2 b wAHUA A8
£ %ZdM coherent read 832 A1 g
Ztoll & ==2FE writeback 8%o] £
oity, WA exclusive read 839 A4%
Al Ho| &5 coherent read®] A4 Al #2 A
7k gasiths Aelth & Af ==(1" RAC)7} CRDg
g ks | PMAHY oeEZ § x=2 DIRY
NACKS Edd. & =29 DR Af =Z2iH
NACKE 7] ] WRBgE wtong drzg 734
33 Afr==2 WRBpE H 31 BAld 84 =
=9 CRDpg RYe2X &2 2 5 Utk ojs #e
A%E WAA7L exclusive read 8% F7H write-
back &3 o] HAH H9hg WAL coherent read
8o dste Ao Fe wyez A dve A
Ag B38A 7oz LAste Aee A
AAZ G THEE Aol Y AU AR ] F
e oldlel Ao U A4E & BAE 2AFA
RAAT 18R g2 ATE EAHE A% T+ 9
o oohebA HAY gAY B 27 dohn sl
(2% 8)& VIS A A F38te invariant HAME o] &
& A% A otk 7N WAH 5L o] AxY
A A Aoy e EA4& CTLE BAsta ¢

rle 3
o od rIf i

o
o)
5
_?_

g o

# MC : formula passed ——- AG(racl.rac_state = INVALID
# MC : formula passed —-- AG(racl.rac_state = INVALID

# MC : formula passed ~-- AG(racl.rac_state = SHARED

* cmdl = coh_read) ->
* cmdl = exclread ->
* cmdl = excl_read) ->
* cmdl = write_ba >
# MC : formula passed -—— AG(racl.rac_state = MODIFIED * cmdl = write_ba ->

# MC : formula passed --- AG((racl.rac_state = SHARED

AF(racl.rac_state =SHARED))
AF(racl.rac_state = MODIFIED))
AF(racl.rac_state = MODIFIED));
AF(racl.rac_state = INVALID));
AF(racl.rac_state = INVALID));

(38 7) VISE 0|28 29 Mz Ay

# INV: formula passed -———
# INV: formula passed ---
# INV: formula passed ---
# INV: formula passed ——-

# INV: formula passed ---
# INV: formula passed ---
# INV: formula passed ---
# INV: formula passed ---

# INV: formula passed -~- !({loc.loc_state=MODIFIED

1(((racl.rac_state=MODIFIED * rac2.rac_state=MODIFIED #* rac3.rac_state = MODIFIED);
I({racl.rac_state=MODIFIED = (rac2rac_state=SHARED + rac3.rac_state = SHARED));
!(((racl.rac_state=MODIFIED * rac2.rac_state=MODIFIED * rac3rac_state = SHARED);
!(((racl.rac_state=MODIFIED * rac2.rac_state=MODIFIED * rac3.rac_state = MODIFIED):

# INV: formula passed --- !((rac2rac_state=MODIFIED # (racl.rac_state=SHARED + rac3.rac_state = SHARED));
(((rac2.rac_state=MODIFIED * rac3.rac_state=MODIFIED * raclrac_state = SHARED):
!({(racl.rac_state=MODIFIED #* rac2.rac_state=MODIFIED * rac3.rac_state = MODIFIED);
!((rac3.rac_state=MODIFIED =* (rac2rac_state=<SHARED + racl.rac_state = SHARED));
!({(racl.rac_state=MODIFIED * rac3.rac_state=MODIFIED * rac2rac_state = SHARED});
(( * direc.dir_state=MODIFIED))

(12l 8) VISE 0|28t invariantd|Z! ot



7o) pass HEA QP H o] ZREF] WA
Weo] e FFside AL d4F ¢ F AWk 4
% Zo] RACE7} MODIFIED Adef gittd te
RAC 27/1% Aol SHARED #HE 713 & ¢t} o
g JAE ¥ VISE oj&sld HE 4B HAi e =
ZEZo 13% BA B9 dsid uwFede As
4 4 Ut

7. WE 9 g% A

Ay 71ge 3Y =g F3d e £ He
7 Adol7t WEse AuEzdst EHAdE uA
g o, Axde] ofE §4E wEHHeA HF
371 Wi A4 AFE SAHJ diME @439
g & YA ok 2F Axdgo] FEHY A A
g3 FAHEAE AF ¥ F JomE A2¥ A
v &3 g Aol ZHoA wl$ AFHoln}, AH
APy fA ZREZS Y BFHAR led o
AgH F2E A8 2 d2e g 23 Yo
A FH AZYE =84 dHeE Z2addA
AFshe Hol oF7] dEoth & =EL 2E A%

718E Mg A8 HE 27U VISE o838

ETRISIA 7jgdt 74 484 =2EEQ RACE =
ZESE As¥ozA RACE ZZEEZo] ¥
REFE Y T & UYL BF 71 A& A
£ ANsgE FF FAEE 29 H7g o E4F FY
AE 71HE GBI Eobdl A&t ol Wasith

#22¥

[1] A. K. Nanda and L.N. Bhuyan, “A Formal Spec-
ification and Verification Technique for Cache Co-
herence Protocols,” proc. of the 1992 International
Conference on Parallel Processing, ppI-22-1-26,
1992.

(2] D. E. Thomas, P.R. Moorby. “The Verilog Hard-
ware Description Language,” Kluwer Academic
Publishers, Nowell, Massachusetts, 1991.

[3] E. M. Clarke and J. M. Wing, “Formal Methods :
State of the Art and Future Directions” ACM
Computing Surveys, pp.626-643, December 1996.

[4] F. Pong, “Symbolic State Model : A New Ap-
proach for the Verification of Cache Coherence

VISE OI18T RACE Z2EEO| FUHS 2227

Protocols,” August 1995

[5] F. Pong and M. Duboais, 1995. “A new approach for
the verification of cache coherence protocols” IEEE
Trans. Parallel Distrib. Syst. 6, 8 Aug, pp.773-787.

[6] F. Pong, and M. Dubois, “Formal verification of
delayed consistency protocols,” In Proceedings of
the 10th International Parallel Processing Sympo-
sium Apr. [EEE Computer Society Press, Los Ala-
mitos, Calif,, pp.124-131, 1996.

[71 F. Pong and M. Dubois, “Formal Verification of
Complex Coherence Protocols Using Symbolic State
Models,” Journal ACM on Computer Architecture,
Vol.45, No.4, pp.557-587, July 1998.

[8] J. Archibald and J. L. Baer, “Cache Coherence
Protocols : Evaluation Using a Multiprocessor Sim-
ulation Model, ACM Trans. on Computer Systems,
Vol4, Nod, pp.273-298, Nov. 1986.

[9] J. Archibald, “The Cache Coherence Problem in
Shared-Memory Multiprocessors,” PH.D Disser-
tation, University of Washington, Feb. 1987,

[10) J. Archibald, “The Cache Coherence Problem in
Shared-Memory Multiprocessors,” Ph.D Disser-
tation, University of Washington, Feb. 1987.

[11] James et al., “Scalable Coherent Interface,” IEEE
Computer, Vol.23, No.6, pp.71-82, June 1990.

f12] K. L. McMillan and J. Schwalbe, “Formal Ver-
ification of the Gigamax Cache Consistency Pro-
tocol,” Proc. of the ISSM Int’l Conf. on Parallel and
Distributed Computing, Oct. 1991

[13] K. L. McMillan, “SYMBOLIC MODEL CHECK-
ING,” Kluwer Academic Publisher 1993.

[14] K. Hwang, “Advanced Computer Architecture,”
McGraw-Hill Book, 1996

[15] L. Barroso et al, “RPM : A Rapid Prototyping
Engine for Multiprocessors,” IEEE Computer, Feb.
1995.

{16] M Heinrich, The FLASH Protocol. Internal doc-
ument, Stanford University FLASH Group, 1993.

[17] P. Loewenstein and , D. L. Dill, “Verification of a
Multiprocessor Cache Protocol using Simulation
Relations and Higher-Order Logic,” Proc. of the 2nd
Int'l Conf. on Computer-Aided Verification,
Springer-Verlag, pp.302-311, June 1990.



2228 S=IYDHEET] =FX MTH M73(20007)

[18] R. E. Bryant, “Graph-Based Algorithms for Bool~
ean Function Manipulation,” IEEE Transaction
Computers, Vol.35, No.6, pp.677-691, Aug. 1986.

[19] R. K. Brayton et al. “HSIS : A BDD based system
for formal verification.” Proc. Of Design Automa-
tion Conference, 1994,

[20] T. Villa, G. Swamy, and T. Shiple. “VIS User's
Manual”

[21] U. Stern and D. L. Dill, “Automatic Verification of
the SCI Cache Coherence Protocol,” IFIP WG10.5
Advanced Research Working Conference Proceed-
ings, 1995.

(22] 719t Ak A, AFdE, A4A, 382 3
$4, “RACE Protocol : Remote Access Cache
Coherency Enforcement Protocol” ZHAFFE AlAH
ATHE, AFEH LZEH O e AFA, dFAR
TAATY, TM-3100-1999-012, 1999.

2= I
e-mail : hum@formal korea.ac kr
19939 g g At g8t
1998 Y4 Aastay &9
1998 12id) ZFEidlst skl gt
20000 sajcf AFE g sty
Ly
THEk: A8, CTL 2dA7

eI
e-mail : choi@formal korea.ac kr
1982'd Medistu PFE Fota
&4
19861 Drexel University Dept. of
Mathematics and Computer
Science AJA

1993 University of Pennsylvania Dept. of Computer

and Information Science A}
1993\ ~ 1996\ Research associate, University of Penn-
sylvania
19949 ~8A ueidstn FHE G Ras
HHEoF: AFEHE, AYIY(REHA, FPAD),
HAZE Alz" Bazzagy o) Ax

Edo] ¥

I S
e-mail : wihan@etrirekr
1981 e{oista H=l-F3te 3}
19843 Tejoidtn Axbget 4A}
19959 ne{tgt Az wia}
1985 @A ATL A7
19861 ~1988'd m| = AITAF A
a7
1989 AAAN7] Hof 7] EAt
19974 ~1988d @FAAFNATE ZTEAMQTAY
19983~ A A FFAAENATY WA 2dATH A
AddT4
BAEE: AFE TR, vlolagza N 72 HYH
g TE 454947, Ay 72 5

7] ¢t =

e-mail : adki@dynalith.com

19823 ~1986\d 3tekdigtm A=A
S I(F8AD

198614 ~1988'd  KAIST #7] 4
A3 stk (F g Ah

19944 ~1997'3 University of
Manchester Dept. of CS
(- 8HapA)

1988 ~2000 #TARFNA T

20001 ~&@# Dynalith Systems, Inc®] R&D Director

CELETN
Brol: 4RE TR, WYHe, Axddd 2aY
2 A%

o T 8

e-mail | khshim@etrirekr

1981 ~1986d Mg digtn A=}
T8 (F A

1980 ~1991'd  KAIST A7) ¢
AAE eI FEA A}

1991 ~1997d - KAIST #7] ¢
A5 gh (g shatAh

=

1985 ~1989d F44 47
19973 ~dA FFHAFAATY AYATH
ATk Axded 2dy 9 4%, ASIC 78



